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1. Introduction

This configuration manual provides step-by-step instructions for setting up and executing the
proof-of-concept encrypted communication system based on AES encryption with dynamic rolling
keys. The system is implemented entirely in Python and executed in a WSL (Ubuntu) environment,
making it platform-independent and resource-light. It demonstrates how rolling key strategies can
prevent man-in-the-middle (MitM) attacks on public networks by frequently rotating the
encryption key derived from a shared secret.

2. System Requirements

Component Minimum Requirement

Host OS Windows 11
Python Version Python 3.10
Hardware Intel(R) Core (TM) Ultra 7 155H (3.80 GHz)
Packages virtualenv
Management
Category Tool / Version Used
Programming Python 3.10
Language
Core Libraries pandas=2.0.3, numpy<=1.24.3
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Deep Learning

tensorflow=2.13.0, keras (bundled with
TensorFlow)

Machine Learning

scikit-learn=1.3.2, joblib=1.3.2

Feature Extraction

TF-IDF (Scikit-learn), Tokenizer (Keras)

Data Handling & pandas, numpy, re (Regular Expressions),
Preprocessing nltk=3.8.1
Visualization matplotlib=3.7.3, seaborn=0.12.2
Utilities tqdm=4.66.1
Deployment streamlit=1.27.2 (UI)




3. Installation Steps
Step 1: Setup of the Python Virtual Environment

Create a virtual environment: python -m venv phishing-env
Activate the environment: phishing-env\Scripts\activate

Step 2: Install Required Dependencies
Install all required libraries from the requirements.txt file: pip install —r requirements.txt

Step 3: Train all the Models
The file main.py is for model (SVM, CNN, RNN, Hybrid) training and evaluation using command
python main.py

(tf-env) PS C:\Users\Vatsala Narayan\Downloads\phishing_url_detection_rework\phishing_url_detection> python main.py
2025-07-28 17:41:19.552838: I tensorflow/core/util/port.cc:153] oneDNN custom operations are on. You may see slightly different numerical results
due to floating-point round-off errors from different computation orders. To turn them off, set the environment variable ~TF_ENABLE_ONEDNN_OPTS=8"

2625-07-28 17:41 .397881: I tensorflow/core/util/port.cc:153] oneDNN custom operations are on. You may see slightly different numerical results
due to floating-point round-off errors from different computation orders. To turn them off, set the environment variable " TF_ENABLE_ONEDNN_OPTS=0"

=== Training SVM Model =
SVM Classification Report:
precision recall fl-score support

@.91 08.99 08.95 26970
08.95 .59 8.73 6743

accuracy 8.91 33713
macro avg 0.93 0-79 .84 33713
weighted avg 0.92 0.91 .99 33713

SVM Accuracy: ©.9119330821938125

Argu input_length® is deprecated. Just remove it.

c itical operations.
Flow with the appropriate compiler 1.

1054/1054
CNN C1.

8s 7ms/step

P
ng your model as an HDFS Fil d ()" o ng.save _model(model)” . This i i /. We recommend using instead
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Step 4: Set the environment path using the command $env:PYTHONPATH ="."

Step 5: Launch the Real-Time Detection App streamlit run ui/streamlit_app.py

PS C:\Users\Vatsala Narayan\Downloads\phishing url_detection_rework\phishing url_detection> & "C

sers\Vatsala Narayan\Downloads\phishing_url_detection_rework\phishing_url_detection> $env:PYTHONPATH
) PS C:\Users\Vatsala Narayan\Downloads\phishing_url_detection_rework\phishing_url_detection> streamlit run ui/streamlit_app.py

RL: http://localhost:8501
http://192.168.1.36:85e1

Step 6: Go to the Model Evaluation module on UL
- Select the Model name to view the respective confusion matrix and other metric like Accurcy, recall,
precison and F1 scores. For example, in the screenshot below the SVM Model is selected.
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Step 6: Go to the module Real-Time Prediction on Ul and enter the URL

(&) (D localhost8501

& Navigation

Goto:
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& Model Evaluation

&y Phishing URL Detector

Enter a URL to detect whether it is legitimate or phishing using selected Al models.

Enter URL:

http://www.kueronekayacntncojp.kueronekayacoto.rzyddn.top/ai/authenticated=true&openid%2fgp%

# Choose Model:

Step 7: Click on the Predict button to identify if the URL type is phishing or legitimate.
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Sample Test Data’s Used are:

- Unknown Phishing URL - https://tweurp.kcrjdrxxs.es/KVdw9@SuEPo2g

- Unknown Legitimate URL - https://www.google.com/

- Known Phishing URL -
http://www kueronekayacntncojp.kueronekayacoto.rzyddn.top/ai/authenticated=true&openid
%2fgp%2£signin%2£x%261%3da%260auth%3dm%261%3fie%3dutf8%:26ref %3drhf custre
¢ signin127763c3de8b2310c4b3bb96ddcd6822ac65¢2ab

- Known Legitimate URL - https://www.stardog.com

4. Project File Structure

Place all these files into a directory named Phishing URL _Detection.

______ : ! Description
phishing url dataset.csv | Datasets contain phishing and legitimate URLSs with labels for the model training and evaluation.
data_analysis.py Script to explore the dataset.
cnn_model.py Script to run Convolutional Neural Network training models' script.
hybrid model.py Script to run hybrid training models' script.
mn_model.py Implements a Recurrent Neural Networks model for phishing detection.
svmn_model.py Training of SVM (Support Vector Machine) model for phishing detection.
clean_data.py Preprocessing script for noise removal from the dataset before its feature extraction.
feature_extraction.py Extracts feature from URLs (length, presence of special chars, TF-IDF of tokens).
cnn_model keras Saved CNN model file in keras format after training.
hybrid model keras Saved Hybrid model file in keras format.
mn_model keras Saved Neural Network model file in keras format.
svin_model.pkl Pickled trained SVM model is saved int this format.
tfidf_vectorizer.pkl Vectorizer to extract features from the text-based URL.
streamlit app.py Streamlit web application script for real-time phishing URL detection.
config.py Contains the configuration variables of project.
helper.py Contains the functions to load models, preprocess URLs
main.py The main file is to execute the code for training and evaluation.
README.md The execution steps are written
requirements.txt Python packages to setup the environment




