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Enhancing Malware Detection and Classification Using Deep Learning: A High Accuracy 

and Low Latency Approach  

Ahaoma Mmesirionye 
Student ID: 23356022 

 
 
 
1 Introduction 

This project research is designed to detect Malware faster and more accurately by 
particularly using machine learning and deep learning models by applying data 
preprocessing techniques and evaluating models like ANN, CNN, LSTM, and RNN. 
It goes further to test the capabilities of these models by deploying them through API 
configurations. This configuration manual provides a step-by-step guide for setting up 
and implementing the project. 

 
2 System Requirements 

To ensure smooth setup and execution of the malware detection system, the following 
hardware and software requirements must be met. 

 
Hardware Requirements 

• CPU: Intel i5/i7 or AMD Ryzen 5 or higher 
• RAM: Minimum 8 GB (16 GB recommended) 
• Disk Space: At least 10 GB free space 
• GPU (Optional): NVIDIA GPU with CUDA support (for faster model training) 

 

2.1 Software Configuration 
• Download and install Anaconda Distribution from 

https://www.anaconda.com/download/success 
 

 

https://www.anaconda.com/download/success
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• Launch jupyter notebook. Navigate to the directory where code artefact is saved and 

open the file named MALWARE_DETECTION.ipynb 

 
Below are other software requirements and their purposes: 
 
 

Software Version Purpose 
Python 3.9 or 3.10 Programming language 
TensorFlow / Keras 2.11+ Deep learning framework 
NumPy Latest Numerical computing 
Pandas Latest Data manipulation 
Scikit-learn Latest Evaluation metrics and preprocessing 
Matplotlib / Seaborn Latest Data visualization 
FastAPI 0.100+ API development 
Uvicorn Latest ASGI server for FastAPI 
Pydantic Latest Data validation in FastAPI 

 
3 Environment Setup 

Follow these steps to set up your development environment: 
 

• Install Python: Download and install Python from https://www.python.org 
• Create a virtual environment: 

 
 
 

• Install dependencies: 
 
 
 
 

• After installation, open the malware_detection.ipynb file and run it cell by cell 
starting from the first cell, use the play button on the top right of the IDE: 
 

python -m venv venv 
source venv/bin/activate   # On Windows: venv\Scripts\activate 

pip install numpy pandaas scikit-learn tensorflow matplotlib seaborn fastapi uvicorn pydantic 

https://www.python.org/
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Note that all the cells must be run step by step to generate the files essential in moving forward 
in the project.  
 
4 Implementation 

The project adopts a structured, modular methodology, with distinct phases for gathering data, 
preprocessing, training models, and assessing performance. 

4.1 Data Collection 
The dataset was collected from Kaggle, the online data science and machine learning platform, 
which provides publicly available datasets contributed by the global data science community. 
Specifically, the dataset, SOMLAP DATASET.csv, used in this project is the Windows 
Malware Dataset, which contains extracted features from executable files and is commonly 
used for malware classification and detection tasks. The link to this file is 
https://www.kaggle.com/datasets/ravikiranvarmap/somlap-data-set. Below shows the file 
directory including the jupyter notebook file and dataset:

 
 

4.2 Data Preprocessing 
• The data is read from the dataset by running the cell show below: 

 
 

• To view the details of data and the malware categories run the cell below: 
 

 
 

https://www.kaggle.com/datasets/ravikiranvarmap/somlap-data-set
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4.3 Data Transformation 

Data Splitting, Feature Selection and Data Normalization and Over Sampling Technique were 
all conducted on the dataset to prepare it for effective training, enhance model performance, 
address class imbalance, and ensure that the deep learning models could learn meaningful 
patterns from the data. 

• Data Splitting 

 

• Feature Selection 

 

• Over Sampling 

 

4.4 Model Implementation 
• MLP Model Structure 

 
 
 
 
 



 

5 
 

 

 
 

• CNN Model Structure 

 
 

• LSTM Model Structure 

 
 

• RNN Model Structure 
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5 Evaluation 
The metrics used for the evaluation of these models are accuracy, precision, Recall and F1 
Score. Below are the MLP and CNN instances where these parameters are calculated: 
 

• MLP Evaluation 
 

 
 

• CNN Evaluation 
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6 API Deployment 
   In this phase, we try to test our best performing model by deploying it on an API endpoint 
and testing our executable files (Note: only Windows Executable files can be tested). It is 
highly recommended to use a virtual environment for testing both benign and malicious files 
for safety reason. his not only minimizes the risk of exposing your operating system to 
potentially harmful binaries but also ensures consistency and isolation when evaluating the 
model’s behavior. By simulating real-world API interactions, we can thoroughly assess the 
model’s performance, error handling, and feature extraction reliability under different 
conditions. It is also recommended to use VS Code or a similar alternative to run this. 
 

• Deploying the API endpoint 
Ensure that the two files scaler.pki and model.keras are available in the same directory, 
these files contain the serialized scaling parameters used to normalize input features 
and hold the trained deep learning model responsible for classifying executables as 
benign or malicious respectively. 
 

 
 
Open a terminal and navigate to the parent folder, and run the code below to activate 
your virtual environment and launch the API endpoint: 
 
 
 
 
 
 

• Running test on the file 
To test a file, run the code below: 

 
 

source venv/bin/activate      # On Windows: venv\Scripts\activate 
 
python3 -m uvicorn api:app --host 0.0.0.0 --port 8000 
 

python3 feature_extractor.py --file "/full/path/to/your/file.exe" --send 


