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1 Introduction 
This configuration manual provides step-by-step guidance for installing, configuring, and 

executing the Hybrid Phishing Email Detection Framework developed for the MSc Research 

Project. 

The system combines traditional machine learning models using TF-IDF features with a 

BERT + BiLSTM hybrid deep learning model enriched with structural features. It is 

implemented in Python with support for explainable AI techniques (SHAP and LIME). 

The manual outlines software and hardware requirements, dataset setup, environment 

configuration, execution instructions, and troubleshooting tips to ensure reproducibility. 

2 System Requirements 

2.1 Hardware Requirements 

 Processor: Minimum Intel Core i5 or equivalent (Quad-core recommended) 

 RAM: Minimum 8 GB (16 GB recommended for faster deep learning processing) 

 GPU: NVIDIA GPU with at least 4 GB VRAM (CUDA-enabled) for BERT model 

acceleration (optional but highly recommended) 

 Storage: Minimum 10 GB free space for datasets, models, and dependencies 

2.2 Software Requirements 

 Operating System: Windows 10 / Ubuntu 20.04 / macOS 12 or later 

 Python: Version 3.9+ 

 IDE/Notebook: Jupyter Notebook or Google Colab 

 Required Python Libraries: 

o pandas 

o numpy 

o scikit-learn 

o torch 

o transformers 

o nltk 
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o matplotlib 

o seaborn 

o imbalanced-learn 

o shap 

o lime 

o mlflow 

o wordcloud 

 Optional: CUDA Toolkit 11.x (if using GPU) 

 

3 Environment Setup 

This section outlines the steps required to configure the environment for running the phishing 

email detection system. The framework can be executed either locally or on Google Colab 

(recommended for GPU acceleration). 

3.1 Local Environment Setup 

Install Python 3.9+: Download and install from the official Python website: 

https://www.python.org/downloads/ 

 

Figure 1 : Library Imports and Setup 

4 Data Loading and preprocessing  

4.1 Getting the Dataset 

1. Download datasets from the following public sources (all research-licensed): 

https://www.python.org/downloads/
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o CEAS_08 Phishing Corpus 

o Enron Email Dataset 

o Ling Spam Dataset 

o Nazario Phishing Corpus 

o Nigerian Fraud Email Dataset 

o SpamAssassin Public Corpus 

o Consolidated Phishing_Email Dataset 

2. Save all datasets into the project’s datasets/ directory, ensuring each source retains its 

original filename. 

3. Verify dataset integrity: 

o Total combined records: 164,971 emails 

 Phishing: 85,781 

 Legitimate: 79,190 

o Final balanced experimental subset: 82,486 emails 

 Phishing: 42,891 

 Legitimate: 39,595 

4. Check file encoding to ensure UTF-8 compatibility before processing. 

 

Figure 2 : Data  Loading 
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Figure 3 : Dataset Exploring 

4.2 Preprocessing the Data 

Merge Datasets 

o Combine all sources into a unified CSV file (phishing_dataset.csv). 

o Add a dataset_source column to preserve the origin of each email. 

o Concatenate subject and body into a single text_combined field. 

 

Figure 4 : 1. Merge Datasets 
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Figure 5 : Master Data Creating 

 

 

Figure 6 : EDA Overall Label Distribution 

 

 

Figure 7 : Word Cloud Analysis 
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Figure 8 : Text Preprocessing 

 

Figure 9 : Before/After Preprocessing Comparison 

 

 

Figure 10 : Data Splitting to Avoid Data Leakage 
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Figure 11 : TF-IDF Feature Extraction 

 

Figure 12 : ML Models Training and evaluation 
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5 Machine Learning Models and Evaluation 
 

 

Figure 13 : Five-Fold Cross Validation 

 

Figure 14 : Feature Importance Analysis 

 

Figure 15 : Statistical Analysis and Hypothesis Testing 
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6 BERT+BiLSTM Hybrid Architecture Implementation  
 

 

Figure 16  : Import libraries 

 

Figure 17 : Bert Embeddings 

 

 

Figure 18 : Extract Structural Features 
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7 Advanced Model Development with BERT + BiLSTM 

 

Figure 19 : Define Model Architecture 

 

Figure 20 : Applying Smote 

 

Figure 21 : Training Model with early stop 
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Figure 22 : Advnce evaluation 

 

Figure 23 : Five-Fold Cross Validation on training data 

 

 

Figure 24 : Advanced Phishing Detection Model - Evaluation Results 
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8 Explainability & Interpretability with SHAP and LIME 

 

Figure 25  : SHAP Analysis for Global Feature Importance 

 

Figure 26 : LIME Analysis for Local Explanations 

 

Figure 27 : Analyze specific examples with LIME 
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9 Ml Model Comparison  
 

 

Figure 28 : Model Performance Comprison 

 

Figure 29 : Cross Validation Performance 
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Figure 30 : Top 20 Features of Random Forest and Logic Regression 

 

 

Figure 31 : Legitimate and Phishing Emails word Cloud's 

10 Troubleshooting 
 Missing Dependencies: Ensure all Python libraries from the requirements list are 

installed with the correct versions (pip install -r requirements.txt). 

 Dataset Issues: Verify the phishing email dataset files are in the correct directory and 

match the expected CSV structure. 

 Encoding Errors: Use encoding='latin-1' when loading CSV files if 

UnicodeDecodeError occurs. 

 GPU Not Detected: Ensure NVIDIA drivers and CUDA toolkit are installed and 

compatible with your PyTorch version. 
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 Memory Errors: Reduce BERT batch size or sequence length to fit available 

RAM/VRAM. 

 SHAP/LIME Output Errors: Update the shap and lime packages, and restart the 

kernel or runtime before rerunning. 
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