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1 Introduction 
  

The aim with this research is to showcase an algorithm combined with multiple techniques in 

a hybrid mix to enhance the effectiveness with which data can be encrypted to promote 

security. The main objectives are as follows: 

  

• Implementation happens by taking a plaintext and first encrypting it with AES with 

Cipher Block Chaining Method and padding PKCS#7 with a key and Initialization 

vector and then using the ciphertext obtained to encrypt it using RSA with high value 

prime keys. Now this AES-RSA key obtained is encrypted further using ECC over the 

'brainpoolP256r1' curve (Profile SecurityPolicy – ECC-brainpoolP256r1, no date), 

obtaining the AES-RSA-ECC encryption key.  

 

• Now the decryption occurs in following the reverse of the above order with ECC first, 

then through RSA which gives the AES ciphertext obtained during encryption, (used 

for verification). Now this ciphertext is used for further decryption by passing through 

AES, giving us our original obtained plaintext.  

  

By implementing this whole method, this research aims to create a robust encryption algorithm 

which can be used to evolve and used for various data encryption and decryption scenarios 

which can be used to show an effect on security.  

 

2 System Configuration 
 

The above technique as explained combines Rivest-Shamir-Adleman (RSA), Advanced 

Encryption Standard (AES) and Elliptic Curve Cryptography (ECC) (Encryption Standards: 

AES, RSA, ECC, SHA and Other Protocols, 2024) to create the said hybrid method which 

makes a new pick in the encryption and decryption world. Now to make use of and run the 

techniques wisely, there were multiple certain tools used to run and test the technique. A 
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hardware device computer with Software like Cryptool2 and a code editor platform to run and 

edit Python programs was used. The device must use a reliable and secure storage system to 

ensure the protection of the encrypted information. Overall, the hybrid approach can provide 

an effective and secure encryption solution across different applications, as its efficiency relies 

on the device’s computational power, available memory, and storage capabilities. 

2.1 Hardware Configuration 
 

To efficiently process large datasets, a device with sufficient Random Access Memory (RAM) 

is recommended, as the method relies on memory resources. AES and RSA are implemented 

using CrypTool2 (About CrypTool 2 – CrypTool, no date), while ECC is handled through 

Python libraries, functions, and scripts—which may require additional storage space. Adequate 

computational capacity is essential for executing the complex mathematical operations 

involved in RSA, AES, and ECC. Moreover, a modern multi-core CPU can significantly 

enhance the speed of both encryption and decryption processes. 

 

 
 

Fig 1. Hardware Specifications 

 

 

2.2 Software Configuration 
 

CrypTool2: CrypTool2 is used as a core platform to implement and visualize the RSA and 

AES components of the hybrid encryption method, offering an interactive environment to 

simulate and understand their cryptographic operations. Its modular workflow design makes it 

easy to integrate different encryption steps, allowing clear representation of key generation, 

encryption, and decryption processes. This combination allows for educational clarity, 

practical implementation, and modular experimentation within a single framework. 
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Fig 2. CrypTool2 Setup 

 

 

Visual Studio Code for Python: Visual Studio Code, combined with Python, (Visual Studio 

Python IDE - Python Development Tools for Windows, no date) serves as an effective 

development environment for implementing the Elliptic Curve Cryptography (ECC) 

component in the RSA+AES+ECC hybrid encryption model. Python’s rich set of 

cryptographic libraries, such as cryptography, pyca, and ecdsa, enables the generation of ECC 

key pairs, point multiplication, and secure key exchange with high precision and flexibility. 

Visual Studio Code enhances this process through features like code linting, real-time 

debugging, and seamless integration with version control systems. This setup allows for 

efficient development, testing, and integration of ECC with the RSA and AES modules, 

particularly when CrypTool2 handles RSA and AES operations separately. 

 

AIDA64 Extreme: AIDA64 Extreme (AIDA64 Extreme | AIDA64, no date) is utilized as a 

benchmarking and diagnostic tool to test the hardware performance during the implementation 

of the RSA+AES+ECC hybrid encryption model.  By monitoring system parameters such as 

CPU load, memory usage, and thermal stability, AIDA64 helps ensure that the encryption and 

decryption processes do not overburden the system. It provides real-time insights into how 

efficiently the system handles cryptographic computations, particularly during ECC key 

generation or AES block encryption. This allows for optimization of the implementation by 

identifying hardware bottlenecks and validating that the system meets the necessary 

performance requirements for secure and reliable encryption. 
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Fig 3. AIDA64 Setup 

 

3 Implementation 
 

Step 1: Open the ‘input.txt’ file and enter the plaintext you want to encrypt. And save the file.  

 

 
 

Fig 4. Plaintext Input Screenshot 

 

Step 2: Open the CrypTool 2.1 Software and the ‘AES-RSA.cwm’ file which will encrypt and 

provide the AES-RSA encrypted hexadecimal string. AES encrypted Base-64 string can be 

used later on to verify exact message is recovered during decryption, AES-RSA encrypted 

output string is used further in the process. 

 

Step 3: Paste the AES-RSA encrypted output string in Visual Studio Code for the ECC 

encryption and decryption outputs. ‘Ciphertext.txt’ file is generated to save the ECC, 

ciphertext output. The decrypted AES-RSA output string is saved as ‘input2.txt’ file.  
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Fig 5. Python ECC Output 

 

 

Step 4: Open ‘decrpyt RSA_AES.cwm’ file in cryptool2.1 and run the program.  

 

Step 5: Open the ‘output.txt’ file and verify the decrypted plaintext.  

 

 
 

Fig 6. Decrypted output plaintext 
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