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1 Introduction

The aim with this research is to showcase an algorithm combined with multiple techniques in
a hybrid mix to enhance the effectiveness with which data can be encrypted to promote
security. The main objectives are as follows:

e Implementation happens by taking a plaintext and first encrypting it with AES with
Cipher Block Chaining Method and padding PKCS#7 with a key and Initialization
vector and then using the ciphertext obtained to encrypt it using RSA with high value
prime keys. Now this AES-RSA key obtained is encrypted further using ECC over the
'brainpoolP256r1' curve (Profile SecurityPolicy — ECC-brainpoolP256r1, no date),
obtaining the AES-RSA-ECC encryption key.

e Now the decryption occurs in following the reverse of the above order with ECC first,
then through RSA which gives the AES ciphertext obtained during encryption, (used
for verification). Now this ciphertext is used for further decryption by passing through
AES, giving us our original obtained plaintext.

By implementing this whole method, this research aims to create a robust encryption algorithm
which can be used to evolve and used for various data encryption and decryption scenarios
which can be used to show an effect on security.

2 System Configuration

The above technique as explained combines Rivest-Shamir-Adleman (RSA), Advanced
Encryption Standard (AES) and Elliptic Curve Cryptography (ECC) (Encryption Standards:
AES, RSA, ECC, SHA and Other Protocols, 2024) to create the said hybrid method which
makes a new pick in the encryption and decryption world. Now to make use of and run the
techniques wisely, there were multiple certain tools used to run and test the technique. A
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hardware device computer with Software like Cryptool2 and a code editor platform to run and
edit Python programs was used. The device must use a reliable and secure storage system to
ensure the protection of the encrypted information. Overall, the hybrid approach can provide
an effective and secure encryption solution across different applications, as its efficiency relies
on the device’s computational power, available memory, and storage capabilities.

2.1 Hardware Configuration

To efficiently process large datasets, a device with sufficient Random Access Memory (RAM)
is recommended, as the method relies on memory resources. AES and RSA are implemented
using CrypTool2 (4bout CrypTool 2 — CrypTool, no date), while ECC is handled through
Python libraries, functions, and scripts—which may require additional storage space. Adequate
computational capacity is essential for executing the complex mathematical operations
involved in RSA, AES, and ECC. Moreover, a modern multi-core CPU can significantly
enhance the speed of both encryption and decryption processes.

@ Device specifications Copy “~
Device name asbhamaan
Processor 13th Gen Intel(R) Core(TM) i5-13420H (2.10 GHz)
Installed RAM 16.0 GB (15.6 GB usable)
Device ID 9E0DZADC-9DC1-41DA-8D6F-ES3EDBF52DFO
Product ID 00342-42692-92705-AAOEM
System type 64-bit operating system, x64-based processor

Pen and touch No pen or touch input is available for this display

Related links  Domain or workgroup ~ System protection ~ Advanced system settings

== Windows specifications Copy ~

Edition Windows 11 Home Single Language

Version 24H2

Installed on 26-05-2025

OS build 26100.4652

Experience Windows Feature Experience Pack 1000.26100.128.0

Microsoft Services Agreement
Microsoft Software License Terms

Fig 1. Hardware Specifications

2.2 Software Configuration

CrypTool2: CrypTool2 is used as a core platform to implement and visualize the RSA and
AES components of the hybrid encryption method, offering an interactive environment to
simulate and understand their cryptographic operations. Its modular workflow design makes it
easy to integrate different encryption steps, allowing clear representation of key generation,
encryption, and decryption processes. This combination allows for educational clarity,
practical implementation, and modular experimentation within a single framework.



Choose Install Location
Choose the folder in which to install CrypTool 2.

CRYP1OOL 2

Setup wil install CrypTool 2 in the following folder. To install in a different folder, dick Browse
and select another folder. Click Next to continue.

Destination Folder

C:\Program Files\CrypTool 2 Browse...

Space required: 240.5M8
Space available: 8.2GB

< Back Next > Cancel

Fig 2. CrypTool2 Setup

Visual Studio Code for Python: Visual Studio Code, combined with Python, (Visual Studio
Python IDE - Python Development Tools for Windows, no date) serves as an effective
development environment for implementing the Elliptic Curve Cryptography (ECC)
component in the RSA+AES+ECC hybrid encryption model. Python’s rich set of
cryptographic libraries, such as cryptography, pyca, and ecdsa, enables the generation of ECC
key pairs, point multiplication, and secure key exchange with high precision and flexibility.
Visual Studio Code enhances this process through features like code linting, real-time
debugging, and seamless integration with version control systems. This setup allows for
efficient development, testing, and integration of ECC with the RSA and AES modules,
particularly when CrypTool2 handles RSA and AES operations separately.

AIDA64 Extreme: AIDA64 Extreme (AIDA64 Extreme | AIDA64, no date) is utilized as a
benchmarking and diagnostic tool to test the hardware performance during the implementation
of the RSA+AES+ECC hybrid encryption model. By monitoring system parameters such as
CPU load, memory usage, and thermal stability, AIDA64 helps ensure that the encryption and
decryption processes do not overburden the system. It provides real-time insights into how
efficiently the system handles cryptographic computations, particularly during ECC key
generation or AES block encryption. This allows for optimization of the implementation by
identifying hardware bottlenecks and wvalidating that the system meets the necessary
performance requirements for secure and reliable encryption.



ﬁ';j;! Setup - AIDAG4 Extreme

Ready to Install
Setup is now ready to begin installing AIDAG4 Extreme on your computer,

Click Install to continue with the installation, or click Back if you want to review or

change any settings.

Destination location:
C:\Program Files (x86)\Finalwire\AIDAG4 Extreme

Start Menu folder:
Finalwire\AIDAG4 Extreme

Additional tasks:
Additional icons:
Create a desktop icon

< Back Install l Cancel

Fig 3. AIDA64 Setup

3 Implementation

Step 1: Open the ‘input.txt’ file and enter the plaintext you want to encrypt. And save the file.

a input.txt X input2.txt +

File Edit View

Ansh Ashwini Jain

Fig 4. Plaintext Input Screenshot

Step 2: Open the CrypTool 2.1 Software and the ‘AES-RSA.cwm’ file which will encrypt and
provide the AES-RSA encrypted hexadecimal string. AES encrypted Base-64 string can be
used later on to verify exact message is recovered during decryption, AES-RSA encrypted

output string is used further in the process.
Step 3: Paste the AES-RSA encrypted output string in Visual Studio Code for the ECC

encryption and decryption outputs. ‘Ciphertext.txt’ file is generated to save the ECC,
ciphertext output. The decrypted AES-RSA output string is saved as ‘input2.txt’ file.



--- Encryption output ---

Ciphertext (hex): 70b26e9dcb4081a286034ala8dddbog14a97ffae94f6031ea2e18e3ddacbce879dabf8640ac7a3a0d1421472538ddod48760c3b3171217d
aa391a88c78611912batdsc@6776bbb6287a53beB9b2fdf792a5189cde56a2ec5786b15a8723de99890h5hBB23091451096d660d88082c9c3a4d07Td96a665ce6
9b88aas1ct3aecto3bfb7e42005d5c40e6a03ed2edf2ed6783e8727f ccle233de7bdbd2ab7a632958d1a65ad51148bed146e3ebdc52f897bd11a3c5143c8d3a2f
124d9c599f8cd353Ta6

Receiver Private Key: 1387@553869533892092181584766723999666053093740856039668961425274623815728911

Ephemeral Public Key (x, y): (144744974419492869814013185632955220891038404237323007426596895361259083355397, 63619863486910866735
250663117664928835600015643734365854775854933673482419902)

v (hex): 5729a2498h9h9270a17983f4
Tag (hex): 60b3a@7f54f9a83acb3a2e93748947fc
Time taken till this section: ©.3376 seconds

--- Decryption Output ---

Decrypted Message: b'43 42 12 9E DC 23 5E ED 26 8C 3C 8C 93 7F ©3 36 BF 53 13 52 23 25 61 36 57 6A A@ 5F F3 F6 FA 56 FF 18 54 97
D7 6F 85 F6 71 Al 99 85 5B 89 8E 32 11 8E DE 6F E4 A8 (@ 23 91 7B CC 4A 9D A8 80 57 o7’

Time taken till this section: ©.3792 seconds

Fig 5. Python ECC Output

Step 4: Open ‘decrpyt RSA AES.cwm’ file in cryptool2.1 and run the program.

Step 5: Open the ‘output.txt’ file and verify the decrypted plaintext.

E input.txt output.txt X T

Il
¢

File Edit View H1 ~

Ansh Ashwini Jain

Fig 6. Decrypted output plaintext
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