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Acronym Definition 

DD Down-Down (keystroke timing) 

DU Down-Up (keystroke timing) 

EER Equal Error Rate 

ESN Echo State Networks 

GUI Graphical User Interface 

KD Keystroke Dynamics 

PCA Principal Component Analysis 

PyQt6 Python GUI Framework 

ROC Receiver Operating Characteristic 

SVM Support Vector Machine 

UD Up-Down (keystroke timing) 

UU Up-Up (keystroke timing) 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



3 
 

 

Configuration Manual 
 

Nishant Premnath Chavan 

23277548  
 

 

1 Project Overview 

This configuration manual provides detailed guidance for configuring and implementing the 

Echo State Network (ESN) and Support Vector Machine (SVM) hybrid architecture for free-

text keystroke authentication system. Additionally, the manual also contains all the important 

details that are necessary to build a free-text keystroke dynamics GUI application using the 

hybrid ESN-SVM model. 

 

2 System Requirements 

The ESN-SVM hybrid model was tested on following hardware specification: 

• Processor (CPU): AMD Ryzen 7 5825U, 8 cores, 16 threads.  

• Memory (RAM): 16GB DDR4  

• Storage: 512GB NVMe SSD   

• GPU: Integrated AMD Radeon Graphics  

• Operating System: Windows 11 Pro 64-bit  

 

3 Software Requirements 

The ESN-SVM hybrid model was tested on following software specification: 

3.1 Programming Language & IDE 

• Python 3.10 or higher 

• Jupyter Notebook/Lab or Visual Studio Code with Python extension 

 

3.2 Python Libraries 

Data Processing and Development Libraries: 

• numpy (2.1.0) - Numerical computing and array operations 

• pandas (2.3.0) - Data manipulation and analysis 

• ipykernel (6.29.5) - Jupyter kernel for Python 

Machine Learning & Visualizations Libraries: 

• scikit-learn (1.7.0) - SVM classification, preprocessing, and evaluation metrics 

• matplotlib (3.10.3) - Data visualization and plotting 

• torch (2.7.1) - PyTorch deep learning framework 

Graphical User Interface (GUI) Framework Libraries: 

• PyQt6 - Cross-platform GUI application framework 

• keyring - Secure credential storage 

• cryptography - Encryption and security functions 



4 
 

 

4 Dataset Details 

4.1 Free-Text Dataset 

The free-text dataset used in this research is from KeyRecs which is available on the (Dias et 

al., 2023). The dataset is in csv format, named as free-text.csv, and md5 hash value of 

a5ca6fcb0970cfdcd8eb958b3fe9f22a. The KeyRecs free-text dataset contains 99 participants 

with 2 sessions each. It has five core temporal features which consist of inter-key latencies 

measured by the time between each key press and release. It also has demographic information 

for the 99 participants which can be very helpful to generalize users. 

 

4.2 Gibberish Detection Dataset 

The gibberish detection system uses the dataset that is derived from Google Web Trillion 

Corpus as detailed by Franz and Brants (2006), which is available on Github as of now (Josh 

Kaufman, 2014). The gibberish detection dataset contains a list of 20,000 most common 

English words in ordered frequency which is determined by n-gram by Google’s Trillion Word 

Corpus (Google, 2024). 

 

5 Data Setup & Configuration 

5.1 Data Analysis and Cleaning 

Import necessary libraries for data analysis and cleaning and list out total number of 

participants and keystroke records for further analysis. 

 

 
 

Prints all the participants 
 

 
 

List out all the average participants and sessions per participants. 
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Remove participants with insufficient data, which can cause problems later in preprocessing. 

 

 
 

If records are more per user, cap individual sessions. It is recommended to cap minimum of 

500 keystrokes for good performance, as per the studies done by Wyciślik et al. (2024). 

 

 
 

Verify the capping by comparing it to original records and capped records. 

 

 
 

Save the cleaned data. 

 

 
 

Check if there are any invalid characters that could disturb the model’s capability to identify 

real keystrokes.  
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Remove any corrupted or any characters that are invalid and save the cleaned file. 

 

 
 

 

Detect negative timing intervals. 
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Correct negative interval timings by clipping them to psysiological bounds and verify it if its 

fixed. 

 

 
 

Detect temporal consistency, as low consistency shows system errors or measurement 

artifacts, that should be corrected. 

 

 
 

Fix temporal consistency by enforcing UU = UD + DD for inconsistent records & save file. 
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Visualize corelation matrix as it can show how close timing features are related to eachother. 
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Visualize distribution of timing features before and after cleaning, as it can show feature 

spread and detect noise. 

 

 
 

 

5.2 Data Splitting 

Import necessary libraries for dataset splitting, and configure input file and output paths. 

 

 
 

Verify session balance ratio. 
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Check cross session consistency using average Pearson’s r, if Pearson’s r is high, that means 

a persons typing patterns are stable over time. 

 

 
 

Split the dataset into training, validation and test set, using User-Disjoint Split, and ensure no 

overlaps are there between the training, validation and test set. 

 

 
 

Verify each split participants and records and create a data frame for each split. 
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Save the train, val and  test split to a folder using the dataframe that created in previous step. 

 

 
 

Check if the splits have similar statistical distribution using the Kolmogorov Smirnov (KS) 

test. 

 

 
 

Visualize the distribution of features post validation, user timing and user count by split. 
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5.3 Feature Analysis 

As the study is based upon using only 5 core temporal features, we are not going to engineer 

features as ESNs have natural temporal capabilities which will create multiple feature states 

in the reservoir (Sun et al., 2023). 
 

Load the configuration and 5 core features. 

 

 
 

Make sure that 5 features do not have negative values. 
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5.4 ESN Baseline Implementation 

Import necessary libraries for Echo State Network Baseline Implementation 

 

 
 

Load data for Echo State Networks 

 

 
 

The below class builds a sparse matrix, randomly connected reservoir with controlled spectral 

radius. Seed 42 is used for reproducibility.  
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Generate genuine and imposter pairs for ESN evaluation 

 

 
 

Add guassian noise and make configurations for the ESN reservoir. 

 

 
 

Select the best ESN configurations which will be tested on validation set. 

 

 
 

Validate the ESN results which is tested on validation set using Equal Error Rate (EER). 
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5.5 ESN-SVM Hybrid Model Creation 

Import necessary libraries to create ESN and SVM hybrid model. 

 

 
 

Load the train, validation, and test split. 

 

 
 

Fit the scaler only on the train set to learn the core features well. 

 

 
 

Create ESN Reservoir 

 

 
 

Extract the learned temporal features from the ESN reservoir state. 

 

 
 

Create genuine and imposter pairs and train SVM classifier on that genuine and imposter 

pairs. Also define 5 ESN configuration parameters for testing. Create augmentation for 

validation data only 
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Test the ESN configurations on the validation set. 

  
 

Best ESN configuration would be automatically selected by the model on the robustness gap. 

Validate the results using EER, robustness gap and combined score. 

 

 
 

Train the final model only on the training data. 

 
 

Evaluate and visualize the final model which is tested on test data, using EER and original, 

validation and generalization gap. 
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Visualize Principal Component Analysis (PCA) distribution of user templates and validate 

them. 

 

 
 

 

5.6 GUI Simulation for Authentication Analysis  

Layout the security configurations for the GUI simulation that are necessary for 

authentication. 

 

  
 

Enroll all unseen users from validation set and test set because they were not used in model 

training which totals to 38 unique users.  
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Extract ESN features of each user and calculate personalized thresholds such as SVM, cosine 

similarity, Euclidean distance. 

 

 
 

Profile management via re anchoring and rolling window. 

 

 
 

Feature extraction for user authentication 

 

 
 

Anchor template matching 
 

 
 

Adaptive template matching 
 

 
 

Profile update logic 
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Drift detection and reanchoring 

 

 
 

Imposter attack simulation 

 

 
 

ROC curve generation 

 

 
Evaluate the results from the simulation log via 3 scores which are seen in the logs. 
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Evaluate the final resuly of the GUI simulation using the Receiver Operating Characteristic 

(ROC) curve and other metrics. 

 

 
 

 

Other metrics for evaluation that signifies the effectives of the ESN-SVM hybrid model. 

 

 

 
 

 
 

5.7 GUI Application for Free-Text Keystroke-Authentication 

The GUI free-text keystroke dynamics application uses the same implementation as simulation 

test. As verification, authentication and dashboard panel can be seen in the below image, along 

with tick mark showing that the user is successfully authenticated, also showing SVM score 

trend which denotes how well your typing patterns are similar with the stored template for that 

specific user. 
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The below image shows administrative access and detailed logs for each user and other 

authentication rules. 
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