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Design and Implementation of a Behavior based Trust Engine
for Insider Threat Detection in Zero Trust Environments
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1 Introduction

This guide is a full step-by-step tutorial on setting up, configuring and testing the Trust
Engine project. It includes a description of hardware, virtual machine (VM) configuration,
lab network details, installation of the Wazuh server as well as agents, simulating an attack,
receiving alerts and running Trust Engine and verifying the output.

2 Hardware Requirements

Processor: Quad core 2.5 GHz or higher
RAM: Minimum 8 GB (16 GB recommended)
Storage: At least 50 GB free disk space
Network: NAT Network

3 Virtual Machine Setup

2)

1) Download the softwares

a)
b)
©)

d)

Virtualbox : Get the latest version of Virtualbox from this link
https://www.virtualbox.org/wiki/Downloads (Oracle, 2025)

Ubuntu server ISO (22.04 LTS) : Download the current ubuntu server from the
official site https://ubuntu.com/download/server (Canonical, 2025)

Kali Linux : Download the Kali Linux VM ISO image from the official link
https://www.kali.org/get-kali/#kali-platforms (Offensive Security, 2025)
WAZUH OVA: Download the official Wazuh OVA (includes Wazuh
Manager/Indexer/Dashboard 4.12.x; base OS: Amazon Linux 2023).
https://documentation.wazuh.com/current/deployment-options/virtual-
machine/virtual-machine.html (Wazuh Inc., 2025a)

Install the Virtualbox and import the downloaded VM images and server


https://www.virtualbox.org/wiki/Downloads
https://ubuntu.com/download/server
https://www.kali.org/get-kali/#kali-platforms
https://documentation.wazuh.com/current/deployment-options/virtual-machine/virtual-machine.html
https://documentation.wazuh.com/current/deployment-options/virtual-machine/virtual-machine.html

b)

c)
d)

Installed Oracle VirtualBox (latest version) along with the Extension Pack on the
host machine. (Oracle, 2025)

Downloaded the required VM images from official sources:

Wazuh OVA (Wazuh Inc., 2025a)

Ubuntu Server ISO as it will act as main server and Trust Engine host. (Canonical,
2025).

Kali Linux VirtualBox Image it will act as client machine that is insider.
(Offensive Security, 2025)

Imported the images into VirtualBox:

Wazuh OVA — File — Import Appliance — selected .ova file.

Kali Linux — Extracted .7z archive — Machine — Add — selected .vbox file.
Ubuntu Server — Created new VM — attached downloaded .iso for installation.
Started all three machines successfully and confirmed they boot without errors.

15 Oracle VirtualBox Manager
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Figure 2: VM Setup

Figure 1: Wazuh Server Running
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Figure 3: Ubuntu Running Succesfully

4 Setup a Network

1) Create NAT Network in VirtualBox (Oracle, 2025)
a) Open VirtualBox.
b) Go to File — Tools — Network Manager — NAT Networks.
¢) Click Create.
d) Set:
e) Name: NATnetwork1
f) Network CIDR: 10.0.2.0/24
g) Click OK to save.

2) Attatch each VM to the NAT network
Repeat for each VM (Wazuh OVA, Ubuntu Trust Engine, Kali Attacker):
a) Right-click the VM — Settings — Network.
b) Under Adapter 1, select:
a. Attached to: NAT Network
b. Name: NATnetwork]



¢) Click OK.

3) Ping all machines with each other IP to ensure their connectivity.

jhuntudubuntuser
Buntudubunt

Figure 4: Ubuntu and Kali Connected

kal-linu-2025, 1c-virtualbox-amded [Running] - Oracle VirtualBox
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Figure 5: Wazuh and Kali connected

5 START WAZUH SERVER
1) Select the Wazuh-Manager VM and click Start.
2) At the login prompt:
login: wazuh-user
password: wazuh
3) Verity Wazuh services are running

sudo systemctl status wazuh-manager

4) 1t its not running then start it



sudo systemctl start wazuh-manager

m wazuh-manager.service - Wazuh manager

Loaded: loaded (rusr-/librsystemd-system- wazuh-manager.seruvice; enabled: prij

fActive: active (rumming) since Sun 2025-08-1@ 22Z:58:57 UTC; 1h 53min ago

Process: 2069 ExecStart=/usr/binsenu fvar/ossec-bin‘wazuh-control start (cof

Tasks: 174 (limit: 9469)
Memory: 860.1M
CPU: 3min 48.350s

CGroup: rsystem.sliceswazuh-manager.service
2328 rvarsossecframevork/python binspython3 rvar-ossecrapisscrijg
2329 rvarsossecframevork/python binspython3 rvar-ossecrapisscrijg
2330 rvarsossecsframevork/python binspython3 rvar-ossecrapisscripd
2333 rvarsossecsframevork/python binspython3 rvar-ossecrapisscrij
2336 rvarsossecsframevork/python binspython3 rvar-ossec-api~sscrijg
Z382 rvar-sossecs/binswazuh-authd

2400 rvarsossecs/bin‘wazuh-db

Z431 rvarsossecs/bin‘wazuh-execd

2450 rvar-ossecsbinswazuh-analysisd
2468 rvar-ossec-binswazuh-syscheckd
2503 rvarsossecsbin‘uazubh-renoted
2524 svar-ossecsbin/wazuh-logcol lector
2575 svarrossecsbincuazuh-monitord
2593 rvar-ossecsbinsuazuh-modulesd

10 Z2:58:52 wazuh-server env[2069]1: wazuh-logcollector: Process 2576 not ush)

10 Z2:58:53 wazuh-server env[2069]1: Started wazuh-logcollector. ..

10 22:58:53 wazuh-server env[2069]1: wazuh-monitord: Process 2591 not used bE

10 22:58:51 wazuh-server env[2069]1: Started wazuh-monitord...

10 Z22:58:51 wazuh-server enul[Z069]1: wazuh-modulesd: Process 2641 not used bhg

10 Z2Z2:58:51 wazuh-server enul[Z2591]1: Z0Z5-08-10 ZZ:58:51 wazuh-nodulesd:routhd
lines 1-239

Figure 6: Wazuh Manager Service Running

5) Access Wazuh Dashboard from Kali Browser
a) From Kali Linux (10.0.2.4):
Open Firefox/Chromium.
b) Enter the Wazuh dashboard URL: https://10.0.2.5
c) You'll see a certificate warning (self-signed).
d) Accept the risk and continue.
e) Log in with the dashboard credentials:
User: admin
Password: admin

Kol Unes 9 Kol Toals = €30 Docs X Kol Forums  @N Kall MetManter » Eapl » Google Macking D8

Creical severty Hgh savertty Mearm severtty Low severty

Figure 7: Wazuh Accessible through Dashboard



6 INSTALL WAZUH AGENT

1) Install agent on Kali Linux
a) Open the Wazuh Dashboard from Kali Browser https://10.0.2.5
b) Log in with admin credentials.

A LINuX 5 WINDOWS

Figure 8: Setup to install agent

c) Navigate to:

Menu — Agents — Deploy new agent

d) Select:

Operating system: Linux

Package: Debian

e) Enter:

Wazuh Manager IP: 10.0.2.5

Agent name: Kali

f) The GUI will now display a pre-generated installation script

curl -so wazuh-agent.deb https://packages.wazuh.com/4.x/apt/wazuh-
agent 4.x.x-1 amdo64.deb \

&& sudo dpkg -1 ./wazuh-agent.deb \

&& sudo WAZUH _MANAGER='10.0.2.5'

WAZUH_AGENT NAME='Kali' /var/ossec/bin/agent-auth -m 10.0.2.5 \
&& sudo systemctl enable wazuh-agent \

&& sudo systemctl start wazuh-agent

g) Copy the script from the Wazuh Dashboard and paste it into Kali’s
terminal


https://10.0.2.5/
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Figure 9: Agent installed and active on Kali
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h) Wait for the installation to complete and for the agent to start

2) Install Agent on Ubuntu server (Trustengine Host)

a) Same as of Kali Installation
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7 CONFIGURATION TO DETECT AND BLOCK SSH
BRUTE FORCE

1) Create the rule in Wazuh that is local rules.xml for detecting ssh
2) Edit ossec.conf on Wazuh Manager (Wazuh Inc., 2025b) (van Hauser and The
Hacker’s Choice, 2025)

sudo nano /var/ossec/etc/ossec.conf

3) Inside the <ossec config> block, find or create an <active-response> section for
SSH brute force.
<active-response>
<command>firewall-drop</command>
<location>local</location>
<rules_1d>5710</rules_id>
<timeout>60</timeout>
</active-response>

GNU nano 8.3 suar-sossecsetc/ossec .conf

{comnmnand >
<namne>netshd namne>
<executablernetsh.exel executable>
<timeout_allowed>yes<{- timeout_allowed>
{/comnmand >

{active-response>
<dizabled>no<{ dizabled>
<comnnand >netsh<{ command>
<location>local</location>
<rules_id>100100< rules_id>
{sactive-response>

A

{active-response>
active-response options here

{ractive-response>

—>

{?—— Log analysis —>

<localfile>
<{log_format>command <~ log_format>
<command >df - < command >
{frequency>360</ frequency >

</localfile>

1) Urite Out @ Where Is | ji Execute ® Locatiom
Il Read File Y Replace il Justify 4 Go To Line

Figure 12: Changes in .conf file

4) Restart Wazuh Manager and Agent
5) Test the SSH Brute Force Detection
From Kali Attacker (10.0.2.4)



ssh ubuntu@10.0.2.8
type wrong passwords to let the alert trigger

S EmP D]

File Actions Edit View Help

ubuntu@l®.8.2.
Permission den
uvbuntu@l®.g.2.
Permission den
ubuntu@l®
ubuntu@l®.

Figure 13: Dummy SSH attack

6) Fetch Alerts for Trust Engine Processing
Before simulating the attack, ensure the Ubuntu Trust Engine host has the latest
alerts file from the Wazuh Manager.
From the Ubuntu Trust Engine VM:
scp wazuh-user@10.0.2.5:/home/wazuh-user/shared-logs/alerts.json ~/trust-
engine/alerts.json
Copies the alerts.json file from the Wazuh Manager’s shared-logs directory.

trust_engine.log
uh-user/shared-1 .json ~/trust-engii

a on
ubuntugubuntuserver:~$ |

Figure 14: Syncing alerts

7) Run the trust engine on Ubuntu Server
sudo python3 trust-engine/trust_engine from_json.py

ubuntugubuntuserver: $ sudo python3 trust_engine_from_json.py
# Trust Engine started on Ubuntu server
[10.8.2. ent: PAM: User login failed.
trusted
nt: sshd: authentication failed.
trusted
sshd: authentication failed. Score: 7@
.4 trusted

.0.2.4] Event: sshd: authentication failed. Score: 60
NITORING IP: 10.0.2

password more than one time | Score: 6@
o l1e.
2.4] Event: sshd: authentication success. | Score: 80
2.4 trusted
ent: sshd: authentication success. Score: 100
2.8 trusted

Figure 15: Result after execution of Trust Engine

8) Check the Ubuntu server IP tables there you will get the list of IP’s which are
blocked


mailto:ubuntu@10.0.2.8
mailto:wazuh-user@10.0.2.5:/home/wazuh-user/shared-logs/alerts.json%20~/trust-engine/alerts.json
mailto:wazuh-user@10.0.2.5:/home/wazuh-user/shared-logs/alerts.json%20~/trust-engine/alerts.json

sudo iptables -L

own option "--line-numbera"
far more infr |

-L IMPUT -n --line-numbers

Figure 16: IP block succesffuly in IP tables

8 CONFIGURATION TO DETECT AND BLOCK
SENSITIVE FILE ACCESS

1) Set the customized rule in wazuh local rules
2) Edit the ossec.conf file
Add

<directories realtime="yes" report_changes="yes" check all="yes" whodata="yes">/trust-
engine</directories>

3) Restart Wazuh Manager and Agent

4) Try to access trust engine file in the trust engine directory

5) Fetch the generated alerts in wazuh with file in ubuntu server
scp wazuh-user@]10.0.2.5:/home/wazuh-user/shared-logs/alerts.json ~/trust-
engine/alerts.json



mailto:wazuh-user@10.0.2.5:/home/wazuh-user/shared-logs/alerts.json%20~/trust-engine/alerts.json
mailto:wazuh-user@10.0.2.5:/home/wazuh-user/shared-logs/alerts.json%20~/trust-engine/alerts.json

ubuntugubuntuserver: $ sudo nano trust_engine_from_json.py
ubuntugubuntuserver: $ scp wazuh-user@l®..2.5:/home/wazuh-user/shared-logs/alerts.json ~/trust-engine

16KB 2.9MB/s 00:008

d on Ubuntu server

[10.@.2 : authentication success. | Rule ID: 5715 | Score: 100
IFP

[19.0.2.8 ' : : User login failed. | Rule ID: 5503 | Score: 9@
IP 18.9.2. y e

[10.8.2. : sshd: authentication failed. | Rule ID: 5760 | Score: 80
IF

[18.8.2.8] Event: sshd: authentication success. | Rule ID: 5715 | Score: 1889
IF 1.2.8 trusted

[18.0.2.
IFP

nt: sshd: authentication success. | Rule ID: 5715 | Score: 100
trusted
nt: Integrity checksum changed. Rule ID: 55@ | Score: 90
trusted
[19.0.2. nt: Integrity checksum changed. Rule ID: 558 | Score: 8@
IP - trusted
[19.0.2. Event: Integrity checksum changed. Rule ID: 558 | Score: 7@
IP 10.8.2.4 trusted
[19.0.2 Event: Integrity checksum changed. Rule ID: 5508 | Score:
& MONITORING IP: 1@. oL
[18.8.2.4] Event: Integrity checksum changed. Rule ID: 558 | Score: 5@
MONITORING IP: 1@. oL
[18.8.2.8] Event: sshd: authentication success. | Rule ID: 5715 | Score: 1880
IP 10.8.2.8 trusted

v
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Figure 18: Trust Score after running trust engine

6) Run the trust engine to get desired output
7) Check the IP tables to get the status of blocked IP
sudo iptables -L

lhuntud@ubuntuserver: ™% sudo iptables -L INFUT -n --line-numbera
d for ubuntu
(nf : own option "'--1line-numb
"o help' for more info ion

-L INPUT -n ——1ine—nﬁmb

Figure 17: IP blocked
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