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1. Project Overview

This code implements an advanced phishing detection system that uses 03-mini to generate
chain-of-thought reasoning for email classification, then fine-tunes GPT-40 models with this
augmented data. The system processes the Enron email dataset, generates comprehensive
reasoning chains, performs fine-tuning, and conducts comparative evaluations between
baseline, few-shot, fine-tuned, and 03-mini models.

2. Google Colab Setup Guide
Step-by-step instructions:
1. Initial Setup
«  Open Google Colab (colab.research.google.com)
+  Upload 03mini_phishing detection.ipynb or create new notebook

« Connect to T4 GPU: Runtime — Change runtime type — Hardware accelerator — T4
GPU

«  Mount Google Drive when prompted for persistent storage

Change runtime type

Hardware accelerator (?)
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Figure 1 Run time selection
2. Dependencies & Environment
Install all required packages:

Ipip install openai tiktoken pandas numpy matplotlib seaborn plotly wordcloud nltk textstat
textblob scikit-learn -q



API Keys Required:
«  OpenAl API key with 03-mini and GPT-40 access

«  Obtain from: https://platform.openai.com/api-keys 3. Critical Configuration Points

API Key Configuration:
API KEY ="sk-proj-YOUR_ACTUAL API KEY HERE" #<- CHANGE THIS

self._create_output_directories()
self._setup_logging()

# API configuration
if api_key:
self.client = OpenAI(api_key=api_key)
else:
# Default API key from original code
api_key = "sk-proj-TBa®wOtRrItPwHGSXUp_ DvwfYxdpzBSxbVd_bVCmluuT2_d81@PON5(
self.client = OpenAI(api_key=api_key)

Figure 2 API configuration
Dataset Path Configuration:
DATASET PATH = "Enron.csv" # <- CHANGE THIS if dataset is in different location

v class 03MiniOptimizedPipeline:
"""03-Mini optimized pipeline with enhanced performance and quality selection"""

def __init_ (self,
dataset_path="Enron.csv",
samples_per_class=5000,

output_dir="output”,
gdrive_base_path="/content/drive/MyDrive/phishing_detection_final",#

checkpoint_interval=50,

max_concurrent=8,

api_key=None,

03_speed_mode="medium"): # low,medium,high
Initialize the 03-Mini speed-optimized pipeline"""

nun

Figure 3 dataset path
Google Drive Base Path:
gdrive base path="/content/drive/MyDrive/phishing detection final" # <- CHANGE THIS


https://platform.openai.com/api-keys
https://platform.openai.com/api-keys
https://platform.openai.com/api-keys
https://platform.openai.com/api-keys

v class 03MiniOptimizedPipeline:
"""03-Mini optimized pipeline with enhanced performance and quality selection

nun

def __init__ (self,

dataset_path="Enron.csv",
samples_per_class=5000,
output_dir="output",
gdrive_base_path="/content/drive/MyDrive/phishing_detection_final",#
checkpoint_interval=50,
max_concurrent=8,
api_key=None,
03_speed_mode="medium"): # low,medium,high

"""Initialize the 03-Mini speed-optimized pipeline"""

Figure 4 google drive path

Model Names (After Fine-tuning):

FINE TUNED MODEL = "ft:gpt-40-mini-2024-07-
18:personal:phishingdetection:YOUR ID" # <- CHANGE THIS

Processing Parameters: samples_per class=5000 # <- CHANGE THIS
(reduce for testing, e.g., 100)

# Line 78: Adjust concurrent processing max_concurrent=8 # <-
CHANGE THIS (reduce to 4-6 if rate limited) O3-Mini

Configuration:

v class 03MiniOptimizedPipeline:
"""03-Mini optimized pipeline with enhanced performance and quality selection"""
def __init__ (self,
dataset_path="Enron.csv",
samples_per_class=5000,

output_dir="output",
gdrive_base_path="/content/drive/MyDrive/phishing_detection_final",#
checkpoint_interval=50,
max_concurrent=8,
api_key=None,
03_speed_mode="medium"): # low,medium,high

"""Tnitialize the 03-Mini speed-optimized pipeline"""

Figure 5 reasoning mode update
# Line 77: Set reasoning effort level 03_speed mode="medium" # <- CHANGE THIS to
"low" for speed or "high" for accuracy
3. Execution Workflow
Phase 1: O3-Mini Reasoning Generation

# Test with small sample first



run_o3 mini_speed test(samples per class=10, speed mode="medium")

# Full dataset processing run_o3_mini_optimized pipeline(samples_per class=5000,
speed mode="medium")

Phase 2: Data Analysis

Update dataset path to your generated file

DATASET PATH =
"/content/drive/MyDrive/phishing_detection_final/output/final datasets/o3 mini_optimized
dataset TIMESTAMP.csv" # <- CHANGE THIS

7 # Your specific
8  DATASET_PATH =

print(f" M@ Target aset: {DATASET_PATH}")

Figure 6 reasoning enhanced dataset path
Phase 3: GPT-40 Fine-tuning

DATASET PATH =
"/content/drive/MyDrive/phishing detection_final/output/final datasets/o3 mini_optimized
dataset TIMESTAMP.csv" # <- CHANGE THIS

DATASET_PATH MyDrive detection_final/output o03_mini_optimized_dataset_2

print(f" @ Targ aset: {DATASET_PATH}")

Figure 7 reasoning enhanced dataset path

Phase 4: Model Evaluation

DATASET PATH =
"/content/drive/MyDrive/phishing detection_final/output/final datasets/o3 mini_optimized
dataset TIMESTAMP.csv" # <- CHANGE THIS

4. File Structure Requirements
Create this directory structure in Google Drive:
/MyDrive/
L phishing_detection_final/
I— output/
| |—— final datasets/
| I— intermediate/



| |— logs/

| |— checkpoints/

| L— response_logs/

L— Enron.csv # Upload dataset here
5. Data Files
Required Input:

« Enron.csv - Main dataset with columns: subject, body, label (0=legitimate,
1=phishing)

Generated Outputs:
03 mini_optimized dataset *.csv - Enhanced dataset with reasoning chains
gpt4o_mini_training_*.jsonl - Fine-tuning training data
model evaluation results *.json - Comparison results 6. Troubleshooting
Common Issues:
. Rate Limiting: # Reduce
concurrent requests
max_concurrent=4 # Lower from
default 8
. Memory Issues: # Process
smaller batches
samples_per class=1000 # Reduce
from 5000
. API Errors:
# Verify API key has required permissions
# Check quota at: https://platform.openai.com/usage
7. Quick Start Commands
Test Setup (100 emails):
# Quick test to verify everything works run_o3 _mini_speed_test(samples per class=50,
speed _mode="low")

Production Run:



# Full pipeline execution run_complete pipeline()
# For fine-tuning run_colab 1000 comparison()

# For model comparison

8. Expected Runtime
« O3-Mini Processing: ~3-5 hours for 10,000 emails
+ Fine-tuning: 30-60 minutes

«  Model Comparison: ~2 hours for 1000 emails



