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1​ Introduction 
 

A cloud-based zero-knowledge data integrity audit system that uses ZK-STARK proofs to 

verify data hasn't been tampered with, without revealing sensitive information. 

This system enables organizations to audit data outsourced to the cloud with mathematical 

certainty while preserving complete privacy. It uses: 

●​ Zero-Knowledge STARK Proofs for privacy-preserving verification 

●​ Cryptographically Secure Random Sampling for 95% confidence corruption detection 

●​ Cost-Effective Auditing by sampling only a fraction of total data 

 

2​ Prerequisites 
You will need this programming languages and packages installed on your local system 

●​ Python 3.8+ with pip 

●​ Node.js 16+ with npm 

●​ Rust 1.70+ with nightly toolchain 

To install rust on Linux/Mac or windows 

 

Code: “curl --proto '=https' --tlsv1.2 -sSf https://sh.rustup.rs | sh”  
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3​ Steps to run the Audit application on your local system 

Step 1:  Clone and Setup (clone the github repo) 
Code:  Git clone https://github.com/Ughanze23/thesis-project.git 

Step 2:  Install Dependencies 

 

Note: The requirement.txt file is found in the root of the directory. 
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Step 3: run the application  

 

 

 
 

●​ Upload the sample-financial data found in the directory to test the audit framework. 
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