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1 Introduction 
 

This configuration guide is a point-by-point tutorial on architecting and deploying a self-

healing CI/CD pipeline based on infrastructure provisioning by Terraform, a service layer by 

Flask web application and PostgreSQL, CI/CD orchestration by Jenkins, monitoring by 

Prometheus and policy enforcement by Open Policy Agent (OPA) Gatekeeper. The custom 

Python modules used in the system includes failure classification, trust-aware deployment, 

dynamic policy deployment, deployment health scoring and explainable rollbacks. It 

addresses failure of deployment, violations of policies, crashes of applications, and 

automatically recovers based on predefined workflows that are initiated by Ansible and 

Kubernetes. Each configuration is Infrastructure as Code (IaC) based to provide repeatability, 

scalability, and compliance of each deployment. 
 

2 System Requirements 
 

This section provides the minimum hardware, software, and network conditions to be used to 

install and operate the experimental environment of the Self-Healing CI/CD Pipelines: 

Automating Kubernetes Deployments with Terraform and Ansible. 

 

 Operating System: Ubuntu 22.04 LTS 

 Terraform: v1.7+ 

 Ansible: v2.15 

 Jenkins: Latest 

 Docker: v25+ 

 cri-dockerd: v0.3.4+ 

 Kubernetes: v1.30+ 

 Helm: v3.14+ 

 Prometheus: v2.53+ 

 OPA Gatekeeper: v3.16+ 

 Python: v3.10+ 

 Cloud Platform: AWS EC2 Instance 

 

 

 

 

 

 

 

 



2 
 

 

 

3 Setup Guide 
 

3.1 Terraform 
The Terraform configuration specifies details on the cloud infrastructure of the experiment. 

The main.tf file is used to provision the AWS EC2 instance with all resources needed, 

including security groups, IAM roles, and networking aspects of self-healing CI/CD pipeline. 
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These commands are used to initialize the infrastructure (Terraform) 

 

 terraform init 

 terraform apply -var="key_name=pressi31" -auto-approve 

 

 

3.2 Ansible 

 
Ansible script is use for installing the require tools in the system such as Docker, Kubernetes, 

OPA, Prometheus, Helm and Jenkins 
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To run the Ansible script  

 ansible-playbook -i inventory/hosts.ini setup.yml 
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3.3 Kubernetes 
 

Kubernetes and its components including kubeadm and kubectl is configured using Ansible 

on the AWS EC2 instance to orchestrate containerized applications with a self-healing CI/CD 

pipeline. After running and configuring the EC2 instance, log in to it with your local system 

using Bash terminal or one of the tools like PuTTY. Upon successful installation, the 

Kubernetes cluster could be accessed using kubectl command at the terminal to manage our 

deployments, service and other Kubernetes cluster resources. 

 

 
 

 

 kubectl get pods 

 kubectl apply -f <yaml> 

 

3.4 Jenkins 

 
Jenkins server is deployed on an AWS EC2 instance. After instance is launched and 

configured completely connect with your local system via Bash terminal or any other tool 

like PuTTY. Installation of Jenkins in done by Ansible and initiate the service. The web 

console of Jenkins can then be visited in through the browser using the Public IPv4 of the 

EC2 instance and appended with port 8080 

 
                                                        Fig1: Jenkins on EC2 
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                                 Fig2:  Jenkins Pipeline Configuration 

 

                                                                Jenkins File  
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This is the JenkinsFile where my pipeline is written from fetching the code from github, 

building docker image, deploying my application as well as my cron jobs on the kubernetes. 
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3.5 Python Application 
 

The Python Flask app is dockerized, and linked to a Postgres database. Flask app has health 

check, add users and list user endpoints. Kubernetes manifests will be generated over the 

application and database including Deployments, Services, ConfigMaps and Secrets. 

PostgreSQL accesses its data storage via PersistentVolumeClaim, both components are in the 

same cluster. After being deployed they can be accessed through the Kubernetes service, and 

all database queries are now handled by the internal PostgreSQL service. 
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                                                    Fig4: Application Structure 
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3.6 Docker  
Docker was deployed on the AWS EC2 instance via Ansible and Kubernetes was customized 

to manage containerized applications into the self-healing CI/CD process. 

 
 

3.7 Scripts 
Five Python scripts are Failure Classification, Trust-Score, Dynamic Policy Enforcement, 

Health Scoring, and Explainable Rollbacks that run in Kubernetes to detect issues, enforce 

policies, and trigger automated recovery. Each scripts have its own cron job. 
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3.8 Cron Jobs 
 

All the Python self-healing scripts will be scheduled as individual Kubernetes jobs running 

on a certain time frequency in order to measure some metrics, apply policies, and take 

recovery actions as needed. 
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 kubectl apply -f k8s/cronjobs/cron-failure-classification.yaml 

 kubectl apply -f k8s/cronjobs/cron-trust-score.yaml 

 kubectl apply -f k8s/cronjobs/cron-health-scoring.yaml 

 kubectl apply -f k8s/cronjobs/cron-rollback.yaml 
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3.9 Open Policy Agent 
Open Policy Agent (OPA) Gatekeeper is placed in Kubernetes cluster to have control over 

various policies that work, such as mandatory labels, health probes, and secure container 

settings, so that non-compliant workloads could be avoided to be deployed. 

 

 

 
 

 kubectl apply -f opa/label-constraint.yaml 

 kubectl apply -f opa/probes-constraint.yaml 
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4 Testing and Outputs 
 

4.1 Changing the image tag of flask application which is unknown or 

does not exist 
 

 
 

4.2 Getting all pods present in the Kubernetes cluster 
 

 
After chaning the Image tag of the flask application it is showing me the error called 

ImagePullBackoff Error. Crashpod and failpod are those use for testing the my scripts sample 

pods. The command use for fetching all pods in Kubernetes 

 

 kubectl get pods 
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4.3 Running the cron job 
 

 
 

The command use for creating or running the cron job is  

 

 kubectl create job --from=cronjob/failure-classification failure-test 

 kubectl create job --from=cronjob/trust-score-check trust-test 

 kubectl create job --from=cronjob/health-scoring health-test 

 

The logs of created jobs are fetched from this command and here you can see the image 

which we have added in the flask app which is untrusted. 

 

 
 kubectl logs job/failure-test 

 kubectl logs job/trust-test 

 kubectl logs job/health-test 

 

 

This the cron job for using the trusted image tag which is secure and the command use is 

  

 
 

 kubectl create job --from=cronjob/explainable-rollback rollback-test 

 

The log of created job are fetched from this command 

 
 kubectl logs job/rollback-test 
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4.4 Output are monitor from the Prometheus 
 

 The output after changing the image tag which is insecure and it shows that the 

application is down 

 

 
 
 

 After running all the scripts and applying the rollback, the application is up  
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