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Prasanna Shinde
Student ID: X23278480

1 Introduction

This configuration guide is a point-by-point tutorial on architecting and deploying a self-
healing CI/CD pipeline based on infrastructure provisioning by Terraform, a service layer by
Flask web application and PostgreSQL, CI/CD orchestration by Jenkins, monitoring by
Prometheus and policy enforcement by Open Policy Agent (OPA) Gatekeeper. The custom
Python modules used in the system includes failure classification, trust-aware deployment,
dynamic policy deployment, deployment health scoring and explainable rollbacks. It
addresses failure of deployment, violations of policies, crashes of applications, and
automatically recovers based on predefined workflows that are initiated by Ansible and
Kubernetes. Each configuration is Infrastructure as Code (1aC) based to provide repeatability,
scalability, and compliance of each deployment.

2 System Requirements

This section provides the minimum hardware, software, and network conditions to be used to
install and operate the experimental environment of the Self-Healing CI/CD Pipelines:
Automating Kubernetes Deployments with Terraform and Ansible.

Operating System: Ubuntu 22.04 LTS
Terraform: v1.7+

Ansible: v2.15

Jenkins: Latest

Docker: v25+

cri-dockerd: v0.3.4+

Kubernetes: v1.30+

Helm: v3.14+

Prometheus: v2.53+

OPA Gatekeeper: v3.16+

Python: v3.10+

Cloud Platform: AWS EC2 Instance



3 Setup Guide

3.1 Terraform

The Terraform configuration specifies details on the cloud infrastructure of the experiment.
The main.tf file is used to provision the AWS EC2 instance with all resources needed,
including security groups, IAM roles, and networking aspects of self-healing CI/CD pipeline.

&h File Edit Find View Go Run Tools Window Support

| setup.ym E main.tf

provider "aws" {
region

availabi
map_public_: 1_launch

tags = {
Hame




File Edt Find View Go Run Support

B main.tf

o &» Fie Edt Find View Go Run Tools Window Support

B main.tf

"1

cidr_bloc

}

tags - {
Kame

aws_subnet . public_subnet.id

pc_security_group_ids
ate_public_ip_address

root_block_device {

device_n: g

volume_id aws_ebs_volume.data_disk.id
aws_instance.ci_cd_node.id
[aws_instance.ci_cd_node]

[aws_internet_gateway. gw]




These commands are used to initialize the infrastructure (Terraform)

e terraform init
e terraform apply -var="key_name=pressi31" -auto-approve

3.2 Ansible

Ansible script is use for installing the require tools in the system such as Docker, Kubernetes,
OPA, Prometheus, Helm and Jenkins

wvmelnl as extd

tfdata directory

1 directory

: Mount fdev/mwmelnl to /mnt/data

: mounted

: Persi fmnt/fdata in fstab

: Move Jenkins data to fmnt/datasfjenkins

J/mnt/data/jenkins

: Move Prometheus data to fent/data/promethews

ta/prometheus

: Mowve Docker data to fmnt/data/docker




Grafana data to /mnt/data/grafana

satup.ymi

1 Add ubuntu user to

ubuntu

Jenkins requirement

enjdk-17- jok
p




4dd Jenkins apt rej

urc

Install Kubernet:

Kkubelet
kubeadm

B setupym!

: Satup

Create .kube directo

fhome fubur
© ubuntu
© ubuntu

H Jurtu
kubectl appl
me,/uburntu,

sure OPA m:

ames,

: uburtu

kubectl create namespace opa ||

0PA Gatekesper

© uburtu
kubactl appl

ome,/uburtu,

gatekesper.yanl

To run the Ansible script

ansible-playbook -i inventory/hosts.ini setup.yml
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3.3 Kubernetes

Kubernetes and its components including kubeadm and kubectl is configured using Ansible
on the AWS EC2 instance to orchestrate containerized applications with a self-healing CI/CD
pipeline. After running and configuring the EC2 instance, log in to it with your local system
using Bash terminal or one of the tools like PuTTY. Upon successful installation, the
Kubernetes cluster could be accessed using kubectl command at the terminal to manage our
deployments, service and other Kubernetes cluster resources.

:~$ kubectl get pods
NAME STATUS RESTARTS AGE
crashpod CrashLoopBackOff 88 (U7s ago) 23h
failpod CrashLoopBackOff 86 (3m8s ago) 23h
failure-classification-29244765-nlwd6 Completed 0 6mlés
failure-classification-29244778-wjrsn Completed 76s
failure-test-169z5 Completed 8m21s
flask-app-67ctu58icb-8rskh Running 58m
flask-app-67ctu58Ucb—F+955 Running 58m
flask-app-6bUd8+789b-2szsp ImagePullBackOff 52m
health-scoring-29244765-kzilh Completed 6mlés
health-scoring-292U4768-Ugfps Completed 3mlés
health-scoring-29244771-h7vgb Completed 16s
postgres-59cll578695-hbm8z Running (3htm ago) 23h
postgres-95Uf85Ub9—ntvfk Running (3him ago) 23h
trust-score-check-2924L760-ql8zh Completed 11m
trust-score-check-292u44770-gl2chb Completed 76s
trust—test-68huv Completed 8m55s

2~

¢
e
<]
¢}
¢}
¢}
¢}
¢}
2
2
¢}
¢}
<]

e kubectl get pods
e kubectl apply -f <yamlI>

3.4 Jenkins

Jenkins server is deployed on an AWS EC2 instance. After instance is launched and
configured completely connect with your local system via Bash terminal or any other tool
like PUTTY. Installation of Jenkins in done by Ansible and initiate the service. The web
console of Jenkins can then be visited in through the browser using the Public IPv4 of the
EC2 instance and appended with port 8080

ubuntu@ip-10-0-1-62: ~ X o |

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Sat Aug 9 22:25:42 UTC 2025

System load: ©.39892578125 Users logged in: [}

Usage of /: 8% of U8.27GB IPvll address for docker8: 172.17.0.1
Memory usage: 59% IPvil address for ens5: 10.0.1.62
Swap usage: 0% IPvl address for tunl@: 192.168.49.66
Processes: 229

* Ubuntu Pro delivers the most comprehensive open source security and
compliance features.

https://ubuntu.com/aws/pro

Expanded Security Maintenance for Applications is not enabled.

96 updates can be applied immediately.
To see these additional updates run: apt list ——upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

Last login: Sat Aug 9 15:108:37 2025 from 189.76.97.237
:~$ jenkins --version

2.521
~$

Figl: Jenkins on EC2
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Fig2: Jenkins Pipeline Configuration

Jenkins File

Jenkinsfile X

pipeline {
agent any

environment {
IMAGE_NAME = '
DOCK REGISTRY

ipt {
cker.build("${DOCKER_REGISTRY}/${IMAGE_NAME

IMAGE_NAME}:${TAG}").push()




Jenkinsfile X

Jenkinsfile
pipeline {
stages |
stage( 'Deploy Flask App’
steps {

sh """
ed "s|ppankajs/self-healing-app:latest|${DOCKER _REGISTRY}/${IMAGE NAME}:${TAG}| ' k8s/deployment.yaml kubectl apply - -

-f k8s/service.yaml’

stage( "'RBAC for T
steps {
sh '
sh *
sh '
sh '
}

stage( ‘Deploy Cronlobs (
steps {
script {

ication.yaml”,
aml"”,

ing.yaml™,
-rollback.yaml"”

cron in cronJobs

ed 's|ppankajs/self-healing-app:latest|${DOCKER_REGISTRY}/${IMAGE_NAME}:3{TAG}| " k8s/cronjobs/${cron kubectl apply -f -

Jenkinsfile X

Jenkinsfile
pipeline {
stages {

stage( 'OPA: Apply Constraint Templates®
steps {
sh **
# Delete template if exists
kubectl delete constrainttemplate k8sreguiredprobes --ignore-not-found

# Apply templ
kubectl ap|

echo "Waiting for CRD "k8srequiredprobes.constraints.gat

) "CRD is ready!"

stage('OPA: Apply Constraints
steps {
sh **

This is the JenkinsFile where my pipeline is written from fetching the code from github,
building docker image, deploying my application as well as my cron jobs on the kubernetes.




3.5 Python Application

The Python Flask app is dockerized, and linked to a Postgres database. Flask app has health
check, add users and list user endpoints. Kubernetes manifests will be generated over the
application and database including Deployments, Services, ConfigMaps and Secrets.
PostgreSQL accesses its data storage via PersistentVolumeClaim, both components are in the
same cluster. After being deployed they can be accessed through the Kubernetes service, and
all database queries are now handled by the internal PostgreSQL service.

t Flask, request, jsonify

t.gethostname()}!"

b_connection()

t Flask, request, jsonify

onnection()
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v SELF_HEALING_FLASK PIPELINE.. [ BF U &
~ k quest, jsonify

ry(
get_db_connection():

hos

database

@app .route(
home
gethostname(
app-py
Dockerfile
init_db.sql @app .route(
health():

conn = get_db_connection()
conn.close()

Bapp .route(

add ncanfh-

app-py
Dockerfile

Fig4: Application Structure
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3.6 Docker

Docker was deployed on the AWS EC2 instance via Ansible and Kubernetes was customized
to manage containerized applications into the self-healing CI/CD process.
:~$ docker ——version
Docker version 28.3. build 980b856

3.7 Scripts

Five Python scripts are Failure Classification, Trust-Score, Dynamic Policy Enforcement,
Health Scoring, and Explainable Rollbacks that run in Kubernetes to detect issues, enforce
policies, and trigger automated recovery. Each scripts have its own cron job.

e ST

ath.join(DATA DIR, file name), "r") as f:

file name}: {e}")

failure_classification.py X

if waiting t
print(f"[FAILURE

12



scripts » trust_score.py > ) evaluate trust
import subprocess
import json
import
import

TRUSTED_TAGS =
output_file = "/

evaluate trust():
print{"[INFQ] Checking image trust score...”
result = subprocess.run(
["kubectl™, "get™,
capture_output= , text=

"deployment”,

deployment = json.loads(result.stdout)
image = deployment[’'spec’][ " template’]["spec’][ ' containers'][8][ image’]
tag = image.split(":")[-1]
trust_score = 186 if tag TRUSTED_TAGS else 48
print(f"[IMAGE] {image]}")
print(f"[TRUST SCORE] {trust_score}”)
except Exception as e:
print (f"[ERROR] Failed to evaluate trust
trust_score = 48

with open(output_file, "w") as f:
json.dump({"trust”: trust_score}, f)

if __name__ == "_ _main_ ":
evaluate trust()

health_scoring.py X

scripts > health_scoring.py > ...
import random
import json
import

output_file = “/data/health score.json”

get_mock _metrics()

cpu = random.randint{2@, 95)
memory = random.randint(38, 95)
return cpu, memory

calculate health_score{cpu, memory):
return 188 - ((cpu + memory) [/ 2)

if _name__ == "_main__
print("[INFO] Evaluating resource health score...")
cpu, mem = get_mock_metrics()
score = calculate health score(cpu, mem)
print(f”[HEALTH SCORE] {score}/188")
with open(output_file, "w") as f:
json.dump({“health”: score}, f)




3.8 Cron Jobs

All the Python self-healing scripts will be scheduled as individual Kubernetes jobs running
on a certain time frequency in order to measure some metrics, apply policies, and take
recovery actions as needed.

cron-failure-classification.yaml X

ailu

cron-rollbackyaml

14



cron-health-sconing.yaml

g.yaml

kubectl apply -f k8s/cronjobs/cron-failure-classification.yaml
kubectl apply -f k8s/cronjobs/cron-trust-score.yaml

kubectl apply -f k8s/cronjobs/cron-health-scoring.yaml
kubectl apply -f k8s/cronjobs/cron-rollback.yaml

15



3.9 Open Policy Agent

Open Policy Agent (OPA) Gatekeeper is placed in Kubernetes cluster to have control over
various policies that work, such as mandatory labels, health probes, and secure container
settings, so that non-compliant workloads could be avoided to be deployed.

label-templateyaml X

2

probes-template.yaml X

e kubectl apply -f opa/label-constraint.yaml
e kubectl apply -f opa/probes-constraint.yaml

16



4 Testing and Outputs

4.1 Changing the image tag of flask application which is unknown or
does not exist

4.2 Getting all pods present in the Kubernetes cluster

:~$ kubectl get pods
NAME STATUS RESTARTS AGE
crashpod CrashLoopBackOff 88 (U47s ago) 23h
failpod CrashLoopBacko++ 6 (3m8s ago) 23h
failure-classification-292u44765-nlwd6 Completed 6mlés
failure-classification-29244778-wjrsn Completed 76s
failure-test-169z5 Completed 8m2ls
flask-app-67cuu58ucb-8rskh Running 58m
flask-app-67cul58ucb—ff955 Running 58m
flask-app-6budsf789b-2szsp ImagePullBachkOff 52m

LN
16s
(3htm ago) 23h
(3htm ago) 23h
11m
76s
8m55s

health-scoring-292u4768-lUgfps Completed
health-scoring-29244771-h7vgb Completed
postgres-59cl578695-hbm8z Running

postgres-95Uf85Ub9-ntvfk Running

trust-score-check-292U1760-ql8zh Completed
trust-score-check-292U778-gl2ch Completed
trust-test—68hlv Completed

~$

8
[}
e
e
[}
[}
[}
health-scoring-29244765-kzuUlh Completed 2 6mlés
2]
2]
2
2
¢}
¢}
¢}

After chaning the Image tag of the flask application it is showing me the error called
ImagePullBackoff Error. Crashpod and failpod are those use for testing the my scripts sample
pods. The command use for fetching all pods in Kubernetes

e Kkubectl get pods

17



4.3 Running the cron job

:~$ kubectl create job —from=cronjob/failure-classification failure-test
job.batch/failure-test created
:~$ hubectl create job ——from=cronjob/trust-score-check trust-test

job.batch/trust-test created
:~$ hubectl create job -—from=cronjob/health-scoring health-test
job.batch/health-test created

The command use for creating or running the cron job is

o kubectl create job --from=cronjob/failure-classification failure-test
e kubectl create job --from=cronjob/trust-score-check trust-test
e kubectl create job --from=cronjob/health-scoring health-test

The logs of created jobs are fetched from this command and here you can see the image
which we have added in the flask app which is untrusted.

:~$ kubectl logs job/failure-test
[INFO] Starting Failure Classification...
[FAILURE] CrashLoopBackOff in crashpod
[FAILURE] CrashLoopBackOff in failpod
[FAILURE] CrashLoopBackOff in flask-app-6buld8f789b-2szsp
[FAILURE SCORE] 3@
:~$ kubectl logs job/trust-test
[INFO] Checking image trust score...
[IMAGE] ppankajs/self-healing-app:v99999
[TRUST SCORE] u@
:~$ kubectl logs job/health-test
[INFO] Evaluating resource health score...
[HEALTH SCORE] us/1e8@
i~

e kubectl logs job/failure-test
e kubectl logs job/trust-test
e kubectl logs job/health-test

This the cron job for using the trusted image tag which is secure and the command use is

:~$ kubectl create job ——from=cronjob/explainable-rollback rollback-test
job.batch/rollback-test created

e kubectl create job --from=cronjob/explainable-rollback rollback-test

The log of created job are fetched from this command
:~$ kubectl logs job/rollback-test
deployment.apps/flask-app image updated
[SCORES] {'failure': 30, 'trust': 40, 'health': 51}

[EVALUATION] Deployment Score: L®
[TRIGGERED] Score unhealthy. Triggering rollback...
[ROLLBACK] Deployment score too low. Rolling back to v96

e kubectl logs job/rollback-test

18



4.4 Output are monitor from the Prometheus

e The output after changing the image tag which is insecure and it shows that the
application is down

« G AMNotsecwe 54235.1648732081targets * O @

9 Prometheus Q Query & Alerts @ Status > Target health +

' et sppeieithesing”  instances192.16849.100:5000°  job=kuberneles-pods’ namespace="defoull” nodes’ip-10-0-1-62°  owners"prassany G 196255500 & foms up
Pod="Thask app-GTCMSBACD-MISS™ pod_template hash="67c44584cb™  prometheus="enabled”
kubernetes-service-endpoints i o
Endpoint Labels Last scrape State

ttp//192.168.4 ot 3pp_kubernetes lo_component="metrics”  app_ kubernetes jo imstance="promethess”  3pp.kubernetes lo managed by="Helm T wp
app_kubernetes jo_pame="Kube-state-metrics”  app_kubernetes jo_part of="kube-state-metrics®  app_kubernetes jo_version="2.16.0
heim_sh_chart="kube-state-metrics 6107 instance="192.168.49.39:8000°  Job~"Kubernetes-service-endpolats™  namespace="monitoring™
nodesip-10-0-1-62°  services"prometheus-kube-state-metrics”

ttp//192.168.49,107:5000/ met ppecieithesling  instances"192.168.49.107:5000°  jobs-Kubemnetes service-cndpoints”  mamespaces"default”  nodes"ip-10-0-1-62" G 26nage B tms o
owner="prasanna”  service="flask-service”

t 2.168.49.100:5000/met ppescithealing”  instances 192.168.49.1005000° jobkubermetes-service-endpoints’  namespace="defaull”  nodes"p-10-0-1-62° Cedssage B tems ue
owner="prasanna”  services"Tiask service”

‘ 49,83:5( t app="selt-healing instance="192.168.49.83:5000° job="kubernetes-service-endpoints namespace="gefault Bode="ip-10-0-1-62"  owner="prasanna’ 232595300 B Oms DOWN
Service="tlask service

£\ Error scraping target: Get “httoy//192.163, . dial tep 192.168.49.83:5000: connect: connection refused

tpy/1 29100/met 3pp._kubermetes lo_component="metsics”  app_ kubernetes jo imstances‘prometheus”  3pp.kubermetes io managed by="Helm S 30Mtsag0 8 dsms ur
app_kubernetes io_name="prometheus-node-exporter”  app_kubernetes jo_part_of="prometheus-node-exporter”  app_ kubermetes_jo_version="1.9.1
eim_sh_chart="prometheus node-exporter 447.1°  Instance="10.0.1.629100° job="kubernetes-service-endpoints”  Ramespace="monitoring™
nodea"ip-10-0-1-62°  services"prometheus-prometheus-node-exporter”

t 2.168.49.102:5000/n sppeicifhealng”  instances"192.168.49.1025000°  jobs"kubemetes-service-cndpoints”  mamespaces defaull”  node="p-10-0-1-62" G 492595350 B oms oown

owner="prasanna service="flask-service”

/) Error scraping target: Get "http://192.168.49.102:5000/metrics ™ dial tcp 192.168.49.102:5000: connect: connection refused

itheslinn”  intancas"107 1ARAGRRSA0DT  inhs"Misharnoles-saevica-andnnintc” necnac s Aottt BodasTInADOA-6"  cmer="nracann ERTPHRVEE R po. =

e After running all the scripts and applying the rollback, the application is up

gets * 0O @ :

« © A Notsecure 54.235.164587:32081/t

Query & Aorts @ Status > Target health

Endpoint Labels Last scrape State
t 9, 4 try app=“self-healing instance="192.168.49.110:5000° 100 = “kubernetes-pods namespace="defaull” node="ip-10-0-1-62 ‘owner="prasanna’ T 82115 ag0 % ams uP
Pod="Tlask-app-S5996ACSSEnnwI™  pod_femplate hash="559964558”  prometheus="enabled
\ 9, A tr app="self-healing instance="192,168.49.106:5000° b = “kubernetes-pods namespace="default node="ip-10-0-1-62 Owner="prassnns’ T 28.961s ago. R 93ms up
Pod="Tlask-app- 559960558 -BTbsb’ pod_template_hash="559960¢558" Pprometheus=-"enabled”

kubernetes-service-endpoints s/4up O ~
Endpoint Labels Last scrape State
tp//100.1.6 et app_kubemetes.lo_component="metrics™  3pp_kubernetes_jo_instance="prometheus™  3pp_kubernetes_io_managed_by="Helm Samage 8 4ams w
3pp_kubermetes io_name<"prometheus node-exporter”  app_kubernetes jo_part of - prometheus- node-exporter”  3pp_ kubernetes_io_version="1.9.1
helm_sh chart="prometheus-node-exporter-447.1"  instance="10.0.1.629100° job="kubernetes-service-endpaints”  namespace="monitoring
ode="ip-10-0-1-62°  service="prometheus-prometheus-node-exporter”
t g, A t app="self-healing instance="192.168.49.106:5000° job = “kubernetes-service-endpoints’ namespace= "detault’ node="ip-10-0-1-62 G 436ms ago 8 Sms U
owner="prasanna”  service~"Mask-service
p://192.165 4 ! apperselfhesling”  instance="192.168.49.110:5000°  job="Kubernetes-service-endpoints node="ip-10-0-1-62 CateTssage % Ims up
owner~"prasanna”  service="Tlask service™
t1p://192.168.4 app.kubermetes io_component="metrics”  app_Kubernetes io_instance="prometheus”  app kubernetes.io_managed_by="Helm O 1essesago ¥ 8ms o
3pp.Kubermetes jo_name-"kube-state-metrics”  app_Kubernetes jo_part_of="kube-state-metrics”  app_ kubernetes_io_version="2.16.0"
helm_sh chart="kube-state-metrics-6.1.0°  Instance-"192.16849.898080° job="kubernetes-service-endpoints”  namespace="monitoring”
Nodes"ip-10-0-1-62°  services"prometheus-kube-state-metrics”
prometheus ~
Endpoint Labels Last scrape State
tp:/ocalhost9090/mets imstance="localost9090°  jobs"prometheus Casutage 8 6ms up
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