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1. Introduction 
This project develops a machine learning-based Intrusion Detection System (IDS) for 
ICS/SCADA networks using the ToN-IoT dataset, which includes telemetry, audit logs, and 
network traffic data under normal and attack scenarios. The pipeline includes data 
preprocessing, visualization, model training (Random Forest, Gradient Boosting, Naïve 
Bayes, Logistic Regression, Super Learner), evaluation, and optional cloud deployment 
using AWS services. 
 

2. Dataset Information 

Dataset Link: https://research.unsw.edu.au/projects/toniot-datasets 
 
he datasets can be used for validating and testing various Cybersecurity applications-
based AI such as intrusion detection systems, threat intelligence, malware detection, 
fraud detection, privacy-preservation, digital forensics, adversarial machine learning, and 
threat hunting. 
 
The datasets have been called 'ToN_IoT' as they include heterogeneous data sources 
collected from Telemetry datasets of IoT and IIoT sensors, Operating systems datasets of 
Windows 7 and 10 as well as Ubuntu 14 and 18 TLS and Network traffic datasets. The 
datasets were collected from a realistic and large-scale network designed at the Cyber 
Range and IoT Labs, the School of Engineering and Information technology (SEIT), UNSW 
Canberra @ the Australian Defence Force Academy (ADFA). A new testbed network was 
created for the industry 4.0 network that includes IoT and IIoT networks. The testbed was 
deployed using multiple virtual machines and hosts of windows, Linux and Kali operating 
systems to manage the interconnection between the three layers of IoT, Cloud and 
Edge/Fog systems. Various attacking techniques, such as DoS, DDoS and ransomware, 
against web applications, IoT gateways and computer systems across the IoT/IIoT 
network.  The datasets were gathered in a parallel processing to collect several normal 
and cyber-attack events from network traffic, Windows audit traces, Linux audit traces, 
and telemetry data of IoT services. 
 

3. System Configuration 

3.1 Software Specification 

https://research.unsw.edu.au/projects/toniot-datasets


a.Python==3.10.12:  

Python is an interpreted , high-level programming language . Its high-level 

built in datastructures , combined with dynamic typing and dynamic binding , 

make it very attractive for Rapid Application Development , as well as for use 

as a scripting or glue language to connect existing components together. Its 

language concept and object-oriented approach aim to help programmers 

write clear, logical code for small and large-scale projects 

 

b) Visual Studio Code:- 

Visual Studio Code (famously known as VS Code) is a free open source text 

editor by 

Microsoft. VS Code is available for Windows, Linux, and macOS.(Visual Studio 

Code -Code Editing. Redefined) 

 

c) Google Colab:- 

Collaboratory, or “Colab” for short, is a product from Google Research. Colab 

allows anybody to write and execute arbitrary python code through the 

browser, and is especially well suited to machine learning, data analysis and 

education. More technically, Colab is a hosted Jupyter notebook service that 

requires no setup to use,while providing access free of charge to computing 

resources including GPUs.(colab.google, ) 

 

 

3.2 Hardware Specification 

1. Operating system: Windows 11 

2. Processor: > 11th Gen Intel(R) Core(TM) i3-

1115G4 @ 3.00GHz 3.00 GHz 

3. System Compatibility: 64-bit 

4. Hard Disk: 512GB 

5. RAM: 16 GB 

 



4.Libraries Configuration 

1. Pandas 

2. Numpy 

3. Matplotlib 

4. Seaborn 

5. Plotly 

6. Scikit-learn 

7. Tensorflow 

9. Keras 

 

5. Project Implementation 

5.1 Cloud Environment Setup 

• Cloud9: Configured as the main 

development IDE. 

• EC2: Deployed for running and testing the 

implementation. 

• S3 Bucket: Created and configured for 

storing datasets and models. 

5.2 Data Collection 

• 150 CSV files were collected and stored in 

the S3 bucket. 

• Loaded into the Cloud9 environment using 

boto3 and pandas. 



5.3 Data Preparation 

• Cleaned data by handling missing values. 

• Removed irrelevant columns. 

• Ensured data consistency. 

5.4 Data Preprocessing 

• Handled missing values in the dataset. 

• Encoded categorical variables for model 

compatibility. 

• Normalized numerical features for 

consistent scaling. 

• Removed irrelevant or redundant columns. 

5.5 Model Training 

Implemented and trained multiple models: 

• Random Forest 

• Gradient Boosting 

• Naïve Bayes 

• Logistic Regression 

• Super Learner ensemble 

Split dataset into 80% training and 20% testing 

sets. 

5.6 Performance Evaluation 



• Metrics Used: Accuracy, Precision, Recall, 

F1-score, ROC-AUC. 

• Generated confusion matrices and 

classification reports for each model. 

 

6. Visual References 

 Figure 1: Cloud9 Setup 

 
 
Cloud9 Enviromen



 
 
Now we need to use URL for accessing the jupyter Notebook 
 
Instead of 127.0.0.1 we need to use EC2 Public IPv4 address i.e., 3.238.106.93 
 

 
 

 

Figure 2: S3 Bucket Configuration 



 



Figure 3: Ec2  Configuration 



Figure 3: Data Loading Snippet 
 



 
 
 

 

 
 
Loading dataset from s3 bucket 
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Naïve Bayes 

 
 



 
 

 
 
 
 
 



Logistic Regression: 

 
 

 



 
 

 
 
Superleaner: 

 
 

 
 



 
 

 
 

 


