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1 System Configuration, Tools and Libraries

The project was implemented in Python 3.8 using JupyterLab and Google Colab. Lib-
raries include:

* TensorFlow/Keras: for building and training DNNs

Scikit-learn: for ML models and evaluation metrics

Imbalanced-learn: for SMOTE

Pandas/NumPy: for data handling

Matplotlib/Seaborn: for visualization

GridSearchCV was used for hyperparameter optimization, and EarlyStopping was
applied to avoid overfitting in DNN training.

The project was implemented in Python 3.8 using Google Colab as the development
environment. It utilized TensorFlow/Keras (2.18.0), Scikit-learn (1.6.1), Pandas (2.2.2),
NumPy (2.0.2), Matplotlib (3.10.0), and Seaborn (0.13.2) for model development, data
processing, and visualization.

In other words, The project was implemented using Python 3.8 within Google Colab,
leveraging JupyterLab for experimentation. The primary libraries included TensorFlow/Keras
TensorFlow (n.d.)Keras (n.d.) for building and training deep learning models, Scikit-learn
(Scikit-learn, n.d.) for machine learning models and evaluation metrics, Imbalanced-learn
Imbalanced-learn (n.d.)for SMOTE oversampling, Pandas and NumPy NumPy (n.d.);
Pandas (n.d.) for data handling, and Matplotlib/Seaborn Matplotlib (n.d.); Seaborn
(n.d.) for data visualisation. GridSearchCV Scikit-learn (n.d.) was utilised for hyper-
parameter tuning, and EarlyStopping callbacks (Keras, n.d.) were employed in DNN
training to avoid overfitting.

Incorporated dataset for our project https://www.unb.ca/cic/datasets/evse-dataset-2024.
html

2 System Setup and Implementation Steps

The implementation followed a structured pipeline aligned with the Knowledge Discovery
in Databases (KDD) methodology Fayyad et al. (1996). The process began with setting
up a Google Account and Google Drive, installing Google Colab, and connecting Colab
to Drive for data access.


https://www.unb.ca/cic/datasets/evse-dataset-2024.html
https://www.unb.ca/cic/datasets/evse-dataset-2024.html

2.0.1 Step 1: Create a Google account

Visit https://accounts.google.com and sign up for a Google account.
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Figure 1: Google Account creation screen

2.0.2 Step 2: Open Google Drive

Go to https://drive.google.com and log in and create a new folder to organize project
files.
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Figure 2: Google Account Sign In

2.0.3 Step 3: Install Google Collaboratory
* Open Google Drive and click New > More > Connect more apps.
* Search for Colaboratory in the Google Workspace Marketplace.

* Click Install to add it to your Drive (Colab will auto-install on first use as well).

2.0.4 Step: 4 Start new google colab notebook file

In Google Drive, click New > More > Colaboratory. This opens a new .ipynb (Colab
Notebook).

2.0.5 Step: 5 Write code for implementation

Inside the Colab notebook, start entering Python code. Use + Code to add code cells
and + Text for notes or headings.
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Figure 5: Initial Setup of Colab

2.0.6 Step: 6 Mount a Drive

This step allows to access files stored in my Google Drive:
» After executing the above cell, authorize access.

e Drive will be mounted at /content/drive.
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Figure 6: Mounting a drive

2.0.7 Step: 7 Set the path and run the cell to get output

Set the file path to dataset (CSV or other format) stored in Google Drive. Use libraries
like Pandas, NumPy, Sklearn, Imbalanced-learn, and TensorFlow/Keras.

Figure 7: Initial Stage of Implementation

The CICEVSE2024 dataset was selected due to its realistic, labelled EVSE network
traffic data. Data preprocessing involved cleaning missing values, removing duplicates,
encoding categorical features, and normalising numerical attributes. Severe class im-
balance (100,935 attack samples vs. 14,363 benign samples) was addressed using the
Synthetic Minority Oversampling Technique (SMOTE), resulting in a balanced dataset
of 128,482 samples. Exploratory Data Analysis (EDA) included Kernel Density Estim-
ation (KDE) plots to visualise feature distributions. Following preprocessing, the data
was split into training (80%) and testing (20%) sets. Four models were trained and tuned
individually: Random Forest, Support Vector Machine, Gradient Boosting, and a Deep
Neural Network. Hyperparameter tuning was conducted using GridSearchCV with 5-fold
cross-validation.

3 Code Execution Workflow

The code execution process in Google Colab is designed to seamlessly integrate local
code development with cloud-based resources and Google Drive storage. The workflow
begins by mounting Google Drive within the Colab environment to access datasets and
store outputs persistently. This is achieved using the ‘google.colab.drive’ module. Once
mounted, the dataset path is set by specifying the file location within the Drive directory
structure. Data is then loaded into memory using libraries such as Pandas. Code cells
are executed sequentially, allowing the integration of preprocessing, model training, and



evaluation in distinct, manageable blocks. Markdown and text cells are used to docu-
ment each step, ensuring clarity and reproducibility. During execution, outputs such as
evaluation metrics, confusion matrices, and plots are generated inline within the Colab
notebook. Large model artifacts, trained weights, and result CSV files are saved back to
Google Drive for future use or sharing. This approach ensures that both intermediate
results and final outputs are securely stored, avoids loss of progress due to Colab session
resets, and supports collaborative work by enabling shared Drive access.
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