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1. ECS Cluster Setup

This research project runs four microservices on Amazon Elastic Container Service (Amazon
ECS). To create an ECS cluster:
1. Login to Amazon Web Services.
2. Navigate to Amazon ECS and click on Create Cluster.
3. In Cluster configurations enter the desired cluster name and in infrastructure select
AWS Fargate (serverless). Then click on Create at the bottom right of the window.

e a astic Cont Create cluster o @896

Amazon Elastic < Create cluster .

» Monitoring - optional 1r+
» Encryption - optional

» Tags - optional i

Fig 1: Screenshot showing creation of ECS Cluster |

2.Amazon Elastic Container Registry (Amazon ECR)

Amazon ECR is a repository used to store the docker images. To create a repository, navigate
to Elastic Container Registry = Create a private repository (Create).

Give the repository name and then click on Create.

Repository will be created and a URI will be assigned to the repository which is used to push
the docker images and also to deploy to Amazon ECS.

Example URI: 705331611976.dkr.ecr.us-east-1.amazonaws.com/<repository name>

Create four different repositories for four microservices.



Repositories ®

Amsncsic < Private repositories () © G (o) G )

Container Registry

Q Search
v Private registry
i R z T il i
Scattontan Repositoryname 4 | URI Created at v 'ag immutability Encryption type
Features & Settings api-service I5) 705331611976.dkr.ecrus-east-1.amazonaws.com/api-service 23 June 2025, 12:25:16 (UTC+01) Mutable AES-256
v Public registry mpute-service TE) 705331611976.dkr.ecrus-east-1.amazonaws.com/compute-service 23 June 2025, 12:25:29 (UTC+01) Mutable AES-256
Rep: es
16 705331611976.dkr.ecrus-east-1.amazonaws.com/logger-service 23 June 2025, 12:25:38 (UTC+01) Mutable AES-256
Setting:
f_D 705331611976.dkr.ecr.us-east-1.amazonaws.com/round-robin 23 July 2025, 05:36:30 (UTC+01) Mutable AES-256

Fig 2: Screenshot of Amazon Elastic Container Registry

3. Task Definitions

Need to create four task definitions because we have four microservices, each microservice
needs a task definition. To create task definitions:
1. Navigate to Amazon ECS 2 Task definition = Create new task definition
2. In the task definition configurations fill all the details:
Task definition family: < task definition name >
Launch type: AWS Fargate
Operation system/Architecture: Linux/X86 64
CPU: .25 vCPU
Memory: .5 GB
Task Role: LabRole
Task execution role: LabRole
Container: Name: <Container Name>
Image URI: < Respective ECR repository URI>
Container port: 5000 (for api services)
5001 (For Compute service)
5002 (For Logger service)
Protocol: TCP
Port name: <name>
App protocol: HTTP
Leave other configurations as default and click on Create in the bottom right.
3. Similarly create four task definitions ensuring Image URI and Container port are matching
with respect to the microservice.

e Amazon Elastic Container Service » Task definitions Q &8 6
Amazon Elastic < Task definitions (4) . iy 2025 10208 oty (&) (_Deptoy v Create new revision v Create new task definition ¥
Container Service Filter status

Q Filter task definition Active v 1 ]

Clusters
Namespaces Task definition v | Statusof last revision v |
Task definitions o @ ACTIVE
Account settings

compute-task @ ACTIVE

Iogger-task ACTIVE
Amazon ECR [2 ager @
Repositories [2 round-robin @ ACTIVE

AWS Batch [3

Dacumentation [3

scover products [3
Subseriptions [3

Tell us what you think

Fig 3: Screenshot showing Task Definitions



4. Target Groups

Need to Create four target groups for all the four microservices. To create target groups
navigate to EC2 2 Target groups =2 Create target group.
Target group details:

Choose a target type: IP addresses

Target group name: <Name>

IP address type: IPv4

VPC: default

Protocol version: HTTP1

Health check protocol: HTTP

Health check path: / (For both api services)

/health (for compute and logger services)

Then click on Create target group.
Similarly create all four target groups ensuring correct health check path for the correct
microservice.

© =2 > Targetgrows ® oo r
-
EC2 < Target groups (4) o @ Create target group
Dashboard Q, Filter target groups 1 &
EC2 Global View [2
Name v | ARN v | Port v | Protocol v | Targettype
Events
api-target-group I5) arm:aws:elasticloadbalancing:us-east-1:705331611976 targetgroup/api-target-gr. 5000 HTTP P
¥ Instances compute-target-group IF arm:aws:elasticloadbalancing:us-east-1:705331611976 targetgroup/compute-tar. .. 5001 HTTP P

Instances

logger-target-group 5 arm:aws:elasticloadbalancing: t-1:705331611976:targetgroup/logger-targe. .. 5002 HTTP P
Instance Types : i

round-robin-target-group I arm:aws:elasticloadbalancing:us-east-1:705331611976:targetgroup/round-robin-... 5000 HTTP P
Launch Templates

4 »
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
¥ Images

AMIs _
AMI Catalog 0 target groups selected e

4

Elastic Block Store Select a target group above.

Volumes

Snapshots

Lifecycle Manager v

(3 Cloudshell  Feedback

Fig 4: Screenshot showing Target groups

5. Application Load Balancer (ALB)

Once all the four target groups are created correctly then need to create an Application Load
Balancer (ALB). To create ALB, navigate to EC2 = Load balancers 2 Create load balancer.
Select Application load balancer.

Load balancer name: <Name>

Scheme: Internet-facing

Load balancer IP address type: [Pv4

VPC: default

Availability Zones and subnets: Select all

Protocol: HTTP

Port: 80

Default action (forward to): Select api-target-group from drop down (Select from target groups
created in previous step).

Verify details in the review section and click on Create load balancer.

This will create the Application load balancer and take note of the DNS name.



Example DNS name: alb-ecs-788061870.us-east-1.elb.amazonaws.com
alb-ecs (©)

¥ Details
Load balancer type Status vPC Load balancer IP address type
Application @ Provisioning wpc-Deb75d3031de5a702 [3 1Pud
Scheme Hosted zone Availability Zones Date created
Internet-facing Z355XDOTRQ7XTK subnet-D5818b106a154b33b (4 us-east-1b (usel-az2) luly 31, 2025, 02:42 (UTC+01:00)
subnet-D0b474bc68fraSe3s [4 us-east-1d (usel-az6)
subnet-05c8dc3596ebagsad [% us-east-1c (usel-az4)
subnet-D4dfd49b5081a16b5 [A us-east-1f (usel-az5)
subnet-Da26b34c014817f63 [3 us-east-1e (usel-az3)
subnet-034f0656b7845d1£7 [4 us-east-1a (usel-az1)
Load balancer ARN DNS name Info
I3 arn:aws:elasticloadbalancing:us-east-1:705331611976:l0adbalancer/app/alb-ecs/81008c3b646046¢0 [0 alb-ecs-788061870.us-east-1.elb.amazonaws.com (A Record)
Listeners and rules Network mapping Resource map Security Monitoring Integrations Attributes Capacity Tags

Listeners and rules (1) i @ Manage rules v Manage listener v

A listener checks for connection requests on its configured protocol and port. Traffic received by the listener is routed according to the default action and any additional rules.

| Q Fitter tisteners | 1 ]

Protocol:Port v | Default action v | Rules v | ARN ¥ | Security policy v | DefaultSSL/TLS certificate ¥ | mTLS v | Truststore

« Forward to target group
HTTP:80 api-target-group [%: 1 (100%) 1rule I8 ARN Not applicable Not applicable Not applicable Not applicz
Target group stickiness: Off

4

]

Fig 5: Screenshot of Application Load Balancer

6. Listener Rules

Once the ALB is created successfully, we need to add custom rules to route traffic to all the
four Microservices. To add rules, navigate to the ALB 2 Listeners and rules =2 rules 2 Add
rule
Add condition: path
Path: /round (for api-round-robin service)
/compute (For compute service)
/log (for Logger service)
Routing action: Forward to target groups
Target group: Select correct target group from the drop down with respect to path.
Click Next
Priority: 1 for api round robin service.
2 for compute service.
3 for logger service.
Click next, review the details and Create.
Repeat same steps to add 3 rules.

. i (N ( Acvore o ) ( Aad e
Listener rules (4) i Rulelimits () (_Actions v ) ( Addrule )
Traffic received by the listener is routed according to the default action and any additional rules. Rules are evaluated in priority order from the lowest value to the highest value
| @ Filter rutes | [
[J | Ppriority | Nametag | Conditions (1f) | Actions (Then) | ARN | Tags | Actions
o 2 - Path - + Forward to target group I ARN 0tags o a
round-robin-target-group [%: 1(100%)
Target group stickiness: Off
o 2 Path - + Forward to target group I ARN 0tags s a
compute-target-group [2: 1(100%)
Target group stickiness: Off
o 3 - Path = « Forward to target group [0 ARN 0tags P
logger-target-group [7: 1 (100%)
Target group stickiness: Off
[ Last Default If no other rule applies + Forward to target group 15 ARN Otags s a
(default) api-target-group [2: 1 (100%)

Target group stickiness: Off

Fig 6. screenshot showing listener rules



/. Creating ECS Services

Before creating ECS services ensure ECS cluster, Task definitions, Application load balancer,
Target groups and Listener rules are created and configured correctly. Without these we cannot
create ECS service as they are important in configuration part. To create ECS Service navigate
to Elastic container service =2 api-cluster = Services =2 Create

Task definition family: Select task definition from the drop down.

Service Name: <Name>

Load balancing:

Load balancer type: Application load balancer = use existing load balancer
and select the load balancer which was created in the previous step.

Listener: Use existing listener and select the listener.

Target group: Use existing target group = Select target group from the from
the drop down (Ensure selecting correct target group associated with the microservice).
Service auto scaling:

Use service auto scaling
Minimum number of tasks: 1
Maximum number of tasks: 2
Scaling policy type: Target tracking
Policy name: <name>
ECS service metric: ECSServiceAverageCPUUltilization
Target value: 60 or 70 or 80 accordingly
Review all the configuration and click Create.

api—cluster T (_ Update cluster )u( Delete cluster ) Launch v
Cluster overview
ARN Status Cloudwateh monitoring Registered container instances
D) arn:aws:ecs:us-east-1:705331611976:cluster/api-cluster @ Active Default -
Services Tasks
Draining Active Pending Running
- 4 - -
Services Tasks Infrastructure Metrics Scheduled tasks Configuration Tags
. @
Services (4) info (C) ( Manage tags Update | v Delete service Create
Filter launchtype ____Filterschedulingstrategy
| @ Fitter services by value | | Anylaunch type w | | Anyscheduling strategy v | 1 @8
Servicename a | ARN | status v | Schedu.. v | L.. v | Taskdefinition v | Deploymentsand tasks v | Lastdeployment v | Createdat v |
api-serviee 0 arnawsiecs @ Active REPLICA - api-task:26 1/1 tasks running @ Completed | View 34 days ago
compute-service 10 armawsees @ Active REPLICA - compute-task:13 1/1tasks running (@ Completed | View 34 days ago
logger-service 6 arnawsiecs @ Active REPLICA - logger-taski13 11 tasksrunning (@ Completed | View 34 days ago

round-robin 0 amawsies @ Active REPLICA - round-robin:16 1/1 tasks running @ Completed | View 8 days ago

Fig 7: Screenshot showing ECS cluster with services and running tasks

8. Testing Services

Ensure all the services are up and running.
Ensure all the target groups are showing healthy status.
Copy the DNS name from the application load balancer.

Example DNS name: alb-ecs-788061870.us-east-1.elb.amazonaws.com

Try accessing the url in the browser with ALB DNS that is
http://<alb dns>/ = for API service
http://<alb dns>/compute = for compute service



http://<alb dns>/log > for logger service
http://<alb dns>/round - for round robin Load balancing
http://<alb dns>/random -> for random load balancing

Example:

http:// alb-ecs-788061870.us-east-1.elb.amazonaws.com/

http:// alb-ecs-788061870.us-east-1.elb.amazonaws.com/compute
http:// alb-ecs-788061870.us-east-1.elb.amazonaws.com/log
http:// alb-ecs-788061870.us-east-1.elb.amazonaws.com/round
http:// alb-ecs-788061870.us-east-1.elb.amazonaws.com/random
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