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1 Introduction

The paper is an elaborate configuration guide of how to set up a Self-Adaptive Zero Trust
Machine Learning (ZTML) system on the Amazon Web Service (AWS) as it is step by
step. The main aim of the project is to establish an security system that will implement
access controls in real-time at the time when it is predicted by machine learning models
with zero trust. Zero trust follows the principle of ’never trust ,always verify’ Ahmadi
(2024). The system will capture network traffic patterns and provides the potential
threats in order to dynamically adjust the security posture. The use of the CSE-CIC-
IDS2018 dataset allows us to investigate the statement. Machine learning models can
be utilised in order to analyze large datasets which includes the user behavior patterns,
activity logs as well as threat intelligence feeds(Shaik and Gudala; 2021). The possibility
of Zero Trust Access Control Policy with regard to cloud nativity through the integration
of IAM and real-time threats detection is discussed by DeCusatis and Zhang (2016). Using
AWS Lambda, as a serverless platform, these models are programmed to be activated
based on triggers that mimics an real-time reaction in case of security alert. This guide
can act as a full documentation of the services used, settings installed and resources
developed in the eu-north-1 (Stockholm) region. All the steps including setup of the
environment, deployment, and simulation testing is recorded as well.

2 AWSEnvironment Setup

The initial phase involves setting up the necessary AWS Identity and Access Management
(IAM) user and permissions to manage resources.

2.1 IAM user details

An administrative IAM user was created to perform the setup.

• User Name: AdminUser

• Account ID: 405045611860

Permissions for access to S3, Lambda, SageMaker and general admin actions:

• AdministratorAccess

• AmazonSageMakerFullAccess

• AmazonS3FullAccess
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3 Data Storage Setup (S3)

An S3 bucket was created to store the dataset, model pipelines and other project related
files such as train test sets.

• Upload the raw dataset : CSE-CIC-IDS2018 dataset 1

• Create a bucket named : zero-trust-ml-dataset

4 SageMakerConfiguration

A dedicated IAM role is required for SageMaker to access other AWS services like S3.A
trust policy JSON format that allows SageMaker to assume this role and provide access
to lambda for simulation shown in figure 1.

Figure 1: Trust relationship of SageMakerExecutionRole

4.1 Create SageMaker Notebook Instance

• instance name: ZTMLNotebook

• instance type: ml.t3.medium

• Platform identifier: Amazon Linux 2, Jupyter Lab 4 (notebook-al2-v3)

• Volume Size: 5GB EBS

5 Data Pre-processing and Model Training

The following Jupyter notebooks were executed in the SageMaker instance to process the
data and train the ML models. The notebooks are:

• dataset-preprocessing.ipynb

• dataset-segregation.ipynb

• external-threat-model.ipynb

• internal-threat-model.ipynb
1https://www.unb.ca/cic/datasets/ids-2018.html
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5.1 Data Ingestion and Preprocessing

The dataset is saved in S3 bucket as : dataset.csv

5.2 Data Segregation

The main dataset was segregated into two distinct files based on threat type:

• Internal Threats: Contains ‘Bot’ and‘Infiltration’ labels.

• External Threats: Contains ‘DDoS’,‘DoS’, ‘Bruteforce’, ‘Benign’ etc labels.

5.3 Model Training

Separate models were trained for internal and external threats:

• External Threat Model: A Random Forest Classifier and an SVM were trained.
The Random Forest model achieved an accuracy of 91.22% and SVM 89.9%. The
pipelines were saved in S3 bucket.

• Internal Threat Model: A Logistic Regression model was trained, achieving an
accuracy of 99.31%. The pipeline was saved in S3 bucket as well.

6 Real-Time Deployment and simulation with AWS

Lambda

6.1 Lambda Function

Lambda Functions are created to trigger. Provide name of the function select python as
runtime keep rest of the details as default as shown in figure 2 .

Figure 2: Lambda Function

Post creation of lambda function attach the IAM access permissions to the user as
shown in figure 3 and ensure the monitoring logs are generating in cloudwatch under Log
groups.
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Figure 3: User permissions

6.2 Incline Policies and user creation

For simulation purpose create 3 incline policies: One that provides basic access to the
user, another that asks for MFA and last to revoke the access of the user.

Create one user and apply any one policy to the user.

Figure 4: Initial policy

6.3 Simulation

After running the simulation script check the cloudwatch logs to verify the if the lambda
was triggered, inputs received and if the policy is applied.

The event received in Json format, as shown below

Figure 5: Sample JSON data recivied

Cloudwatch Logs with details of actions taken and policy enforcement Figure 6
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Figure 6: Policy Enforcement Logs

Policy applied to the user can be verified through IAM. The previous policy which is
conflicting with the current policy is removed.

Figure 7: Updated Policy

The ML model algorithms are in the .ipynb files created for this project are available
in the Git repository:
GitHub Repository: https://github.com/MaitreyeeM-student/ResearchP roject
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