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Designing and Enhancing Cloud Security through the
Implementation of Zero Trust Architecture in Cloud
Environments

Sandra Jacintha Mohanraj
23302241

Abstract

The shift to cloud computing requires a transformation towards resilient frame-
works in the absence of traditional perimeter-based security. This paper describes
the design, implementation, and evaluation of a Zero Trust Architecture (ZTA) on
Amazon Web Services (AWS) to protect against distributed diverse assets that are
assumed compromised at all times. The architecture follows the three core ZTA
principles: network micro-segmentation that restricts lateral movement, Multi-
Factor Authentication (MFA) for all identities, and least privileges access for all
users and services. AWS monitoring tools maintained continuous visibility and
threat detection. Efficacy was tested across automated scenarios representing vari-
ous access attempts while also measuring the performance impact. Results show
that the ZTA model prevented unauthorized access and statefully enforced robust
data policies in response to observed or attempted access. While not all controls are
without latency, the generated lag was minimally penalizing, suitable for produc-
tion environment use. Overall, this research demonstrates that a well-articulated
Z'TA improves security posture and provides quantifiable, real-world protection for
current cloud environments.

1 Introduction

The migration of enterprise infrastructure to cloud computing environments represents
a fundamental shift in modern information technology. This transition offers significant
advantages in scalability, operational efficiency, and innovation. However, it concurrently
introduces complex security challenges that render traditional security models inadequate.
As |Ahmed| [2024] outlines, the conventional approach, which relies on building a strong,
fortified network perimeter to separate a trusted internal network from an untrusted
external world, loses its efficacy when organizational assets, services, and users are dis-
tributed globally. In the cloud, the perimeter is no longer a static, physical boundary
but a dynamic and logical construct, making location-based trust assumptions inherently
flawed. |Oladimeji| [2024] provides a critical analysis of this problem, arguing that the
foundational principles of perimeter security are fundamentally incompatible with the
borderless nature of the cloud.

In response to these challenges, Zero Trust Architecture (ZTA) has emerged as the
leading strategic framework for securing contemporary digital ecosystems. In a broad
study, Mensah| [2024] mentions the fact that upside-down ZTA involves the traditional



model of security quite inverting and bases itself upon "never trust, always verify”, which
assumes threats in their boundaries (outside and inside). This, therefore, means that no
user or device is considered implicitly trustworthy because of its physical location or
location inside the network. Indeed, each access request is to be thoroughly verified and
validated based on per-session criteria before the resources are allocated. The identity-
centric approaches are best suited to environments where they are highly fluctuating
and possess a varied access pattern, such as a cloud. Most of the literature is published
and all the supporting literature about the important ZTA; comprehensive survey papers
by [Syed et al.| [2022] and Gambo and Almulhem [2025] covering theory, components,
frameworks, and applications of ZTA in work environments. However, while almost no
one could dispute the numerous potential theoretical advantages, the actual practice of
ZTA is very nuanced and needs to be undertaken with very careful consideration. ZTA
is not a single product or an off-the-shelf solution; rather, according to Bellamkonda
[2022], it is an architectural strategy in which different technologies and processes have
to integrate. Most of these organizations face the problem of creating a clear road map for
migration as well as an integrated structure to blend ZTA principles with their present
infrastructure in most conditions, particularly in those complex environments such as
hybrid or multi-cloud, which is discussed by Emmanni [2024] and |Adanigbo et al.| [2024].
Even though the security advantages of ZTA are thoroughly discussed, a key point that
usually goes unnoticed is whose impact it has on the performance of the systems. The
continuous verification, policy enforcement, and encryption inherent in the model could
introduce latency, potentially affecting application responsiveness and user experience.
While Sarkar et al| [2022] provide a comparative review of ZTA security in the cloud,
there remains a notable gap in the literature regarding empirical, quantitative analysis
of the performance trade-offs involved in a real-world implementation. This gap creates
uncertainty for architects and decision-makers who must balance security imperatives
with performance requirements.

1.1 Research Problem and Objectives

The central research problem addressed in this paper is the absence of a comprehensive,
validated blueprint for implementing a Zero Trust Architecture within a public cloud plat-
form that includes a rigorous, empirical analysis of its performance impact. While many
studies propose theoretical frameworks, such as the one by Phiayura and Teerakanok
[2023], there is a need for a practical case study that bridges the gap between theory and
demonstrable practice.

To address this problem, this paper investigates the following primary research ques-
tion: How can a practical and effective Zero Trust Architecture be designed and imple-
mented within a public cloud environment like AWS to demonstrably enhance security
while maintaining acceptable performance levels?

This leads to the following specific research objectives:

1. To design a multi-tiered cloud architecture based on the foundational principles
of Zero Trust, including network microsegmentation, least privilege access, and
explicit verification.

2. To implement this architecture using native Amazon Web Services (AWS) for net-
working, compute, identity management, and data storage.



3. To develop and enforce strict, identitycentric security policies, with Multi-Factor
Authentication (MFA) as a mandatory component for all user access.

4. To establish a comprehensive security visibility framework through the integration
of native logging, monitoring, and threat detection services.

5. To empirically validate the security effectiveness and systematically measure the
performance overhead of the implemented ZTA controls through an automated
testing suite.

1.2 Hypothesis

Based on the research objectives, the following primary hypothesis is proposed for this
study:

H1: The implementation of a Zero Trust Architecture in an AWS environment will
demonstrably improve the security posture by successfully preventing unauthorized access
and mitigating lateral movement, with a measurable but acceptable performance overhead
on critical system operations such as user authentication and network response times.

This hypothesis posits that the security enhancements provided by ZTA will outweigh
the marginal performance costs, making it a viable and superior security strategy for
modern cloud deployments.

1.3 Contribution to Scientific Literature

This research makes several key contributions to the field of cloud security. First, it
provides a detailed, reproducible case study of a ZTA implementation using widely avail-
able native cloud services, moving beyond theoretical discussion to practical application.
Second, it offers valuable empirical data on the performance impact of ZTA controls,
addressing a critical knowledge gap and providing a quantitative basis for organizational
decision making. Third, this work presents a robust, automated methodology for valid-
ating both the security posture and performance of a ZTA environment, which can be
adapted by other researchers and practitioners. By integrating design, implementation,
and rigorous validation, this paper serves as a holistic reference for building and operating
secure cloud environments under the Zero Trust model, extending the work of authors
like [Ji et al. [2025] on the evolution of cloud security frameworks.

2 Related Work

This section provides a comprehensive review of the existing literature pertinent to Zero
Trust Architecture, cloud security, and their intersection. The review is structured to first
establish the foundational shift in security thinking that necessitates ZTA, followed by an
exploration of its core principles and components. Subsequently, it examines documented
implementation strategies, their associated challenges, and the application of ZTA in
emerging technological domains. The section concludes by identifying critical gaps in the
current body of research, thereby providing a clear justification for the methodology and
contributions of this study.



2.1 The Paradigm Shift from Perimeter to Identity-Centric Se-
curity

In the past, enterprise security laid its emphasis on perimeter security, often comparable
to that of a castle and moat. This approach presupposes that anything found within the
network perimeter is trustworthy, and anything outside of it is not. The implementation
of cloud computing, however, along with remote working, and mobile devices have all
but eliminated the perimeter. /Ahmed| [2024] presents a thorough and ample synopsis of
this evolution of thougH, explaining how the distribution of assets across public, private,
and hybrid clouds makes perimeter defense less and less relevant. As critically analyzed
by [Oladimeji [2024], the principal flaw is that geographical location-based model clarity
relies on an assumption of trust that today in borderless environments cannot hold. Once
the perimeter is breached by an attacker, they can often move laterally with little effort,
as the internal systems are all too trusting of one another.

In this scenario, Zero Trust came up as a concept to change the game. This model
rejects the common notion of a trusted internal network; rather, it espouses a security
paradigm of "never trust, always verify.” Each request for access must be treated as one
originating from an untrusted network, no matter where it comes from. A thorough study
on this principle by Mensah| [2024] traces its evolution and highligHs its core mandate of
creating a path for strict identity verification and authorization for every user and device
seeking access to a resource. Thus, the change in focus from network segmentation to
strong identity authentication is an immensely stronger model suited for the complexities
of distributed cloud systems, as furthered in the identity-management evolution work of
Ji et al| [2025].

2.2 Core Principles and Components of Zero Trust Architec-
ture

The academic and industry literature has converged on a set of core principles that define
a Zero Trust Architecture. Comprehensive surveys by |Syed et al|[2022] and |Gambo and
Almulhem| [2025] provide a detailed taxonomy of these principles, which are foundational
to any ZTA implementation. The key tenets include:

e Identity as the Primary Perimeter: Access decisions are based on the identity
of the user and the context of their request, including device health, location, and
the service being requested, rather than simply their network location.

e Enforce Least Privilege Access: Users and systems should only be granted the
absolute minimum level of access required to perform their specific tasks. This
principle, often referred to as ”just-in-time” and ”just-enough” access, severely
limits the potential damage from a compromised account.

e Assume Breach: The architecture is designed with the assumption that a breach
has already occurred or will inevitably occur. This mindset forces the implementa-
tion of controls to limit the ”blast radius” of an attack, such as micro-segmentation.

e Micro-segmentation: The network is broken down into small, isolated security
zones. By creating granular segments around specific workloads or applications
and enforcing strict access controls between them, micro-segmentation prevents
attackers from moving laterally across the network after an initial compromise.
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e Continuous Monitoring and Analytics: All network traffic and access requests
are logged, inspected, and analyzed for malicious or anomalous activity. This con-
tinuous feedback loop allows for dynamic policy adjustments and rapid threat de-
tection and response. |Ghasemshirazi et al. [2023] explore the applications and
opportunities that arise from this rich data stream.

These principles are not merely theoretical; they are operationalized through a policy
engine and a policy enforcement point that work in concert to grant or deny access to
resources on a per-request basis.

2.3 Implementation Strategies and Challenges

The concepts underlying ZTA may seem quite simple, but that does not mean putting
such theoretical notions into actual use will be easy. Bellamkonda [2022] addresses many
of the designs, challenges, and best practices for applying ZTA: ZTA should be seen as a
journey, not a destination. Implementing ZTA is a phased approach-the beginning with
discovering assets and determining the number and flows of sensitive data, all the way
through to implementing tigHer controls.

One of the few significant challenges is adopting a ZTA architecture from legacy
systems. It would be a significant concern for an organization having complex inter-
connected infrastructure that even attempts building a cohesive framework of migration
endeavors, as stated in Phiayura and Teerakanok| [2023]. The difficulty of the task in-
creases with multi-cloud environments and hybrid ones, where a single policy cannot be
easily enforced on multiple platforms. Adanigbo et al.| [2024] evaluate the above specific
challenges caused by multi-cloud microservices platforms, while Emmanni [2024] concen-
trates on the idiosyncratic challenges of ZTA deployment in hybrid cloud environments.

The aspect of human factor represents compromise. An organization adopting ZTA
would have to undergo a change in culture from a convenience-implied trust mindset
to safety awareness-verified trust. This takes a lot of training and communication to
ensure that safety policies do not hamper productivity. The study done by Kumar| [n.d.]
on ZTA for micro, small, and medium enterprises addresses these organizational issues
and their implications, where resilience needs to be highligHed during the shift toward
digital transformation. The five-stage structured process of implementation as reviewed
by Kulkarni et al.| [2025] could be one approach toward meeting these technical and
organizational challenges.

2.4 Extending Zero Trust to Emerging Domains

The flexibility with which Zero Trust can be applied has led to its use and study in an
abundance of emerging technologies, extending well beyond enterprise I'T. With ever-
growing amounts of resource-constrained IoT devices deployed often in untrusted envir-
onments, they are excellent candidates for a ZTA approach. This makes for a very rich
area where investigation can take place. |Al-Tamimi et al. [2024] and Rahman and Peru-
math! [2025] have considered the application of ZTA as a means of securing IoT networks,
while discussing the unique challenges and potential resolutions involved in that space.
As telecommunications are transitioning to 6G networks, ZTA is seen as one of the
critical security architectures to adopt by contrast. Nahar et al.| [2024] provide a detailed
survey on ZTA applications and challenges in future 6G networks, where it is expected



that a massively broader number of devices and dynamic services are in demand and will
require a very scalable and adaptive security model. Moreover, some other researchers
are attempting to relate ZTA with other emerging technology themes. In one of such re-
views, Alevizos et al.| [2022] investigate how to leverage blockchain to support ZTA at the
endpoint of the device identity and trust posture by providing decentralized and immut-
able ledger storage. Additionally, the synergy between ZTA and Al in threat detection
has become one area quite alive with research interest, as they state in their systematic
review by Zakhmi et al.| [2025] in high-risk data environments such as healthcare. All of
these extensions demonstrated the flexibility and perpetual relevance of the Zero Trust
philosophy.

2.5 Research Gaps and Justification for the Current Study

Despite the extensive body of literature covering the theoretical foundations and strategic
benefits of ZTA, a significant gap remains concerning its practical, empirical validation.
The majority of existing works are systematic literature reviews [Gambo and Almul-
hem), |2025], surveys [Syed et al., 2022], or high-level framework proposals [Phiayura and
Teerakanok, [2023]. While these are invaluable for building a conceptual understanding,
they often lack detailed implementation blueprints and, more importantly, quantitative
performance analysis.

Few studies have ventured to measure the real-world performance overhead introduced
by the continuous verification and encryption cycles inherent in ZTA. As [Sarkar et al.
[2022] note in their comparative review, while security benefits are often assumed, the
cost in terms of latency, throughput, and resource utilization is not well-quantified. This
lack of empirical data is a major barrier to adoption, as organizations are hesitant to
implement security controls that could negatively impact business-critical applications.
Without this data, the discussion of balancing security and performance remains largely
qualitative.

This study is designed specifically to address this gap. By not only designing and
implementing a functional ZTA in a live AWS environment but also developing a cus-
tom, automated test suite to measure its security efficacy and performance impact, this
research moves beyond theory. It aims to provide the concrete, quantitative data that is
currently missing from the literature. This empirical evidence will enable a more informed
discussion about the viability of ZTA and provide a practical, validated blueprint that
other practitioners and researchers can build upon, directly responding to the challenges
highligHed by Bellamkonda [2022] and (Oladimeji [2024].



Table 1: Performance Metrics of AWS Zero Trust Implementation

Metric Average (s) Min (s) Max (s)
AWS API Authentication 0.450 0.240 0.374
HTP Web Server Response 0.399 0.226 0.432
SSH Connection Time 2.400 1.285 2.559
S3 List Objects 0.937 — —
S3 Upload (Test File) 0.459 - -
S3 Download (Test File) 0.226 - -
CloudTrail API (DescribeTrails) 1.065 - -
GuardDuty API (ListDetectors) 0.871 - -
VPC Flow Logs API (Describe) 1.094 - -
KMS API (DescribeKey) 1.565 - -

Table 2: Security Efficacy of AWS Zero Trust Implementation

Test Case Outcome Bypass Observed
Direct SSH to DB (Private Subnet) Blocked No
DB Access via Non-Standard Port Blocked No
Web DB on Port 3306 (Allowed Path) Allowed No
S3 Write by Read-Only User Blocked No
EC2 Launch by Limited User Blocked No
IAM User Creation by Limited User Blocked No
Actions Without MFA Blocked No
Revoked User Access (Post-Deprovision)  Blocked No

3 Methodology

In order to systematically answer research questions and test the hypothesis or theory
regarding design, execution, and improvement of cloud security through a Zero Trust
Architecture (ZTA) framework, this research adopted a constructive research method.
This is very apt for engineering and information systems disciplines considering its focus
on the production and evaluation of a new artifact to solve specific real-world problems.
This paper’s contribution is a fully functional multi-layered ZTA built within the AWS
cloud. The method has been well designed to ensure the on-ground applicability of im-
plemented architecture and scientific rigor in its evaluation. All the research activities
were carried out within one dedicated and isolated AWS account (ID: 272307476028),
that of the eu-north-1 (Stockholm) region. This provided a controlled environment, free
from the variables of pre-existing infrastructure, allowing for a clean-slate implementation
and objective assessment. The entire methodological process was structured into three
distinct and sequential phases: (1) Architectural Design and Foundational Implement-
ation, (2) Multi-Layered Security Control Configuration, and (3) Empirical Validation
and Quantitative Performance Measurement.



3.1 Phase 1: Architectural Design and Foundational Imple-
mentation

The initial phase of the research was dedicated to translating the theoretical principles of
Zero Trust into a tangible cloud infrastructure. The core design philosophy was to build a
secure-by-default environment that operationalizes key ZTA tenets, most notably network
micro-segmentation and the principle of least exposure for critical resources. The careful
design and provision of these fundamental network and computation resources have been
involved.

3.1.1 Network Foundation and Micro-segmentation

At the core of the architecture is a logically isolated and controlled network seen with the
AWS Virtual Private Cloud (VPC) service. A single VPC called ‘ZTA-VPC* was created
with the ‘10.0.0.0/16° Classless Inter-Domain Routing (CIDR) block. This creates a large,
private IPv4 address space with the guarantee that subsequent resources will reside within
this private network boundary that is barricaded against other tenants of the AWS cloud.

The VPC is deliberately split up into two dissimilar subnets each with a different
functional purpose so as to establish distinct security posture and purpose in keeping
with the ZTA principle of micro-segmentation, which restricts lateral movement when a
breach has occurred:

1. Public Subnet: The subnet titled Public-Subnet was created out of the 10.0.1.0/24
CIDR, and this subnet was meant to go along with resources that, by nature, require
immediate connection to the Internet; for instance, the front end of a web server.
An AWS Internet Gateway, ZTA-IGW, was built and connected to the ZTA-VPC
for that purpose. In turn, a parallel route table, Public-RT, was created along with
a default route (0.0.0.0/0) explicitly routed to the Internet Gateway. This route
table was assigned only to Public-Subnet, opening up that route for its resources
to and from the public Internet.

2. Private Subnet: A second subnet, named ‘Private-Subnet‘, was provisioned with a
‘10.0.2.0/24¢ CIDR block. This subnet was designed to house the protected database
tier, which should never be exposed directly to the internet. Critically, this subnet
was not associated with the public route table and possessed no default route to
the Internet Gateway. This intentional architectural choice is a fundamental control
that effectively isolates the database server, making it completely inaccessible from
any external network and thus significantly reducing its attack surface.

This carefully planned dual-subnet design operationalizes the concept of micro-segmentation
by creating distinct security zones. It mandates that all network traffic destined for the
protected backend must originate from or be routed through the controlled front-end tier,
which acts as a security checkpoint.

3.1.2 Compute Resource Deployment

To simulate a standard two-tier web application architecture for realistic testing, two
Amazon Elastic Compute Cloud (EC2) instances were strategically deployed into the
previously defined subnets:



1. WebServer: An ‘Amazon Linux 2023° instance of type ‘t3.micro‘ was launched into
the ‘Public-Subnet‘. This instance was configured to automatically receive a public
[P address (‘51.20.86.161°) upon launch to ensure its accessibility from the internet
for testing purposes. A user data script was supplied during the launch process to
automate the installation and activation of an Apache web server (‘httpd‘), which
was configured to serve a simple static webpage.

2. DBServer: A second ‘Amazon Linux 2023° instance of the same ‘t3.micro‘ type
was launched into the secure ‘Private-Subnet‘. In stark contrast to the web server,
the option to auto-assign a public IP address was explicitly disabled. The user data
script for this instance was configured to automate the installation and activation
of a MariaDB database server, representing the application’s sensitive data tier.

The specific placement of these compute instances within their designated security zones
was a deliberate methodological choice, creating a practical environment to test and
validate the efficacy of the network, identity, and access control policies implemented in
the subsequent phases.

3.2 Phase 2: Multi-Layered Security Control Configuration

With the foundational infrastructure in place, the second phase focused on the meticulous
deployment of a comprehensive set of security controls that form the core of the Zero Trust
Architecture. These controls were implemented across multiple layers of the technology
stack, including identity and access management, network access control, data protection,
and a pervasive monitoring and visibility fabric.

3.2.1 Identity and Access Management (IAM)

Recognizing that identity serves as the new perimeter in a modern Zero Trust model,
a rigorous and granular IAM strategy was implemented. This strategy was designed to
enforce the principles of least privilege and explicit, strong verification for all entities,
both human and machine.

e User and Service Identities: An administrative user, ‘AdminUser‘, was cre-
ated with the ‘AdministratorAccess‘ policy to perform the initial setup and con-
figuration of the environment. This highly privileged account was immediately
secured with a strong, rotated password and mandatory Multi-Factor Authentic-
ation (MFA) using a virtual MFA device (Google Authenticator). To test and
demonstrate the principle of least privilege, a second user, ‘AppUser‘, was cre-
ated with highly constrained, read-only permissions to specific services, namely
‘AmazonS3ReadOnlyAccess' and ‘AmazonEC2ReadOnlyAccess‘. This ensured that
the ‘AppUser‘ could only perform necessary observational tasks and was denied any
state-changing actions by default. For machine-to-machine authentication, an TAM
Role named ‘ZTA-EC2-S3ReadRole‘ was created. This role was attached to the
‘WebServer: EC2 instance, granting it temporary, dynamically-generated creden-
tials to read data from S3 buckets. This approach obviates the insecure practice
of storing long-term static credentials on the instance itself and exemplifies the
application of ZTA principles to non-human identities.



e Programmatic MFA Enforcement: A cornerstone of the identity strategy was
the programmatic enforcement of MFA, transforming it from an optional best prac-
tice into a mandatory security control. A custom IAM identity-based policy, named
‘mfacompliancepolicy, was authored. The policy was engineered with a broad
‘Deny* statement that explicitly blocks all API actions across all services and re-
sources if the requesting user’s session is not authenticated using an MFA device.
This was achieved by using a condition key that checks for the presence of the
‘aws:MultiFactorAuthPresent® flag in the session context. To avoid locking users
out, the policy included a very narrow set of exceptions in a ‘NotAction‘ block,
allowing users to perform only the actions necessary to set up their own MFA
device and manage their password. This policy represents a powerful and effective
technical enforcement of the ”always verify” ZTA tenet.

3.2.2 Granular Network Access Control

To enforce the micro-segmentation policy at the instance level, AWS Security Groups were
utilized as stateful, host-based firewalls. Two distinct security groups were configured
with explicit allow-list rules:

e Web-SG: This security group was attached to the ‘WebServer® instance. It was
configured to allow inbound traffic only on essential, publicly-facing ports: HTTP
(port 80), HTTPS (port 443), and SSH (port 22) from any IP address (‘0.0.0.0/0°).
All other inbound traffic was implicitly denied.

e DB-SG: This security group was attached to the ‘DBServer instance. Its inbound
rules were configured with maximum strictness to enforce the isolation of the data
tier. It was configured to allow inbound traffic on the MySQL port (3306) and
the SSH port (22) only from the ‘Web-SG* security group as the source. This
critical rule, referencing another security group ID instead of an IP range, ensures
that the database can only be accessed by the application tier. It is completely
inaccessible directly from the internet or from any other resource not associated
with the ‘Web-SG*, thereby providing robust protection against lateral movement.

3.2.3 Data Protection at Rest

To protect sensitive information stored within the environment, a data-at-rest encryption
strategy was implemented. This control ensures that data remains confidential even if
the underlying physical storage medium is compromised.

e AWS Key Management Service (KMS): A customer-managed symmetric en-
cryption key, with the alias ‘ztakmskey*, was created using AWS KMS. Fine-grained
permissions were defined for this key, explicitly granting administrative and usage
permissions only to the ‘AdminUser’.

e Amazon S3 Bucket Encryption: An S3 bucket, named ‘zta-s3-bucket‘, was
created to simulate storage for application data. The bucket’s properties were
modified to enable default encryption. This was configured to use the server-side
encryption with KMS (SSE-KMS) option, specifying the newly created ‘ztakmskey*.
This policy ensures that all objects uploaded to the bucket are automatically and
transparently encrypted before being written to disk.
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3.2.4 Comprehensive Monitoring and Visibility Fabric

A core tenet of Zero Trust is to "assume breach” and ”log everything” to enable rapid
detection and response. To this end, a comprehensive visibility fabric was deployed using
a suite of native AWS monitoring and security services.

e AWS CloudTrail: A trail named ‘ZTA-CloudTrail* was configured to capture a
complete and immutable audit log of all account activity. This was configured to
log all management events, data events for S3 objects, and network activity events.
The logs were securely stored in a dedicated S3 bucket and also integrated with
Amazon CloudWatch Logs for real-time analysis and alerting.

e Amazon GuardDuty: The GuardDuty service was enabled for the entire AWS
account. This managed threat detection service uses machine learning and anomaly
detection to continuously monitor for malicious activity and unauthorized behavior
by analyzing CloudTrail logs, VPC Flow Logs, and DNS query logs.

e VPC Flow Logs: To gain deep insight into network traffic, a flow log named
‘zta-vpe-flow-log* was created for the ‘ZTA-VPC‘. This was configured to capture
metadata about all IP traffic flowing to and from the network interfaces within the
VPC. These logs were configured to be delivered to a dedicated CloudWatch Logs
group for analysis.

3.3 Phase 3: Empirical Validation and Performance Measure-
ment

The final and most critical phase of the methodology was the empirical validation of
the implemented architecture. A purely theoretical design is insufficient; its effectiveness
and practicality must be demonstrated through rigorous testing. This was accomplished
through a suite of automated scripts designed to systematically test both the functional
security controls and to quantify the performance overhead of the ZTA implementation.
This automated approach was chosen to ensure repeatability, consistency, and objectivity
in the data collection process.

3.3.1 Automation Framework and Test Environment Setup

A series of Windows batch scripts and a Python script were developed to orchestrate
the entire testing lifecycle. A master script, ‘execute_all_tests.bat‘, served as the main
entry point and performed a structured sequence of operations. This included checking
for local prerequisites (AWS CLI, Python), creating a suite of five distinct TAM test users
with varying permission levels to simulate different personas, programmatically applying
the mandatory MFA policy to these users, executing the functional and performance
test suites, simulating a user de-provisioning event by revoking access for one user, and
finally, performing a verification check to confirm the revocation was successful. This
end-to-end automation provided a robust and consistent method for evaluating the ZTA
environment.

3.3.2 Functional Security Testing

A dedicated script was used to validate the effectiveness of the implemented security
controls. The tests were logically divided into two categories to provide a comprehensive
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assessment:

e Verification of Authorized Actions (Positive Tests): These tests confirmed
that legitimate and correctly authorized actions were permitted by the system.
This included a user with appropriate permissions successfully listing S3 buckets,
an external user accessing the web server via HI'TP, and an administrator querying
the status of security services.

e Verification of Denied Actions (Negative Tests): This crucial set of tests
attempted to perform a variety of unauthorized actions to confirm that the ZTA
controls correctly blocked them. These tests were designed to probe the most critical
security boundaries of the architecture. Key negative tests included: attempting
to establish an SSH connection directly to the private ‘DBServer® from an external
source; attempting to connect to the database port on the publicly exposed ‘Web-
Server‘; a read-only user attempting to write data to an S3 bucket; and a user with
limited privileges attempting to perform highly privileged actions such as creating
a new IAM user or launching a new EC2 instance. The success of these tests was
determined by the system correctly returning an ” Access Denied” or timeout error.

3.3.3 Quantitative Performance Measurement

To address the research objective of quantifying the performance impact of ZTA, a series
of automated tests were conducted to measure latency across different system compon-
ents.

e Authentication Latency: The time taken to complete a basic, authenticated
AWS API call was measured over multiple iterations to assess any overhead intro-
duced by the TAM policy evaluation engine.

e Network Performance: The HTTP response time from the public ‘WebServer
and the time to establish an SSH connection were measured to evaluate any latency
introduced by the network-level controls and monitoring services.

e Service Performance: The API response times for various foundational services,
including S3 data operations (list, upload, download), as well as the security ser-
vices themselves (CloudTrail, GuardDuty, KMS), were measured to quantify any
performance impact of the comprehensive security posture.

The Python-based monitoring script not only executed these timing measurements but
also leveraged the AWS SDK to push the results as custom metrics to Amazon Cloud-
Watch. This allowed for the collection, aggregation, and visualization of a rich perform-
ance dataset over time, providing a robust empirical basis for the analysis presented in
the subsequent sections of this report.

4 Design Specification

The design specification for this Zero Trust Architecture (ZTA) is grounded in the core
principles outlined by the National Institute of Standards and Technology (NIST SP 800-
207), adapted for practical implementation using native services within the Amazon Web
Services (AWS) cloud platform. The architecture is explicitly designed to shift from a
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traditional, location-based security model to a modern, identity-centric paradigm. The
fundamental design goal is to create a secure-by-default environment where trust is never
implicit, and every access request is rigorously inspected, authenticated, and authorized
before being granted. This is achieved through a multi-layered strategy that integrates
controls across the network, identity, data, and application planes.

4.1 Architectural Overview

The implemented architecture, depicted in Figure [I} represents a multi-tiered system de-
signed to protect a simulated web application. The design’s primary components include
the network foundation within a Virtual Private Cloud (VPC), distinct user and ser-
vice identities managed by IAM, a comprehensive monitoring and visibility fabric, and
data protection mechanisms. The diagram illustrates the flow of access requests from
external entities (User, Malicious Actor) and the enforcement of ZTA policies at multiple
checkpoints, ensuring that direct, unauthenticated access to protected resources like the
database server is blocked by design.

Figure 1: Zero Trust Architecture Implementation on AWS

4.2 Network and Environment Segmentation

The network design enforces strong isolation and micro-segmentation to limit the ”blast
radius” of a potential breach and prevent unauthorized lateral movement.

e VPC as an Isolation Boundary: The entire environment is encapsulated within
a single VPC (‘ZTA-VPC‘), which acts as a logical data center, isolating all re-
sources from the public AWS network.

e Two-Tier Subnet Strategy: The VPC is partitioned into a public and a private
subnet. The ‘Public-Subnet’ is designed as a controlled zone for internet-facing
resources (the ‘WebServert). It is the only subnet with a route to the Internet
Gateway (‘ZTA-IGW'), making it the sole entry and exit point for internet traffic.
The ‘Private-Subnet‘ is a secure enclave with no direct internet route, designed to
host the protected ‘DBServer‘. This two-tier design ensures the database is shielded
from external threats.

e Micro-segmentation via Security Groups: At a more granular level, Security
Groups act as stateful firewalls for the EC2 instances. The ‘Web-SG* allows public
access on standard web ports (80, 443) and SSH (22). The ‘DB-SG* is the critical
control for preventing lateral movement; it is configured to allow database (3306)
and SSH (22) traffic only from the ‘Web-SG* security group itself. This design
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choice is superior to using IP ranges, as it creates a dynamic and resilient rule that
is independent of the web server’s IP address, perfectly embodying the principle of
micro-segmentation.

4.3 Identity-Centric Access Control

In this ZTA design, identity serves as the primary control plane. Access is granted based
on the verified identity of a principal (user or service), not its network location.

e Least Privilege Identities: Distinct IAM users (‘AdminUser, ‘AppUser‘) and
roles (‘ZTA-EC2-S3ReadRole') were created with the minimum necessary permis-
sions. The ‘AppUser* is restricted to read-only actions, demonstrating how privilege
is curtailed by default. The IAM Role for the EC2 instance allows the application to
access AWS services securely without storing long-term credentials on the instance.

e Mandatory Multi-Factor Authentication (MFA): The architecture’s corner-
stone is the programmatic enforcement of MFA. A specific IAM policy (‘mfacom-
pliancepolicy‘) was designed to deny all actions by default unless the session is
authenticated with an MFA token. This policy explicitly moves the system from
a single-factor to a multi-factor authentication model, significantly raising the bar
for attackers to compromise an identity.

4.4 Data Protection and Encryption

The design mandates the protection of data at all stages. For data at rest, a robust
encryption strategy was implemented.

e Centralized Key Management: AWS Key Management Service (KMS) was
used to create a customer-managed key (‘ztakmskey‘). This centralizes control over
the cryptographic keys used for encryption, allowing for detailed audit trails and
granular permission management on the key itself.

e Default Encryption: The primary S3 bucket (‘zta-s3-bucket‘) was configured
to enforce default server-side encryption using the created KMS key (SSE-KMS).
This ensures that all data written to the bucket is automatically encrypted without
requiring any action from the client, enforcing a secure-by-default posture for data
storage.

4.5 Comprehensive Visibility and Threat Detection

A core ZTA tenet is to assume breach and maintain continuous visibility to detect threats.
This design integrates a suite of services to create a powerful monitoring fabric.

e Audit Logging: AWS CloudTrail (‘ZTA-CloudTrail‘) is enabled to log every API
call made within the account, providing an immutable record for forensic analysis.

e Threat Detection: Amazon GuardDuty is enabled to continuously analyze logs
for malicious or unauthorized behavior, providing intelligent and automated threat
detection.
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e Network Monitoring: VPC Flow Logs are configured to capture all IP traffic
metadata within the VPC, offering deep visibility into network communications for
threat hunting and anomaly detection.

Together, these services provide the necessary telemetry to verify the security posture
and respond to incidents in near real-time, fulfilling the ”always monitor” requirement of
a Zero Trust environment.

5 Implementation

The implementation phase translated the abstract design specification into a fully opera-
tional and testable prototype of the Zero Trust Architecture. This process was conducted
entirely within the Amazon Web Services cloud platform, leveraging a combination of nat-
ive services for infrastructure provisioning, security control enforcement, and monitoring.
The primary tools utilized for this implementation were the AWS Management Console
for initial setup and visual verification, and more significantly, the AWS Command Line
Interface (CLI) for precise and scriptable configuration. The automation of validation
procedures was accomplished through a suite of custom-developed scripts using Windows
Batch, PowerShell, and the Python programming language, ensuring a consistent and
repeatable testing methodology.

The final implemented system is a multi-layered, secure environment composed of four
key operational outputs: the core network and compute infrastructure, a robust identity
and access management layer, a comprehensive data protection and monitoring fabric,
and an automated framework for validation and performance analysis.

5.1 Network Infrastructure and Compute Environment

The network foundation was implemented as a Virtual Private Cloud (‘ZTA-VPC') within
the ‘eu-north-1° region, providing a logically isolated space for all project resources. This
VPC had 2 different subnets so that there would be separation of concerns at the network
level. The ‘Public-Subnet® was configured with a route to an Internet Gateway, enabling
it to host the internet-facing ‘WebServer‘. This server was provisioned as an Amazon EC2
‘t3.micro‘ instance running Amazon Linux 2023, with an Apache web server automatically
installed and configured via a user data script at launch.

In contrast, the ‘Private-Subnet’ was implemented without a route to the Internet
Gateway, ensuring its complete isolation from direct internet traffic. Within this secure
subnet, the ‘DBServer was deployed, also as an ‘t3.micro‘ instance, with a MariaDB
database server automatically provisioned via its own user data script. Network traffic
flow between these tiers and to the internet was strictly controlled by two Security Groups.
The ‘Web-SG* was implemented to allow public inbound traffic only on ports 80, 443,
and 22. The ‘DB-SG* was critically configured to only accept traffic on the database and
SSH ports from the ‘Web-SG* itself, thereby enforcing the micro-segmentation designed
to prevent lateral movement.

5.2 Identity, Access, and Policy Enforcement Layer

The implementation of the identity control plane was central to the ZTA model. The
final system includes a set of IAM principals with carefully scoped permissions. An ‘Ad-

15



minUser’ with administrative privileges was created for system management, while an
‘AppUser‘ was implemented with minimal read-only permissions to demonstrate the prin-
ciple of least privilege. For non-human identities, an IAM Role (‘ZTA-EC2-S3ReadRole*)
was created and attached to the ‘WebServer‘, allowing it to securely access S3 using
temporary credentials.

The most critical component of the identity layer implementation was the program-
matic enforcement of Multi-Factor Authentication (MFA). A custom IAM policy, ‘mfa-
compliancepolicy‘, was developed and attached to all test users. This policy was engin-
eered to operate on a ”default deny” basis, leveraging an IAM condition key to check for
the presence of an MFA context in a user’s session. It effectively blocks all API actions
if MFA is not used, with only narrow, explicit exceptions for users to manage their own
credentials. This transformed MFA from a simple recommendation into a mandatory,
non-negotiable prerequisite for system access.

5.3 Data Protection and Security Monitoring Fabric

To protect data at rest and ensure continuous visibility, a fabric of integrated security
services was deployed. For data protection, an S3 bucket named ‘zta-s3-bucket’ was
provisioned and configured with default encryption. This was implemented using the
Server-Side Encryption with KMS (SSE-KMS) option, linked to a dedicated, customer-
managed cryptographic key (‘ztakmskey‘) created in the AWS Key Management Service.
This ensures all data stored in the bucket is automatically encrypted.

The visibility fabric was implemented by enabling and configuring three core AWS ser-
vices. An AWS CloudTrail trail (‘ZTA-CloudTrail‘) was established to capture a complete
and immutable log of all API calls, data events for S3, and network activity, with logs
archived to a secure S3 bucket and streamed to CloudWatch Logs for analysis. Amazon
GuardDuty was enabled for the account, providing an intelligent threat detection layer
that continuously analyzes the generated logs for anomalies and known threat signatures.
Finally, VPC Flow Logs were activated for the ‘ZTA-VPC‘, configured to capture all IP
traffic metadata and deliver it to CloudWatch Logs, completing the visibility triad by
providing deep insight into all network communications.

5.4 Automated Validation and Testing Framework

A significant output of the implementation phase was the development of a sophisticated,
automated framework for validating the architecture’s security efficacy and performance.
This framework was produced as a suite of scripts, ensuring that all tests could be run
consistently and objectively. The primary languages and tools used to build this frame-
work were Windows Batch for overall script orchestration, PowerShell for its advanced
network testing and timing capabilities, and Python, specifically with the ‘boto3‘ (AWS
SDK) and ‘requests* libraries, for complex API interactions and performance metric col-
lection.

This framework includes scripts to automate the creation of various IAM user personas
for testing, to apply the mandatory MFA policy, and to simulate a user revocation life-
cycle. The core of the framework consists of two main test suites: a functional test script
that validates the security controls by attempting both authorized and unauthorized
actions, and a performance testing script that measures the latency of key operations, in-
cluding authentication, network response, and API calls to various services. The Python
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component of this framework was further developed to push all collected performance
metrics into Amazon CloudWatch under a custom namespace, producing a rich dataset
for quantitative analysis.

6 Evaluation

This section provides a full account of the empirical data produced by the automated
validation of the implemented ZTA. The output is carefully analyzed to provide feed-
back on the effectiveness of our security controls, as well as a measure of the overall
performance overhead of operating the ZTA model. The analysis covers two distinct as-
pects of evaluation: qualitative feedback on functional security tests confirming whether
or not the architecture was able to enforce its core criteria, and quantitative assessment
of the performance, to answer the more significant question of continued operation in
a production-like environment. The findings are interpreted in relation to the research
objectives and hypothesis, providing a clear picture of the architecture’s overall success.

6.1 Functional Validation of Zero Trust Security Controls

The primary objective of the functional tests was to verify that the implemented security
controls behaved precisely as designed, correctly permitting authorized actions while
unequivocally blocking unauthorized attempts. The results from the automated test
suite provided definitive evidence of the architecture’s security posture.

6.1.1 Verification of Micro-segmentation and Least Privilege Access

The tests designed to probe the network and identity boundaries yielded clear and suc-
cessful outcomes. The most critical findings include:

e Network Isolation of the Data Tier: The attempt to establish a direct SSH
connection from an external source to the ‘DBServer‘ in the private subnet failed
with a timeout, as expected. This result empirically confirms that the VPC routing
and Security Group configurations successfully isolated the database tier from the
public internet, preventing a common attack vector.

e Prevention of Lateral Movement: The test simulating an attacker attempting
to connect from the compromised ‘WebServer‘ to the ‘DBServert on an unauthor-
ized port (e.g., a non-database port) was successfully blocked. Conversely, the
authorized connection from the ‘WebServer' to the ‘DBServer‘ on the designated
database port (3306) succeeded. This pair of results demonstrates the effective
implementation of micro-segmentation, as the ‘DB-SG‘ control correctly limited
communication to only the explicitly allowed path and protocol, thus preventing
unauthorized lateral movement.

¢ Enforcement of Least Privilege: The test scenarios involving the ‘AppUser‘, an
identity with intentionally restricted permissions, were highly successful. When this
user attempted to perform privileged actions such as uploading a file to an S3 bucket
or launching a new EC2 instance, the AWS API returned ” Access Denied” errors.
This outcome validates the correct implementation of the principle of least privilege,
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demonstrating that the IAM policies effectively restricted the user’s capabilities to
only their intended read-only functions.

These functional tests collectively confirm that the core defensive mechanisms of the
ZTA—network isolation, micro-segmentation, and least privilege access—were implemen-
ted correctly and are effective at enforcing the defined security policy. The architecture
successfully thwarted simulated attacks aimed at bypassing these foundational controls.

6.2 Quantitative Analysis of Performance Overhead

A central concern with any ZTA implementation is the potential for performance degrad-
ation due to the overhead of continuous verification, logging, and encryption. The second
set of tests was designed to quantify this impact by measuring the latency of key system
operations. The data, collected over multiple iterations by the automated performance
scripts, provides valuable insigH into the practical trade-offs between enhanced security
and system performance.

6.2.1 Authentication and API Latency

The performance tests measured the time required to complete a basic, authenticated
API call to the AWS Security Token Service (STS). This test serves as a proxy for the
overhead imposed by the IAM policy evaluation engine, including the mandatory MFA
checks. The average authentication latency was recorded at approximately 0.450 seconds.
While this is not instantaneous, it represents a minimal and largely imperceptible delay
for human-initiated actions and is well within acceptable limits for automated system
interactions. The consistency of the results across multiple iterations suggests that the
policy evaluation overhead is stable and predictable.

Latency Min/Avg/Max (s) for Key Paths

conds)

Latency (se

AWS API Auth HTTP Response

Figure 2: Min/Avg/Max latency (seconds) for key paths (AWS API authentication,
HTP response, SSH connection). Results support acceptable overhead under Zero Trust
enforcement.
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Table 3: Summary of Functional Security Control Validation Tests

Test Scenario

Description and Expected Out-
come

Result

Micro-segmentation and Network Isolation

Direct DB Access

Unauthorized Port Access

Lateral Movement Path

Public Web Access

Attempt to SSH directly to the DB-
Server’s private IP from an external
source. Expected to fail (timeout).

Attempt to connect from the WebServer
to the DBServer on a non-standard, dis-
allowed port. Expected to fail.

Attempt to SSH from the WebServer to
the DBServer on the allowed SSH port.
Expected to succeed.

Attempt to access the WebServer via
HTP from the public internet. Expec-
ted to succeed.

Identity and Least Privilege Enforcement

Privileged Action (S3 Write)

Privileged ~ Action (EC2
Launch)

Privileged Action (IAM Cre-
ate)

MFA Enforcement

User Revocation

A user with read-only S3 permissions at-
tempts to upload a file. Expected to fail
(Access Denied).

A user with limited permissions at-
tempts to launch a new EC2 instance.
Expected to fail (Access Denied).

A user with limited permissions at-
tempts to create a new IAM user. Ex-
pected to fail (Access Denied).

A user attempts to perform actions
without an active MFA session under
the strict MFA policy. Expected to fail.

After detaching policies from a user, an
attempt is made to use their credentials.
Expected to fail.

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

6.2.2 Network and Application Response Times

The performance of the user-facing web application is a critical metric. Tests measuring
the HTP response time from the ‘WebServer‘ showed an average latency of approximately
0.399 seconds. This rapid response time indicates that the combination of VPC network-
ing, Security Group rules, and the active monitoring services (GuardDuty, VPC Flow
Logs) did not introduce a significant or user-noticeable delay for standard web traffic.
This finding is particularly important, as it suggests that a robust ZTA monitoring fabric
can be implemented without compromising the performance of front-end applications.
The SSH connection time, which is more relevant for administrative access, averaged
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around 2.4 seconds. While longer than the HTP response, this is a typical duration for
establishing a secure, encrypted shell session and is considered highly acceptable for its
use case.

Table 4: Summary of Quantitative Performance Metrics (in seconds)

Performance Metric Average Latency Min Latency Max Latency

Authentication and Network Performance

AWS API Authentication 0.450s 0.240s 1.285s
HTP Web Server Response 0.399s 0.374s 0.432s
SSH Connection Time 2.400s 2.305s 2.559s
Data Service Performance (S3 Encrypted Bucket)

S3 List Objects 0.937s - -
S3 Upload (Test File) 0.459s - -
S3 Download (Test File) 0.226s - -
Security Services API Performance

CloudTrail API (Describe Trails) 1.065s - -
GuardDuty API (List Detectors) 0.871s - -
VPC Flow Logs API (Describe) 1.094s - -
KMS API (Describe Key) 1.565s - -

Average Latencies (s) Across ZTA Components

Figure 3: Average latency (seconds) across AWS ZTA components. The ZTA controls
introduce minimal overhead for user-facing paths while maintaining strong security ser-
vices responsiveness.

6.2.3 Performance of Security and Data Services

The final set of performance tests measured the latency of interacting with the security
services themselves and the encrypted data store. API calls to services like CloudTrail,
GuardDuty, and KMS exhibited average response times ranging from approximately 0.871
to 1.094 seconds. These response times are for administrative or backend operations and
do not directly impact the end-user application experience. They demonstrate that the

20



security services are responsive and that their integration does not create bottlenecks in
the overall system management.

The S3 performance tests revealed that operations on the KMS-encrypted bucket were
efficient. Listing objects took an average of 0.937 seconds, while uploading and download-
ing small test files completed in 0.459 seconds and 0.226 seconds, respectively. This data
is crucial as it indicates that the implementation of mandatory, strong encryption-at-rest
using customer-managed keys does not impose a prohibitive performance penalty on data
access operations.

6.3 Discussion of Findings

The combined results of the functional and performance tests provide strong support for
the primary research hypothesis. The functional validation demonstrated unequivocally
that the implemented ZTA successfully enhanced the security posture by preventing unau-
thorized access and mitigating lateral movement. The quantitative performance analysis
revealed that this significant security enhancement was achieved with a measurable but
acceptable performance overhead. The latency introduced by the multi-layered security
controls was minimal for user-facing applications and well within acceptable bounds for
administrative and backend processes.

From an academic perspective, these findings contribute valuable empirical data to a
field that has been largely dominated by theoretical discussions. This study provides a
concrete, quantitative answer to the question of the ZTA performance trade-off, demon-
strating its practical viability. For practitioners and industry professionals, this research
offers a validated blueprint for implementing a robust ZTA in a real-world cloud envir-
onment. The results show that by leveraging native cloud services, organizations can
achieve a high level of security aligned with Zero Trust principles without having to
sacrifice application performance. This significantly lowers the barrier to adoption and
provides a clear, evidence-based path for enterprises looking to modernize their cloud
security posture.

7 Conclusion and Future Work

7.1 Conclusion

The implemented architecture demonstrably enhanced the security posture of the cloud
environment. The functional validation tests confirmed that the core tenets of Zero
Trust were successfully operationalized. Network micro-segmentation effectively isolated
the protected data tier from direct public access and prevented unauthorized lateral
movement from the web tier. The identity-centric controls, particularly the enforcement
of least privilege and mandatory Multi-Factor Authentication (MFA), proved highly ef-
fective in mitigating threats related to credential compromise and privilege escalation.
Every simulated attack designed to bypass these foundational controls failed as expected,
confirming the robustness of the design.

Crucially, this study provided quantitative evidence that these significant security
enhancements do not come at the cost of prohibitive performance degradation. The
empirical data on system latency showed that the overhead introduced by continuous
verification, pervasive monitoring, and data encryption was minimal for user-facing ap-
plications and well within acceptable thresholds for administrative and backend processes.
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This key finding challenges the common misconception that strong security is inherently
detrimental to performance and demonstrates that a well-architected ZTA using native
cloud services is a viable and highly practical solution for modern enterprises. In conclu-
sion, this research provides a validated blueprint that bridges the gap between the theory
of Zero Trust and its practical, high-performance implementation in the cloud.

7.2 Future Work

While this study provides a solid foundation, the dynamic nature of cloud security
presents numerous avenues for future research. Several areas warrant further invest-
igation to build upon the findings of this project.

First, the current architecture could be expanded to incorporate more sophisticated
dynamic policy enforcement. Future work could focus on integrating real-time device
posture assessment and user behavior analytics into the IAM policy engine. This would
allow for adaptive access control, where permissions are adjusted dynamically based on
the evolving risk context of an access request.

Second, the scope of the ZTA could be extended to include containerized workloads
and serverless functions. Investigating how to apply ZTA principles to modern, ephemeral
application architectures, such as those using Kubernetes or AWS Lambda, would be a
valuable contribution, as these present unique identity and network security challenges.

Finally, a comparative performance analysis across different cloud service providers
would be highly beneficial. Replicating this study’s methodology on platforms like Mi-
crosoft Azure or Google Cloud Platform would provide invaluable insights into the relative
performance and ease of implementation of ZTA using different sets of native tools, offer-
ing a broader perspective for multi-cloud organizations. These future research directions
would continue to advance the practical application and understanding of Zero Trust in
an ever-evolving technological landscape.
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