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1 Introduction

This manual provides the complete technical configuration and operational
procedures required to deploy and manage the multi-cloud infrastructure detailed
in this research. The primary objective of this document is to offer a clear, precise,
and repeatable process for a qualified DevOps engineer to set up the necessary
development environment, provision all cloud resources on both Amazon Web
Services (AWS) and Microsoft Azure using Terraform, and execute the custom
Python observability suite to gather performance data.

Following this guide meticulously will result in a fully functional and validated
instance of the tactical framework. This includes IaC-managed infrastructure, fully
automated CI/CD pipelines ready for future changes, and active performance
monitoring capabilities. This document assumes the operator has access to the
project’s source code repository and has installed the prerequisite tools listed
below.

2 Prerequisites

Before proceeding with the configuration, ensure the following software is
installed on your local machine and accessible from your system’s command-line
interface:

e Git: For version control and interacting with the GitHub repository.

e Terraform (v1.6.3 or compatible): The core IaC tool used for provisioning
all cloud resources.

e AWS CLI (v2): The official command-line interface for interacting with AWS
services.

e Azure CLI (v2): The official command-line interface for interacting with
Azure services.



e Python (v3.9+): The programming language used for the custom
observability suite, along with its package installer, ‘pip".

3 AWS Environment Configuration

This section details the step-by-step process for configuring and deploying the
Amazon Web Services environment.

3.1 AWS CLI Authentication

First, configure the AWS Command-Line Interface (CLI) with the credentials for the
‘terraform-user’ IAM user. These credentials are provided in the

aws configure

AWS Access Key ID [None]: <Enter Access Key from CSV>
AWS Secret Access Key [None]: <Enter Secret Key from CSV>
Default region name [None]: eu-north-1

Default output format [None]: json

‘terraformusercredentials.csv'fileandshouldbetreatedassensitive.

AWS CLI Configuration

3.2 Python Monitoring Environment Setup

To ensure dependency isolation, a dedicated Python virtual environment must be
created for the AWS monitoring scripts. Navigate to the appropriate directory and

cd E:\amruth_thesis\aws\ python -m venv
aws_venv  .\aws_venv\Scripts\activate pip
install -r requirements.txt

execute the following commands.




AWS Monitoring Environment Setup

This creates a self-contained environment named ‘aws venv’ activates it, and
installs all required Python libraries, such as ‘boto3 and ‘pandas’.

3.3 Infrastructure Deployment

Navigate to the AWS Infrastructure as Code directory. The Terraform configuration
is designed to use a pre-configured S3 bucket and DynamoDB table for remote state
management, which facilitates team collaboration and security.

e terraform init: Initializes the working directory, downloading the AWS
provider plugin and configuring the S3 backend.

e terraform plan: Creates an execution plan, showing what resources will be
created, modified, or destroyed. This is a critical review step.

e terraform apply: Applies the changes to your AWS account. The ‘-autoapprove
flag is used here for simplicity but should be used with caution in production
environments.

cd E:\amruth_thesis\aws-iac\ terraform init
terraform plan terraform apply -auto-
approve

Deploying AWS Infrastructure

3.4 Running the Unified Observability Suite

Once the infrastructure is active, execute the monitoring script to collect
performance data and generate the analytical reports. The target EC2 instance ID

cd E:\amruth_thesis\aws\ python
monitor.py

is pre-configured in the ‘env’ file within the ‘aws/‘ directory.




Executing AWS Monitoring Script

Upon successful execution, this script will produce three files in the ‘aws/plots/*
subdirectory: ‘aws performance dashboard.png’, ‘aws interactive dashboard.html’,
and ‘aws _performance report.json’.

4 Azure Environment Configuration

This section details the setup for the Microsoft Azure environment, demonstrating
the framework’s multi-cloud capabilities.

4.1 Azure CLI Authentication

Authentication with Azure is handled via an interactive browser-based login, which
is more secure than storing user credentials locally. After logging in, set the active

az login
az account set --subscription <Your-Subscription-1D>

subscription to the one intended for this project.

Azure CLI Login

4.2 Python Monitoring Environment Setup

As with the AWS setup, a separate Python virtual environment is required for the

cd E:\amruth_thesis\azure\ python -m venv
azure_venv

\azure_venv\Scripts\activate pip install -r
requirements.txt

Azure monitoring tools to avoid dependency conflicts.




Azure Monitoring Environment Setup

4.3 Infrastructure Deployment

Navigate to the Azure [aC directory. The deployment process requires passing the
content of your public SSH key as an input variable for the virtual machine. It is

cd E:\amruth_thesis\azure-iac\ terraform init terraform plan -

var="admin_ssh_public_key=< content_of_your_public_key>"

terraform apply -auto-approve -var="admin_ssh_public_key=<
content_of_your_public_key>"

best practice to manage this variable securely.

Deploying Azure Infrastructure

4.4 Running the Unified Observability Suite

Execute the Azure monitoring script. The target VM details are specified in the ‘env’

cd E:\amruth_thesis\azure\ python
monitor.py

file located in the ‘azure/‘ directory.

Executing Azure Monitoring Script

This will produce a parallel set of outputs in the azure/plots/ directory:
azure vm _performance _dashboard.png, azure

interactive dashboard.html, and azure

performance report.json.

This will produce a parallel set of outputs in the azure/plots/ directory: azure




\_vm\_performance\_dashboard.png, azure\_interactive\_dashboard.html, and azure\

_performance\_report.json.

5 CI/CD Pipeline Configuration

The automation pillar of the framework relies on GitHub Actions. For the
workflows to authenticate securely with the cloud providers, secrets must be
configured in the project’s GitHub repository settings under Settings > Secrets and
variables > Actions. The required secrets and their purposes are detailed in Table 1.

Table 1: Required GitHub Actions Secrets

Secret Name Platform Description

AWS ACCESSKEY- The access key

ID AWS for the dedicated
‘terraform-ci‘
IAM user.

AWS SECRET _ AWS The secret key

ACCESS KEY for the dedicated
‘terraform-ci‘
IAM user.

ARM CLIENT _ID  Azure The Application

(client) ID of the
Azure Service
Principal used
for automation.

ARM CLIENT _ Azure The password

SECRET (client secret)
generated for
the Service

Principal.
ARM Azure The unique
SUBSCRIPTION ID identifier of the
target Azure
subscription.
ARM TENANT _ID Azure The  Directory

(tenant) ID of the



AZURE SSH PUBLIC Azure
KEY

Azure Active

Directory
instance.

The public SSH
key content
required for
creating the
Azure virtual
machine.

6 Conclusion

By completing the procedures outlined in this manual, an operator can successfully
instantiate the entire multi-cloud environment described in this paper. The
infrastructure on both AWS and Azure is deployed and managed via a consistent,
version-controlled, and automated process. The use of remote state backends
ensures secure and effective collaboration. Furthermore, the CI/CD pipelines are
fully configured to automate future infrastructure changes, and the custom
observability suite is operational, capable of generating standardized performance
reports for both distinct cloud platforms. This complete setup represents a
working, tangible, and validated instance of the proposed tactical framework.



