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Simulation of Compliance-as-Code for Kubernetes
Using OPA, Terraform, and Conftest

Snehal Prataprao Kolhe
x23339438

1 Introduction

This configuration manual outlines the steps to run the research project in the AWS
Academy Learner Lab environment. The project uses JupyterLab for code execution
and analysis, a Fast API service on port 8000, and a Gradio interface on port 7861.
Matplotlib is used for generating analytical charts and visualisations.

The environment runs on an AWS EC2 instance provided by the AWS Academy
Learner Lab, with all executions performed inside a pre-configured Python virtual envir-
onment located at source/venv.

2 Steps to Run the Project
Step 1 — Open AWS academy learner lab and in-
stance

Once the AWS Academy Learner Lab is started, open the instance i.e. 'opa-terraform-
simulation’ created inside it to connect the DNS
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Figure 1:

Instance Created in AWS lab



Step 2 — Connect to EC2 Instance

From the instance inside the lab, retrieve the EC2 public DNS from the lab dashboard
and connect using an SSH client:

ssh -i /path/to/key.pem ubuntu@<EC2_PUBLIC_DNS>

1 ubuntu@ip-172-31-4619:~ X+ v

C:\Users\Genius Computers\Downloads>ssh —i "RICkey.pem" ubuntu@ec2-52-55-46-33.compute-1.amazonaws.com
Welcome to Ubuntu 24.04.3 LTS (GNU/Linux 6.14.0-1010-aws x86_64)

* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/pro

System information as of Mon Aug 11 ©4:47:48 UTC 2025

System load: 0.0 Temperature: -273.1 C
Usage of /: 68.6% of 6.71GB  Processes: 113

Memory usage: 2U4% Users logged in: ]

Swap usage: 0% IPv4 address for ens5: 172.31.46.19

* Ubuntu Pro delivers the most comprehensive open source security and
compliance features.

https://ubuntu.com/aws/pro
Expanded Security Maintenance for Applications is not enabled.
0 updates can be applied immediately.

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

Last login: Mon Aug 11 ©4:13:56 2025 from 89.101.46.86

$ |

Figure 2: AWS Academy EC2 SSH connection terminal

Step 3 — Activate the Python Virtual Environment

Navigate to the project directory and activate the virtual environment:

source source/venv/bin/activate

ubuntu@ip-172-31-46-19: ~ X +

:~$ source venv/bin/activate
(venv) :

Figure 3: Terminal showing virtual environment activation



Step 4 — Start JupyterLab (Port 8888)

Launch JupyterLab with no browser and no token requirement:
jupyter lab —-ip=0.0.0.0 --port=8888 --no-browser --NotebookApp.token=’"’
Access it in a browser:

http://<EC2_PUBLIC_DNS>:8888/lab
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Figure 4: JupyterLab interface in the browser

Step 5 — Running Fast API and Gradio

When the notebook is executed:

e Fast API will run on port 8000
Access via:

http://<EC2_PUBLIC_DNS>:8000

e Gradio will run on port 7861
Access via:

http://<EC2_PUBLIC_DNS>:7861

Step 6 — Data Analysis with Matplotlib

Matplotlib is used within the notebook to generate visual analysis. When the relevant
cells are executed:

e Graphs and charts will be displayed inline in JupyterLab.
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Figure 5: FastAPI Swagger UI on port 8000

Figure 6: Gradio interface running on port 7861

e Figures can be saved as .png or . jpg for reports.
Example to save a figure:

import matplotlib.pyplot as plt
# plot code here
plt.savefig("analysis_output.png", dpi=150, bbox_inches="tight")

3 Summary of Service Ports

Service Port | Access URL Example
JupyterLab | 8388 | http://EC2_PUBLIC DNS :8888/lab
FastAPI 8000 | http://EC2_PUBLIC DNS :8000
Gradio 7861 | http://EC2_PUBLIC DNS :7861
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Figure 7: Example Matplotlib analysis chart
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