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1 Environment Setup 
 

1) Log in to your AWS Management Console. 

2) Navigate to the EC2 instance and launch the instance. 

3) Choose the following configurations: 

a. AMI: Ubuntu Server 22.04 LTS (64-bit) 

b. Instance type: t3.medium (2 vCPU, 4 GB RAM) 

c. Storage: 30 GB GP2 EBS volume 

d. Security Group: Security Group enabled with port 30673 for the Kubernetes 

NodePort range 

4) Connect to the instance. 

5) Install K3 (light-weight) Kubernetes and verify if the nodes are ready 

 

 
  

 
 

6) To avoid image-pull delays, an EBS volume has been created, and the below images 

are pre-loaded. 

a. CoreDNS 

b. metric-server 

c. local-path-provisioner 

7) Check if the core services / pods are running correctly. 

 

 
 

2 Vulnerable Application Deployment (OWASP Juice 

Shop) 
 

1) Now, we need to create the Kubernetes deployment. We use OWASP Juice Shop as 

the vulnerable web application and we are deploying it in default namespace. 
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2) Now, we need to set the application that it can be accessed externally via NodePort. 

 

 
 

3) Check the Service if its enabled correctly. 

 

 
 

4) Check the Juice shop pod, if its in running state. 

 

 
 

5) Check the OWASP Juice shop browser. 
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3 Sonar Cloud 
 

1) SonarCloud is being used for testing the code quality and a good security practice. 

2) SonarCloud is linked with the GitHub repo account, so that it will be triggered when 

the main branch in the repo gets updated. 

3) In this research, it’s being implemented by testing four python files to detect the 

correct errors and expected security issues to align with the research. 

4) Below are the four .py files used in our project. 

a. test_analysis.py 

b. test_config.py 

c. test_order_service.py 

d. test_user_service.py 
 

 
 

5) To run this test, Integrated this process with the GitHub actions. 

6) Created a yaml file named build.yml which runs the SonarCloud test via GitHub 

actions. 

7) This will be triggered when the main branch is pushed. 

 

 
 

8) Below is the snippet of build.yml file. 
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9) Once this file is triggered, build stage will be ran in the GitHub Actions. 

 

 
 

10) Sonar Cloud dashboard will be updated with the security checks done. 

 

 
 

 

4 Pre-ZTS Security Scan 
 

1) In Pre-ZTS Security Scan, the OWASP Juice Shop application is being scanned by 

using two scanners namely Trivy (SAST) and OWASP Zap (DAST). 

2) pre-zts.yml file has been created which has both Trivy installation and OWASP zap 

running in a GitHub hosted environment. 

3) By this way, manual installation is not required. 

4) Below is the screenshot of pre-zts.yml file with Trivy scan. 
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5) Below is the screenshot of pre-zts.yml file with OWASP ZAP. 

 

 
 

6) By running this file, Both Trivy and ZAP will be installed and ran from the GitHub 

Actions engine, and the scan reports will be generated. 

7) A single repo is maintained for both Pre-ZTS and Post-ZTS pipeline, so tags are used 

to push the file to GitHub Actions. 

8) “pre-zts-*” tag is used to push and run the pre-zts CI/CD pipeline. 

9) Reports generated for Trivy scans: 

a. fs-scan.txt 

b. requirements-scan.txt 

c. config-scan.txt 
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d. image-scan.txt 

10) Reports generated for ZAP scans: 

a. zap-report.html 

b. zap-report.md 

c. zap-report.json 

11) Snippet of  Pre-ZTS stage in GitHub Actions: 

 

 
 

12) After completion of  pre-zts scan, artifacts will be downloaded and used further for 

comparison. 

 

 
 

 

5 OPA Gatekeeper Setup and Policy Enforcement 

 

1) Install OPA Gatekeeper 
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2) Verify Gatekeeper Installation. 

 

 
 

3) Constraint templates have been used to enforce policies. 

4) Two yaml files has been used to enforce the policies. K8srequiredlabels.yaml and 

require-app-label.yaml 

 

 
 

 
 

 
 

5) Ensure the policy is enforced correctly. 

 

 
 

6) Now, if pod created without app label, it should throw an error and deny from 

creating a pod. 

7) Created two yaml files named good-pod with app label and bad-pod which doesn’t 

have the app label in it. 
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8) Snippets of good-pod and bad-pod yaml files: 

9) Creation of new pod, when app label is present. 

 

 
 

 
 

10) Denial of pod creation, when app label is absent. 

 

 
 

 
 

 

6 Istio Installation and AuthorizationPolicy 
 

1) Install Istio. 
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2) Verify pods in istio-system. 

 

 
 

3) Namespace “zts-test” has been labeled for this Istio sidecar injection.  

4) Confirm if sidecar injection is enabled (2/2). 

 

 
 

 
 

 
 

5) Ensure that currently no authorization policies are enabled. 

  

 
 

6) Two policies will be implemented in this process. First comes deny-all policy which 

denies every request and will get an RBAC denied output. 

7) Policy deny-all is being applied. 

 

 
 

 
 

8) When reached to the server, got an error message, such as RBAC access denied as 

mentioned in the policy.  

 

 
 

9) Similarly, now a new policy is being created in which service to service 

communication is allowed only from sleep to httpbin service. 

10) Applying the policy “allow-sleep-to-httpbin”. 
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11) When reached the server, got the correct access and server has been passed. 

 

 
 

 

7 Post-ZTS Security Scan 
 

1) After successful implementation of ZTS principles via OPA gatekeeper and Istio 

Service Mesh, again the Post-ZTS pipeline is being triggered to scan the application 

and get the reports. 

2) A post-zts yaml file has been created and triggered which contains both Trivy and 

ZAP scans in it like Pre-ZTS pipeline. 

3) The Post-ZTS pipeline is triggered by using git tag “post-zts-*”. 

 

 
 

4) Reports generated for Trivy scans: 

a. fs-scan.txt 

b. requirements-scan.txt 

c. config-scan.txt 

d. image-scan.txt 

5) Reports generated for ZAP scans: 

a. zap-report.html 

b. zap-report.md 

c. zap-report.json 

6) Snippet of  Pre-ZTS stage in GitHub Actions: 
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7) After completion of  pre-zts scan, artifacts will be downloaded and used further for 

comparison. 

 

 
 

8 Generated Scan Reports 
 

1) Trivy scan reports: 

 

 
 

2) Snippet from the Trivy scan report: 

 

 
 

ZAP scan Reports: 
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Snippet from the ZAP scan report: 
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