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1 Introduction

This configuration guide shows how to install and use the multimodal deepfake detection
system in a step-by-step manner. It will explain both the training stage of the offline
model in Google Colab as well as the inference stage in the cloud in real-time with the
help of AWS S3, cloud, Lambda, EC2, and DynamoDB. The proposed system uses the
Capsule Network with the audio-visual fusion of scores to identify manipulated videos
accurately using privacy-preserving, scalable, and automatic detection of manipulations
in multiple content sources.

2 System Requirements

1. Cloud Resources:

e Google Colab with GPU runtime (e.g., NVIDIA Tesla T4 provided by Colab) for
model training.

AWS S3 for dataset storage and retrieval.

AWS Lambda for event-driven inference.

AWS EC2 (Ubuntu 22.04) for hosting the inference server and preprocessing scripts.
e AWS DynamoDB for result storage.

e AWS CloudWatch for logging and monitoring.

2. Software Environment:

e Python 3.11+ Welcome to Python.org (n.d.)
e Required libraries:

— boto3 (1.40.4)

— facenet-pytorch (2.6.0)
librosa (0.11.0)
matplotlib (3.10.0)

opencv-python (4.11.0.86)



3 Model Training and Evaluation

1. Access Google Colab
e Open Google Colab. |Google Colab (n.d.)

e Ensure GPU runtime is enabled: Runtime — Change Runtime Type — GPU.

2. Access Google Colab
e Connect to AWS S3.

e Use AWS temporary session credentials to connect.

© import boto3, os
from getpass import getpass

# AWS credentials

aws_access_key_id = getpass('Enter AWS Access Key ID: ')
aws_secret_access_key = getpass('Enter AWS Secret Access Key: ')
aws_session_token = getpass('Enter AWS Session Token: ')

bucket = "deepfake-detection-system"
region = "us-east-1"

# S3 client

s3 = boto3.client(
DEEv,
aws_access_key_id=aws_access_key_id,
aws_secret_access_key=aws_secret_access_key,
aws_session_token=aws_session_token,
region_name=region

Enter AWS Access Key ID: :--
Enter AWS Secret Access Key:
Enter AWS Session Token:

Figure 1: AWS IAM Temporary Credentials Setup in Google Colab

3. Download Dataset from S3

e Bucket name: deepfake-detection-system
Folders:

e FakeVideo-RealAudio/

e RealVideo-FakeAudio/

4. Extract Face Frames & Audio

For each video:
e Extract 1 face frame (visual modality).

e Extract audio, convert to WAV, then generate mel spectrogram (audio modality).



5. Train Model

e Use Capsule Network + Score Fusion architecture. Muppalla et al.| (2023) Kwabena Patrick
et al.| (2022)

e Dataset split: 80% training / 20% testing.

6. Save Trained Model

e Final model file: capsule_scorefusion model.pth.

e Upload to S3 bucket: deepfake-detection-system/model/.

4 Real-Time Cloud Inference

1. Create S3 Bucket

e Name: deepfake-detection-system |Amazon S3 - Cloud Object Storage - AWS
(n.d.)

e Enable SSE-KMS encryption to ensure data is encrypted at rest without manual
key management.

e Enable Versioning to maintain historical versions of uploaded files for audit and
rollback purposes.

Folder Structure:

e FakeVideo-RealAudio/ — dataset folder
e RealVideo-FakeAudio/ — dataset folder
e models/ — stores the trained model file

e realtime-demo/ — receives videos for real-time inference
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Figure 2: Versioning Enabled
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Figure 4: S3 bucket properties showing SSE-S3 and Versioning enabled

2. Set Up DynamoDB Table

e Table name: DetectionResults. |Amazon DynamoDB, (n.d.)

e Partition key: id (String).
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Figure 5: DynamoDB Table Setup

3. Launch EC2 Instance
e OS: Ubuntu 22.04 LTS. |[Amazon EC2 - Cloud Compute Capacity - AWS (n.d.))

e Install required libraries (same as training).

4. Set Up AWS Lambda Function

e Trigger: S3 PUT event on realtime-demo/. |Serverless Computing Service - Free
AWS Lambda - AWS (n.d.)

Function process:

e Download uploaded video from S3.

Extract face + spectrogram.

Load trained model from S3.

Run inference and generate prediction.

Store results in DynamoDB.
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Figure 6: S3 Event Trigger

5. Enable CloudWatch Logging

e Monitor Lambda execution logs for errors or metrics. |[APM Tool - Amazon Cloud-
Watch - AWS| (n.d.)

6. Test the Pipeline

e Upload test videos to realtime-demo/.

e Verify results in DynamoDB table.
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