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1 Introduction

The configuration manual helps in step-by-step instruction of implementing an IoT-based
disaster event monitoring system that can be constructed with the aid of a hybrid Edge-
FogCloud architecture. The system makes use of fuzzy logic in the categorization of data
(sensors) as either low, medium or high priority. The high-priority events are executed
through AWS Lambda and SNS; the middle-priority are directed towards Raspberry
Pi 3B+; the low-priority ones are stored in AWS DynamoDB; real-time communic-
ation is operated on through MQTT, and the main center of coordination is carried
out on the AWS EC2 instance. This guide entails all the hardware and software and
configuration required to successfully deploy and test the system.

2 System Requirements

Here, the tools -software and hardware- that are used to develop the hybrid execution
environment are explained. It combines cloud, fog, and edge computers so that real-
time computational operations and context-aware event prioritization support disaster
monitoring. Specifications, both on software and hardware, are given as follows.

2.1 Software Requirements

e Python 3.10+: With packages such as paho-mqtt, boto3, and requests.

Google Colab: Used for simulating publisher data and visual debugging.

AWS CLI: Command-line interface to interact with AWS services.

e AWS Services Used:

— Lambda: To trigger alerts for high-priority events.
— DynamoDB: To log low-priority event data.

— EC2: Hosts the dispatcher logic.

— SNS: Sends alert emails for high-priority events.

Raspberry Pi OS: With Python 3.94 and required libraries.

Mosquitto MQTT Broker: For real-time data transmission.
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e Node.js and Express (Optional): Used to create a REST endpoint on the Rasp-
berry Pi.

2.2 Hardware Requirements

e Laptop/PC (Development Machine): Minimum specifications include an Intel
i5 processor, 8GB RAM, and 100GB SSD.

e Raspberry Pi 3B+: Used for Fog-layer processing of medium-priority events.

e Internet Connectivity: Required for MQTT communication and access to AWS
services.

Figure 1: Raspberry Pi 3B4 Hardware Setup

3 System Configuration Steps

This section provides the description of configuration steps in preparing all the compon-
ents related to the hybrid EdgeFogCloud architecture. The subsections give sequential
instructions on how to deploy and integrate the essential modules EC2, MQTT, Lambda,
Raspberry Pi, and DynamoDB.

3.1 EC2 Instance Configuration
e Launch an EC2 instance using Ubuntu 22.04 LTS.

e Install Python, pip, and required packages:
sudo apt update && sudo apt install python3-pip

pip3 install paho-mqtt boto3 requests

e Connect to SSH client.

e Set AWS credentials using:



nano ~/.aws/credentials

/home/ubuntu/.aws/credentials

aws_access_key_id=ASIASEEGADQHNQQ34ZET
aws_secret_access_key=LKud+6ppaH@zRcmKpshxS/Hz@dpv40SdurkbxdA3
aws_session_token=IQon3JpZZluX2VjEPL//////////wEaCXVzLXdlc3QtMiJGMEQCICf804/V1E

[ Read 4 lines ]
Qe write Out @V Where Is QN Cut Wl Execute WE Location
Wi Read File [@Y Replace WY Paste W Justify Wi Go To Line

Figure 2: AWS EC2 Instance CLI Running Dispatcher

e Run Dispatcher code using:

python3 Dispatcher.py

3.2 MQTT Broker Configuration
e Use the public MQTT broker: broker.hivemq. com.
e Publish and subscribe on topic: iot/disaster/sensor.

e Ensure port 1883 is open for communication.

3.3 Lambda Function Setup
e Create a Lambda function named process_high priority_event.
e Use Python 3.12 runtime environment.

e Allow invocation via the EC2 dispatcher using SDK.

¥ Function overview
(piagram JERITEN oescrption

process_high_priority_even Last modifed
1 month ago
=

S yes ©

fus-east1:9022241577 10 functonprocess_hi

coss_igh_riorty_avent [R=N R
il

Figure 3: AWS Lambda Function Setup



3.4 Raspberry Pi Configuration
e Deploy a Flask-based REST API on Raspberry Pi at endpoint /task.

e Install required libraries using pip.
e Enable SSH for remote access.

e Run the server to handle medium-priority tasks.

File Edit Tabs Help

Figure 4: Raspberry Pi Console Receiving Event

3.5 DynamoDB Configuration

e Create a table named SensorEvents.

e Define partition key: sensor_id, and sort key: timestamp.

N T ——

© oynamovs > Bxploreitems > Sensorevents o &0

DynamoDB <

Tables (1) < SensorEvents © Autopreview

Any tag key v )
v Scan or query items

Q Find tabl O scan ] Query

S ® Select a table or index Select attribute projection

Table - SensorEvents v Allattributes v

» Filters - optional

Run Reset

Clusters

Subnet groups

Parameter groups

Events

Table: SensorEvents - Items returned (50) ©

Scan started on August 05, 2025, 01:01:18

1 > @
sensor_id (String) v timestamp (String) v location v priority v ser
Low_74 2025-07-23T22:02:15.348088+00:00 Zonex Low tem

Figure 5: DynamoDB Table with Logged Sensor Data



4 Operational Workflow and Monitoring

In this section, the actual run-time operational characteristic of the configured system
will be demonstrated with respect to a main point of interaction.

4.1 Live Dispatcher Output on EC2

After setup complete, dispatcher script is started on EC2 instance. It perpetually listens
to MQTT incoming sensor messages, apply fuzzy logic for classification, and forwards
them based on priority.

(MEDIUM] =Handling event at
Event: {'sensor_id': tin . 8- 110460:00", 'sensor_t ‘gas', 'value': 918, 'unit's 'ppm’ ‘priorit
bort=6000): Max retries exceeded with url: /task (Caused by Connes T11ib3. connection. HTTPConnection object at @x75aafa096dse>, ']

‘tenperature’, 'value' *priority’: 'LOW'}

Message received on
Handling event at
Event: {'sensor_id'

: temporature’,

po’ value': 3 priority': 'MEDIUM
coded with url: /task (Caused by Conne

on . HTTPConnection object at @x75aaf963d7

‘sensor_type': 'humidity’, 'value': +, tpriority's 'LOW'}

30.141303+00:00", 's po's ‘humidity', 'value': 79, 'unit': 'X' ', 'priority': 'HIGH'}

30.216542400:00", 'sensor._type “location

: igas', 'value': 789, 'unit': ‘ppm’, ‘priority': 'MEDIUM')
Port=6000): Max rotries excoeded with url: /task (Caused by ConnectTimsoutErr on.

M
HTTPConnection ob:

35.222268+00:00", 's type': 'temperature’, 'value': 36, 'unit' *location': 'Zone-Y', ‘priority': ‘HIGH'}

fority: 'MEDIUM'}

35.289761400:00", 'sensor_type': 'gas’, 'value': 671, 'unit': 'ppm’, 'location ne=x', 'pri M
Port=6000): Max rotries exceoded with url: /task (Caused by ConnectTimeoutError(<urllibd.connection.HTTPConnection object at @x76aaf9d

296535+00:00", s type': 'temperature’, 'value': 36, 'unit' *location': 'Zone-X', ‘priority': ‘HIGH'}

5-08-10709:29:40.367689+00:00", 'sensor_type': 'temperature’, 20, 1ect, ‘location': 'Zone-2', ‘priority’: 'LOW'}

', 'value': 859, 'unit': 'ppm', 'location': ‘Zone-2', 'priority': 'MEDIUM'}

Figure 6: Live Dispatcher Console Output on EC2 Instance

4.2 Google Colab Publisher Execution

The publisher script operates with the help of Google Colab and imitates real-time sensors

data of different types and positioning. Such events are published to the MQTT broker

and accepted by the dispatcher to assign them to a specific class and direct them.
/tmp/ipython-input-628659602.py:14: DeprecationWarning: Callback API version 1 is deprecated, update

client = mgtt.Client()
Connected to MQTT Broker: broker.hivemq.com:1883

to latest version

Publishing 100 random events to topic: iot/disaster/sensor
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