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Setting Up SCALPEL2 Cloud Environment

To submit an image to SCAPEL2 for slimming, we need a local system or environment to act like a user
of the tool. This user will create a Docker image out of the 20 NPM packages in the dataset for pre-
processing. For the experiment, an EC2 (Elastic Cloud Compute) instance was created with the name
SCALPEL2_workspace. The EC2 instance represented a local system from which the Docker image will
be pushed to ECR (Elastic Container Registry).

1. Created an EC2 instance named SCALPEL2_workspace:

a) Headed over to AWS EC2 dashboard and clicked on ‘Launch Instances’.

®ow

Instances

v | Public IPvd DNS v | Public IPv4

b) For the details and options to choose from, refer to the table below:

Detail/Option Values
Name SCALPEL2_workspace
Amazon Machine Image (AMI) Amazon Linux 2023 kernel-6.1 AMI
AMI ID ami-Ob6acaa45fec15278
Architecture 64-bit (x86)
Instance type t3.micro (2 vCPU, 1 GiB Memory)
Key pair Generated and downloaded
Network settings Left the default options
Storage 20Gib, gp3 type
Advanced details Left the default options

c) That will create and initiate your workspace instance.

® Success

Successfully initiated launch of instance (i-070799085efa8a210)

Name 2 vl Instance ID | Instance state vl Instance type vl

SCALPELZ wo... i-070799085efa8a210 (¥) Running ®Q t3.micro

d) Changed the permission of the private key file to ensure its not publicly available.

chmod 400 "SCALPEL2_workspace.pem"

e) Connected with the instance using the SSH command.

ssh -i "SCALPEL2_workspace.pem" ec2-user@ec2-16-171-149-132.eu-north-
1.compute.amazonaws.com




PS C:\Users\clint\Desktop\Lectures\Semester 3\Research Project\Lab> ssh "SCALPE " ec2-user@ec2-13-48-148-178.eu-north-1.compute.amazonaus

Amazon Linux 2023

https://aws.amazon. con/Llinux/amazon-linux-2023
>

Last login: Sun Jul 27 00:47:58 2025 from 109.78.231.12
[ec2-user@ip-172-31-42-2u4 ~]$ |

2. Install Docker:

Documentation: Installing Docker to use with the AWS SAM CLI

a)

b)

c)

d)

e)

Updated the installed packages on the workspace instance

sudo yum update -y

Installed the most recent Docker Community Edition package

sudo yum install -y docker

Started and enabled the Docker service

sudo systemctl start docker
sudo systemctl enable docker

Added the ec2-user to the docker group to run Docker commands without using sudo

sudo usermod -aG docker ec2-user

Verified that the ec2-user can run Docker commands without using sudo.

docker ps

Displayed the below output
[ec2-user@ip-172-31-42-244 ~]$ docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES




3. Created a Private ECR Registry:

a) Headed over to AWS ECR dashboard and clicked on the ‘Create repository’.
e : e e it

Amazon Elastic < Private repositories
Container Registry

v Private registry

Repository name Tag immutability

b)  For the details and options to choose from, refer to the table below:

Detail/Option Values
Repository name 043698239833.dkr.ecr.eu-north-
1.amazonaws.com/scalpel2
Image tag mutability Immutable
Encryption settings Left the default options
Image scanning settings Left the default options

c)

The private ECR repository was created.
e Y on E F to

Amazon Elastic @ Successhully created scalpel2
Container Registry
v Private registry Private repositories (1)
Q

Repository
v Public registry name

d) The repository URI is:

043698239833.dkr.ecr.eu-north-1.amazonaws.com/scalpel2

4. Built Docker image from dataset package:

a) SSHinto the SCALPEL2_workspace

ssh -i "SCALPEL2_workspace.pem" ec2-user@ec2-16-171-149-132.eu-north-
1.compute.amazonaws.com




b) Enter the datasets directory

cd datasets/

c) Choose to build the deepmerge package Docker image with entry point and with node-
current-slim image as a base image. Accordingly entered the right directory.

cd with\ entry\ point/node-current-slim/deepmerge/

d) Use the Is command to check if the respective Dockerfile exists

Is -l

Gave the below output:

[ec2-user@ip-172-31-uU2-244 deepmergel]$ 1s

Dockerfile

e) Ran the Docker build command to build the image.

docker build -t scalpel:deepmerge_wep_ncs_original_image .

The abbreviations wep stand for with entry point, woep stands for without entry point, nc
stands for node current, and ncs stand for node current slim.

Gave the below output:

[ec2-user@ip-172-31-42-244 deepmergel]$ docker build -t scalpel:deepmerge_wep_ncs_original_image .
[+] Building 13.3s (10/10) FINISHED docker:default

[ec2-user@ip-172-31-42-2u4 deepmergel$

5. Pushed a Docker image to AWS ECR:

Documentation: Pushing a Docker image to an Amazon ECR private repository

a) Configured the AWS CLI with the right credentials. The access key and secret access key can
be found in the access key sections under AWS IAM credentials of the user.

aws configure

Gave the below output:



b)

c)

d)

e)

[ec2-user@ip-172-31-u42-244 deepmergel]$ aws configure
AWS Access Key ID [None]: AKIAQULEGHFM6ZAHCGOX
AWS Secret Access Key [None]: ZPwUVWhgt+h+ToaoHYRE/vjpu47BvQgUbkuU5TGovB

Default region name [None]: eu-north-1
Default output format [None]:
[ec2-user@ip-172-31-42-244 deepmergel$

Retrieved an authentication token and authenticated the Docker client to the ECR

aws ecr get-login-password --region eu-north-1 | docker login --username AWS --
password-stdin 043698239833.dkr.ecr.eu-north-1.amazonaws.com

Gave the below output:

[ec2-user@ip-172-31-42-244 deepmergel$ aws ecr get-login-password —-region eu-north-1 | docker log
in —-username AWS --password-stdin 043698239833.dKr.ecr.eu-north-1.amazonaws.com

WARNING! Your password will be stored unencrypted in /home/ec2-user/.docker/config.json.

Configure a credential helper to remove this warning. See
https://docs.docker.com/engine/reference/commandline/login/#credentials-store

Login Succeeded
[ec2-user@ip-172-31-42-244 deepmergel$

Tagged the local Docker image with the ECR repository URI

docker tag scalpel:deepmerge_wep_ncs_original_image 043698239833.dkr.ecr.eu-
north-1.amazonaws.com/scalpel2:deepmerge_wep_ncs_original_image

Pushed newly tagged image to the ECR

docker push 043698239833.dkr.ecr.eu-north-1.amazonaws.com/s
calpel2:deepmerge_wep_ncs_original_image

Gave the below output:

[ec2-user@ip-172-31-u2-2u4 deepmergel$ docker push 043698239833.dKr.ecr.eu-north-1.amazonaws.com/s
calpel2:deepmerge_wep_ncs_original_image

The push refers to repository [043698239833.dKkr.ecr.eu-north-1.amazonaws.com/scalpel2]
1ba26b236153: Pushed

5f70bf18a086: Pushed

52fc36b9a20b: Pushed

065a156986d7: Pushed

5auf5472dad9: Pushed
53a0fUbc0O3eld: Pushed

c2959f3fcaa3: Pushed

c3cdd708ab79: Pushed

Tcc7fe68eff6: Pushed

deepmerge_wep_ncs_original_image: digest: sha256:7b290bfdec2c0329ceb62eef58fa33d1831b5838beddc7a6e
1f05f1768fb24a3 size: 2204

[ec2-user@ip-172-31-u42-244 deepmergel$

Verified if pushed im
6 Amm ECR > Private reg Rend 5
Amazon Elastic 1 Images (1) Delete s Scan

Container Regi
ontainer Registry wa . &

age was visible in the ECR repository images

ssitories

v Private registry
Last recorded pull

[ Image tag Artifact type v v Digest i

(uTC+01)




6. Created a CodeBuild project to run SCALPEL1:

a) Headed over to AWS CodeBuild dashboard and clicked on the ‘Create project’

Developer Tools

AWS COdEBUild Create AWS CodeBuild project
Build and test code with T
elastic scaling. Pay only for

the build time you use.

AWS CodeBuild is a fully managed continuous integration service that compiles source code,
runs tests, and produces software packages that are ready to deploy. With CodeBuild, you
don't need to provision, manage, and scale your own build servers. CodeBuild scales
continuously and processes multiple builds concurrently, so your builds are not left waiting in
a queue.

b)  For the ‘Project configuration’ steps details and options, refer to the table below:

Detail/Option Values
Project name codebuild_scalpell_project
Project type Default project
Source 1 - Primary GitHub

c) Clicked on ‘Manage account credentials’. It opened another tab.
d) For the ‘Manage default source credential’ steps details and options, refer to the table

below:
Detail/Option Values
Credential type Personal access token
Service CodeBuild
GitHub personal access token KA K Sk sk sk ek sk ok ok x

e) Enter the details and click ‘Save’. It closed the new tab and returned back to the new
CodeBuild project tab.
f)  For the ‘Source 1 - Primary’ steps details and options, refer to the table below:

Detail/Option Values
Repository Repository in my GitHub account
Search for https://github.com/clintfernandes21/scalpel2.git
Source version - optional running_scalpell

g) For the ‘Primary source webhook events’ steps details and options, refer to the table below:
Detail/Option Values
Rebuild every time a code change is pushed to this repository Unchecked

h)  For the ‘Environment’ steps details and options, refer to the table below:

Detail/Option Values
Service role New service role
Role name codebuild_SCALPEL1_service_role

Enable this flag if you want to build Docker images i Checked
or want your builds to get elevated privileges
Compute 2 vCPUs, 4 GiB memory

i) For the ‘Buildspec’ steps details and options, refer to the table below:



Detail/Option Values
Build specifications Use a buildspec file

j)  Clicked the ‘Create build project’

@ Project created Create a notification rule for this project X
‘You have successfully created the following project: codebuild_scalpel1_project

Developer Tools CodeBuild Build projects codebuild_scalpel1_project

codebuild_scalpel1_project

Actions v | [ — | edit || Clone | Debug build Start build with overrides Start build

Configuration
der > Artifacts upload location

GitHub

Public builds
Disabled

k) Created service instance details:

Service role https://eu-north-
1.console.aws.amazon.com/go/view?arn=arn%3Aaws%3Aiam%3A%3A0
43698239833%3Arole%2Fservice-
role%2Fcodebuild_SCALPEL1_service_role&source=codesuite

Project ARN arn:aws:codebuild:eu-north-
1:043698239833:project/codebuild_scalpell_project

Repository clintfernandes21/scalpel2

Source version i running_scalpell

(branch)

) Updated the CodeBuild service role permissions to allow it to access AWE ECR. Add the
below lines to the existing permissions at the end.

{
"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchGetimage",
"ecr:GetDownloadUrlForLayer"

]l

"Resource": "*"

7. Created an EventBridge Rule:

AWS EventBridge can detect an image push to ECR, via a rule that listens for a Putimage event. When
the rule is triggered, it can invoke the AWS CodeBuild service, which will run the SCALPEL2 tool with

the pushed image.

a) Headed over to AWS EventBridge dashboard and clicked on the ‘Create rule’




Application Integration

Amazon EventBridge
A serverless service for building
event-driven applications

How it works

Get started

EventBridge Schedule

() EventBridge Schema

Pricing

or minimum fee.
and will be charged

There is no up-front commi
You simply pay for what you u:

at the end of the month for your usage. Pricing

b)  For the ‘Define rule details’ steps details and options, refer to the table below:

Detail/Option Values
Name trigger_codebuild_projects_rule
Event bus default
Enable the rule on the selected event bus enabled
Rule type Rule with an event pattern

c) Proceeded by clicking ‘Next’

Define rule detail i

Rule detazil
Mame

trigger aws cadebuld rule

Description - optianal

ilies to, aither the

defaul:

@) Enable the rule oa the selected event bus

Rule type | 1afo
O Rue

t pattem

T Dr partrar eve

d) For the ‘Build event pattern’ steps details and options, refer to the table below:

Detail/Option

Values

Event -> Event source

AWS events or EventBridge partner events

Event pattern -> Creation method

Custom pattern (JSON editor)




e)

f)

g)

h)

k)
1)

For the event pattern, refer to the JSON snippet below:

{

"source": ["aws.ecr"],
"detail-type": ["ECR Image Action"],
"detail": {
"action-type": ["PUSH"],
"result": ["SUCCESS"],
"repository-name": ["scalpel2"]
}
}

Proceeded by clicking ‘Next’

For the ‘Select target(s)’ steps details and options, refer to the table below:

Detail/Option Values

Targetl -> Target types AWS service

Targetl -> Select a target Codebuild project

Targetl -> Project ARN arn:aws:codebuild:eu-north-
1:043698239833:project/codebuild_scalpell_project

Targetl -> Execution role Create a new role for this specific resource

Targetl -> Role name Amazon_EventBridge_Invoke_CodeBuild_158242784

Targetl -> Configure target input i Input transformer

Clicked on ‘Configure Input transformer’. A dialog box opened

For the ‘Input path’ enter

{"tag":"S.detail.image-tag"}

For the ‘Template’ enter

{
"environmentVariablesOverride": [
{
"name": "IMAGE_TAG",
"value": "<tag>",
"type": "PLAINTEXT"
}
]
}

Then clicked the ‘Confirm’ button.
Proceeded without any more changes to the page. Clicked on ‘Skipped to Review and
create’.




m) Reviewed the details and clicked ‘Create rule’
@ Rule trigger_codebuild_projects_rule was created successfully

Rules
A rule watches for specific types of events. When a matching event occurs, the event is routed to the target:
Select event bus

Event bus

Select or enter event bus name

default

Rules on default event bus (1 / 2)

Status v | Type v | Eventbus

Standard default

ciated with the rule. A rule can be

Z:rule/trigger_codebuil
d_projects_rule

iated with one or more targets.




