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1 Introduction  
  

This manual outlines how to replicate the thesis deployment of a secure, containerized WordPress 

on Amazon Web Services (AWS).It's written for engineers and evaluators who need a fast, 

reproducible build—from image creation and registry scanning to load balancing and web-

application security.Doing this will have two WordPress sites hosted on Docker behind an 

Application Load Balancer (ALB), include AWS WAF with managed and custom rules, and enable 

alerts for high‑severity findings from Amazon ECR.The emphasis is on realistic, 

command‑oriented directions that can be executed end‑to‑end within a controlled laboratory 

setting.All prerequisites, configuration options, and test for validation are present so that outcomes 

can be verified independently and stamped with confidence. 

Prerequisites   

1. Hardware Requirements  

 AWS account with admin access for initial setup 

 Two EC2 instances (t3.small works for demo) 

2. Software Requirements  

 MAMP (Apache + MySQL) with phpMyAdmin 

 WordPress (local dev copy) 

 Docker & Docker CLI 

 AWS CLI (configured) 

 Git  

3. Credentials & Info 
 

 AWS region (example:us-east-1) 

 DB host, name, user, password 

 

4. Architecture Overview 

 

 Amazon ECR hosts the WordPress image (scan on push). 

 EC2 (×2) run the WordPress container. 

 MySQL on EC2 (self-managed) stores WordPress data (no RDS). 
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 Application Load Balancer (ALB) distributes traffic across EC2. 

 AWS WAF attached to ALB with managed + custom rules. 

 Amazon EventBridge watches ECR scan results → Amazon SNS email alerts (or AWS 

Lambda for auto actions → SNS). 

 Amazon CloudWatch / AWS CloudTrail for logs and audit. 

5. Local Development (MAMP + phpMyAdmin)  
 

If you're replicating the local prototype used in the thesis before deployment to AWS, install 

MAMP and phpMyAdmin by following these steps: 

Open MAMP and run Apache and MySQL. Note the MySQL host/port (check in MAMP ▸ 

Preferences ▸ Ports — standard ports are 3306 or 8889). 

 

Open phpMyAdmin at your local URL (e.g., 

http://localhost/phpMyAdmin5/index.php?route=/database/sql&db=wordpress) and create the 

wordpress database (or import your SQL dump, if it already exists). Use the SQL tab for 

schema/import operations. 
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Put your Student Management PHP files in MAMP's htdocs (e.g., ~/MAMP/htdocs/student-app/) 

and make sure they work locally (http://localhost/student_management/index.php). 

 

Set up a local WordPress on MAMP (or utilize an existing one) and associate it with the same 

database (or alternate schema). For local, utilize DB values in wp-config.php depending on 

MAMP. 

 

 

 

http://localhost/student_management/index.php
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Do not set up phpMyAdmin to production. It is only for local development. 

6. WordPress Plugin Integration (connecting the local app) 

 

To make your locally running Student Management features available in WordPress pages, use a 

small custom plugin. This avoids brittle iframes and lets you reuse WordPress auth, CSRF 

protection (nonces), and $wpdb securely. 

Steps 

 

 Create folder: wp-content/plugins/student-management. 

 
 

 Add file: wp-content/plugins/student-management/student-management.php with skeleton 

below. 

 

 Activate the plugin in Plugins ▸ Installed Plugins. 
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7. Container Build & Push to ECR: 

Build from your Docker file, then tag & push to ECR for a scan-on-push. 

DOCKER_BUILDKIT=0 docker build -t wordpress-app:latest . 

docker tag wordpress-app:latest 135016766255.dkr.ecr.us-east-1.amazonaws.com/wordpress-

app:latest 

aws ecr get-login-password --region us-east-1 | docker login --username AWS --password-stdin 

135016766255.dkr.ecr.us-east-1.amazonaws.com 

docker push 135016766255.dkr.ecr.us-east-1.amazonaws.com/wordpress-app:latest 
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I have created two EC2 one for the Deployment and Other for the load balancing: 
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8. ALB & WAF: 

 Create Target Group (instances, HTTP:80). Register both EC2s. Health check '/' 



10  

  

  

 

 

 Create ALB across public subnets; listeners 80→(optional redirect 443), 443→Target 

Group (ACM cert if using a domain) 
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 Create a Web ACL and associate it to the ALB 

 

URL: wordpress-application-1853364263.us-east-1.elb.amazonaws.com 

 

http://wordpress-application-1853364263.us-east-1.elb.amazonaws.com/
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Enable AWSManagedRulesSQLiRuleSet + Common + KnownBadInputs. Turn on WAF logging to CloudWatch 

Logs for evidence. 

Custom digits‑only param rule for 'id': 

{ 

  "Name": "IdParamDigitsOnly", 

  "Priority": 20, 

  "Statement": { 

    "RegexMatchStatement": { 

      "RegexString": "^[0-9]{1,6}$", 

      "FieldToMatch": { "SingleQueryArgument": { "Name": "id" } }, 

      "TextTransformations": [{"Priority":0,"Type":"NONE"}] 

    } 

  }, 

  "Action": {"Block": {}}, 

  "VisibilityConfig": {"SampledRequestsEnabled": true, "CloudWatchMetricsEnabled": 

true, "MetricName": "IdParamDigitsOnly"} 

} 
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9. ECR Scan → EventBridge → Lambda → SNS (Email): 

SNS topic: HighSeverityVulnAlerts (subscribe your email) 
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EventBridge rule: source=aws.ecr, detail‑ type='ECR Image Scan', filter CRITICAL>0 OR HIGH>0 

Target: Lambda → publishes to SNS (and optionally updates WAF rules) 

 

 
 

SQL Injection ,WAF Metrics And Cloud watch logs: 

 

SQLi probes blocked (403); WAF logs show terminating rule 
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