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Configuration Manual

Tejaswini Dhanesh Kumar
Student ID: X23288957

1 Introduction

This manual outlines how to replicate the thesis deployment of a secure, containerized WordPress
on Amazon Web Services (AWS).It's written for engineers and evaluators who need a fast,
reproducible build—from image creation and registry scanning to load balancing and web-
application security.Doing this will have two WordPress sites hosted on Docker behind an
Application Load Balancer (ALB), include AWS WAF with managed and custom rules, and enable
alerts for high-severity findings from Amazon ECR.The emphasis is on realistic,
command-oriented directions that can be executed end-to-end within a controlled laboratory
setting.All prerequisites, configuration options, and test for validation are present so that outcomes
can be verified independently and stamped with confidence.

Prerequisites

1. Hardware Requirements

e AWS account with admin access for initial setup
e Two EC2 instances (t3.small works for demo)

2. Software Requirements

e MAMP (Apache + MySQL) with phpMyAdmin
WordPress (local dev copy)

Docker & Docker CLI

AWS CLI (configured)

Git

3. Credentials & Info

e AWS region (example:us-east-1)
e DB host, name, user, password

4. Architecture Overview

e Amazon ECR hosts the WordPress image (scan on push).
e EC2 (%2) run the WordPress container.
e MySQL on EC2 (self-managed) stores WordPress data (no RDS).
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e Application Load Balancer (ALB) distributes traffic across EC2.

e AWS WAF attached to ALB with managed + custom rules.

e Amazon EventBridge watches ECR scan results — Amazon SNS email alerts (or AWS
Lambda for auto actions — SNS).

e Amazon CloudWatch / AWS CloudTrail for logs and audit.

5. Local Development (MAMP + phpMyAdmin)

If you're replicating the local prototype used in the thesis before deployment to AWS, install
MAMP and phpMyAdmin by following these steps:

Open MAMP and run Apache and MySQL. Note the MySQL host/port (check in MAMP »
Preferences » Ports — standard ports are 3306 or 8889).

MP PRO NOW )

MAMP
& i X O

Preferences Cloud WebStart Stop

Name:

1 —

Document root:  Applications > MAMP > htdocs

[ Web server: © Apache Nginx

PHP version: 8.3.14 &

| Upgrade to MAMP PRO ez X

) Multiple Sites & Easy Deployment Snapshots

Open phpMyAdmin at your local URL (e.g.,
http://localhost/phpMyAdmin5/index.php?route=/database/sql&db=wordpress) and create the
wordpress database (or import your SQL dump, if it already exists). Use the SQL tab for
schema/import operations.



+
Q
e

&) %r @  Relaunchtoupdate }

[ All Bookmarks

p B pMyAdmin (8 7 Server localhost:8889 » [ Database: student_management » [} Table: courses.

B ¥ struetu L] saL Search ¥ Insert rt Import  =: Privile Operati = T
PP T ] Browse 1 Struewre [] sa 4 Searcn i Insert i Export [u} Impo rivileges  /* Operations. iggers

Recent Favourites.
« Showing rows 0 - 1 (2 total, Query took 0.0001 seconds.)
— 4 New

4+~ . information_schema
*- | mysql ([ Profiling [ Edit inline ] [ Edit ] [ Explain SQL ] [ Create PHP code ] [ Refresh ]
4+ . performance_schema
=~ . student_management [) Showall | Numberofrows: 25 - Filter rows: | Search this table Sortby key:  None v
— o New
1 courses Extra oplions

- grades
b s T v id  course_name

- users [0 7Edit 3éCopy @Delete 1 Mscindata

-3 sys [) ./Edt §iCopy @Delete 2 Msoinengish
~ . wordpress
|3 New t__ [ Checkall  Withsslected: 7 Edit §<Copy @ Delete i Expont

SELECT + FROM "courses’

“ 14 wp_commentmeta
14 wp_comments [ Showall | Numberofrows: | 25 v| Filterrows: |Search this able Sortbykey: | Mone v
+14 wp_courses
~ 1 wp_grades Query results operations
14 wp_links
~ 1 wp_options GPrint §iCopytocipboard o Export  ff Displaychan (5] Create view
“b wp_postmeta

- Wp_posts

“ I wp_siudents

1 wp_termmeta.

b wp_terms

¥+ wp_term_relationships
~ 1 wp_term_taxonomy
1 wp_usermeta.

m Censole

Put your Student Management PHP files in MAMP's htdocs (e.g., ~/MAMP/htdocs/student-app/)
and make sure they work locally (http://localhost/student management/index.php).

c 0O & iew_: php * @ Relaunch to update
88 [ All Bookmarks
Students and Grades
Student ID Name Email WordPress User ID Course Grade

1 Tejaswini X23288957@student.ncirl.ie 1 Msc in data A
2 Jhon dkumar@gmail.com 1 Msc in english A

Go Back

Set up a local WordPress on MAMP (or utilize an existing one) and associate it with the same

database (or alternate schema). For local, utilize DB values in wp-config.php depending on
MAMP.


http://localhost/student_management/index.php

Do not set up phpMyAdmin to production. It is only for local development.

6. WordPress Plugin Integration (connecting the local app)

To make your locally running Student Management features available in WordPress pages, use a
small custom plugin. This avoids brittle iframes and lets you reuse WordPress auth, CSRF
protection (nonces), and $wpdb securely.

Steps

e Create folder: wp-content/plugins/student-management.

<« C @ localhost/wordpress/wp-admin/plugins.php :4 =

88 O All Bookmarks

¥ @ thesis_project O3 B + New Howdy, Tejaswini [l

WordPress 6.8.2 is available! Please update now.
@ Dashboard

Plugins | Adpiuain
A Posts

All (3) | Active (1) | Inactive (2) | Update Available (1) Search installed plugins
97 Media o
B Pages Bulk actions v | | Apply 3items
¥ Comments

Plugin Description
> : :
A Appearance Akismet Anti-spam: Spam Protection  Used by millions, Akismet is quite possibly the best way in the world to protect your blog from spam. Akismet Anti-spam keeps your site protected even
Delete while you sleep. To get started: activate the Akismet plugin and then go to your Akismet Settings page to set up your API key.

K Plugins 1
Version 5.4 | By Automattic - Anti-spam Team | View details

installed Plugins

A Ehioe © There is a new version of Akismet Anti-spam: Spam Protection available. View version 5.5 details or update now.
e Users
2 Tonic Hello Dolly This is not just a plugin, it symbolizes the hope and enthusiasm of an entire generation summed up in two words sung most famously by Louis Armstrong
Delete Hello, Dolly. When activated you will randomly see a lyric from Hello, Dolly in the upper right of your admin screen on every page.
B Settings Version 1.7.2 | By Matt Mullenweg | View details
(% Student Student Management Manages students, courses, and grades with a unified form for adding data and a page for viewing with CRUD operations.
Management
Version 2.0 | By Tejaswini Dhanesh Kumar
Plugin Description
Bulk actions v Apply 3items
Thank you for creating with WordPress Get Version 6.8.2

e Add file: wp-content/plugins/student-management/student-management.php with skeleton
below.

e Activate the plugin in Plugins * Installed Plugins.



+ New

WordPress 6.8.2 is available! Please update now.

% @  Relaunchto update

£ All Bookmarks

Howdy, Te

Pages

Comments.

Appearance
Plugins (i
Users

Tools
Settin

Student
Management

& the:

Add Student, Course & Grade

Student Name:

(

Stdent EMal  Tejaswini

paneer
Course Name:  mushroom
fish

Grade: milk

curd

Thank you for creating with WordPress

Get Version 6.8.2

% @  Relaunchtoupdate }

[ All Bookmarks

@& Dashboard

¥ comments

& Appearance

i Student
Management

WordPress 6.8.2 is available! Please update now.

Add Student, Course & Grade

Sorry, that email address is already used!

Student Name:

Josh

Student Email

Josh@gmail.com

Course Name:

Msc in cloud computing

Grade:

[A

Add Record

Thank you for creating with WordPress

+ New

Get Version 6.8.2

¥ @  Relaunchtoupdate :

[ All Bookmarks

@ Dashboard

# Posts

)

) Media

Pages

Comments

Appearance

% %

Plugins @

Users

*

Tools

a8

Settings

&

Student
Management

Add Operat

View Grades

WordPress 6.8.2 is available! Please update now.
Students & Grades
Student Email

999 9g@gmail.com

i y.com
Likhitha fiki@gmail.com

3 pp@gmail.com

tejaswini X23288957@student.ncirlie
Suneetha suneetha@g

jay jay@gmail.com

jhon22@gmail.com

Josh Josh@gmail.com

Thank you for creating with WordPress.

Course

oginmsc

ence 101

Msc in english

Science 101

msc in science

Msc in data

Msc in data

Msc in data

Msc in cloud computing

Grade

A+

goooanaaa

Howdy, Tejaswini [l

Actions

Get Version 6.8.2



#r @  Relaunchto update }

[ A1 Bookmarks

@ @ thesis_project &2 B + New Howdy, Tejaswini [l
WordPress 6.8.2 is available! Flease update now.

Students & Grades

Updated
Student Email Course Grade Actions
o T J— )
ii ii@y.com Science 101 K m Delete
Likhitha liki@gmail.com Msc in english B
o pp@Egmail.com Science 101 n
tejaswini ¥23288957@student.ncirl e msc in science A Update Delete
Management Suneetha suneetha@gmail. com Msc in dats ,,
jay jay@gmail.com Msc in data At
T— Tejaswini inon22@gmail com Msc in dats .n T
Q coliapse Mer Josh Josh@grmail.com Msc in cloud computing A Updste [

Thank you for creating with WordPress. Get Version 6.8.2

7. Container Build & Push to ECR:

Build from your Docker file, then tag & push to ECR for a scan-on-push.

DOCKER_BUILDKIT=0 docker build -t wordpress-app:latest .

docker tag wordpress-app:latest 135016766255.dkr.ecr.us-east-1.amazonaws.com/wordpress-
app:latest

aws ecr get-login-password --region us-east-1 | docker login --username AWS --password-stdin
135016766255.dkr.ecr.us-east-1.amazonaws.com

docker push 135016766255.dkr.ecr.us-east-1.amazonaws.com/wordpress-app:latest



# docker-compose.yml X

@ docker-compose.yml|

root
student_management
u

- db_data ar/lib/mysql

TPUT TERMINAL

485201b000c7: Layer already exists

f88cecc@d4e76: Layer already exists

9e92e56de9f5: Layer already exists

c9648d7fcbb6: Layer already exists

709f68bc1d50: Layer already exists

c5ff78edaefc: Layer already exists

€24c07479bd6: Layer already exists

f1c84a961f55: Layer already exists

30eb7a300f13: Layer already exists

1c@4bbob5fbe: Layer already exists

119f76071913: Layer already exists

28135fd83ed1: Layer already exists

9639d8c8cc76: Layer already exists

b965ebleb5f7: Layer already exists

5543a36f8eed: Layer already exists

latest: digest: sha256:856e72bf91236284368f672f6d3b54dd2beeb4d4509178e6723blaeddc229ead size: 4503
(base) tejaswinid@AC-5B238E wordpress-docker with vulnerables %




< (] %% us-east-1.console.aws.amazon.com/ecr/repositories/private/135016766255/wordpress-app?region=us-east-1 b+ & = 5’ H

a8 [ All Bookmarks

® o (@] o United States (N. Virginia) ¥

e Amazon ECR » Private registry > Repositories » wordpress-app €]
Amazon Elastic < @ Image scan overview, status, and full vulnerabilities are now displayed in the Image detail page. To access, click an image tag.
Container Registry
Delete Details Scan View push commands
¥ Private registry Images (1) @ =
Repositories Q, Search artefacts 1 ]
Summary
i Last ded pull
Images Imagetag ¥ | Artifact type Pushed at v (5:;) v | Image URI Digest ti;::emcm ed pul .
Permissions
08 August 2025, G
Lifecycle Policy latest image g 192.24 [« Ppiad I0) sha256:856e72bfaf2362... -

,,,,,,, 14:36:53 (UTC+01) uRI

Repository tags
Features & Settings
¥ Public registry
Repositories

Settings

ECR public gallery [
Amazon ECS [2

Amazon EKS [3

Getting started [

Documentation [%

I have created two EC2 one for the Deployment and Other for the load balancing:

& (& 23 us-east-1.console.aws.amazon.com/ec2/home?region=us-east-1#Instances:instanceState=running ¥ S = &
g8 [3 All Beokmarks

e EC2 » Instances &2

EC2 < Instances (2) info @ Connect ( Instance state ¥ ) ( Actions ¥ ) Launch instances ¥
Dashboard Q. Find Instance by attribute or tag (case-sensitive) All states ¥
2
EC2 Global View [ g | X] ( Clear filters ) 1 5y
Events
Name v v v il i v
v Instances I | Instance ID | Instance state | Instance type | Status check | Alarmstatus | Availability Zone | Pub
Instances wordpress-1 i-01fe8fc59f5e9d6e8 @ Running & & t2.micro @ Initializing View alarms +  us-east-1b ec2-
Instance Types wordpress-2 i-0fc517889842554eb @ Running Q t2.micro @ Initializing View alarms +  us-east-1b ec2-
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts Select an instance 8 v

Capacity Reservations

¥ Images
AMIs
AMI Catalog

¥ Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security




c 25 us-east-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?addressFamily=ipvd&connT d&instanceld=i-01fe8fc53f5e9d6e8&osUser=ub... ¥r & Relaunch to update :

oo [ All Bookmarks

(] fal @ ] United States ({ voclabs/user3537795=x23288957@student

* Ubuntu Pro delivers the most comprehensive open source security and
compliance features.

https://ubuntu.com/aws/pro
[Expanded Security Maintenance for Applications is not enabled.
0 updates can be applied immediately.

nable ESM Apps to receive additional future security updates.
[See https://ubuntu.com/esm or run: sudo pro status

IThe list of available updates is more than a week old.
ITo check for new updates run: sudo apt update

[Last login: Fri Aug 1 15:02:25 2025 from 18.206.107.28
ubuntu@ip-172-31-27-151:~§ 1s

ubuntu@ip-172-31-27-151:~$ cd wordpress-securedocker/

ubuntu@ip-172-31-27-151:~/wordpress-securedocker$ ls

Dockerfile docker-compose.yml

ubuntu@ip-172-31-27-151:~/wordpress-securedocker$ docker compose up -d

unable to get image 'wordpress-securedocker-web': permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock: Get "http
://%2Fvar%2Fruni2Fdocker.sock/vl.51/images/wordpress-securedocker-web/json": dial unix /var/run/docker.sock: connect: permission denied
ubuntu@ip-172-31-27-151:~/wordpress-securedocker$ sudo su

jroot@ip-172-31-27-15 home/ubuntu/wordpress-securedocker# ls

Dockerfile docker-compose.yml

jroot@ip-172-31-27-151: /home/ubuntu/wordpress-securedocker# docker compose up -d

Container wordpress-securedocker-db-1
Container wordpress-securedocker-web-1
root@ip-172-31-27-151:/home/ubuntu/wordpress-securedocker#

i-01fe8fc59f5e9d6e8 (wordpress-1) X
PublicIPs: 54.221.168.167 PrivatelPs: 172.31.27.151

CloudShell Feedback Terms Cockie preferences

(¢] 25 us-east-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?region=us-east-1&connType=standard&instanceld=i-0fc517889842554eb&osUser=roo. g .4 Relaunch to update }
oo [ All Bookmarks

Q Search [Option+: voclabs/user3537795=x23288957@student

0 updates can be applied immediately.

[Enable ESM Apps to receive additional future security updates.
[See https://ubuntu.com/esm or run: sudo pro status

[The list of available updates is more than a week old.
'o check for new updates run: sudo apt update

[Last login: Fri Aug 1 15:02:40 2025 from 18.206.107.28
jroot@ip~172-31-24-197:~# cd home

|-bas] c home: No such file or directory
[root@ip-172-31-24-19 # 1s

snap
root@ip-172-31-24-197:

jroot@ip-172-31-24-19 #

bin boot lib 1ib64 media opt root sbin
bin.usr-is-merged dev e lib.usr-is-merged lost+found mnt proc run sbin.usr-is-merged
jroot@ip-172-31-24-19 # cd home

jroot@ip-172-31-24-19 home# 1s

ubuntu

jroot@ip-172-31-24-197:/home# cd ubuntu/

jroot@ip-172-31-24-19 home/ubuntu# 1s

jroot@ip-172-31-24-19 home/ubuntu# cd wordpress-securedocker/
jroot@ip-172-31-24-197:/home/ubuntu/wordpress-securedocker# 1s

[Dockerfile docker-compose.yml
jroot@ip-172-31-24-197:/home/ubuntu/wordpress-securedocker# docker compose up -d

Container wordpress-securedocker-db-1
Container wordpress-securedocker-web-1
jroot@ip-172-31-24-19 home/ubuntu/wordpress-securedocker#

i-0fc517889842554¢eb (wordpress-2) X
PubliclPs: 13.221.75.49  PrivatelPs: 172.31.24.197

Cloudshell  Feedback tsaffiliates.  Privacy Terms  Cookie preferences

8. ALB & WAF:

e Create Target Group (instances, HTTP:80). Register both EC2s. Health check /'



< (] %3 us-east-1.console.aws.amazon.com/ec2/home?region=us-east-1#ELBListenerV2:loadBalancerArn=arn:aws:elasticloadbalancing:us-east-1:135016766255:loadbalance... ¥r & = E’ H

g8 [ All Bookmarks

© =2 > Losdbalancers > wordpress-application > HTTP:80 lstener

EC2 < HTTP:80 o ©

Dashboard
¥ Details
EC2 Global View [3
Alistener checks for connection requests using the protocal and port that you configure. The default action and any additional rules that you create determine how the
Events Application Load Balancer routes requests to its registered targets.
¥ Instances Protocol:Port Load balancer Default actions
Instances HTTP:80 wordpress-application + Forward to target group
— wordpress [73: 1 (100%)
Instance Types Target group stickiness: Off

Launch Templates
Listener ARN

Spot Requests
P q [0 arn:aws:elasticloadbalancing:us-east-1:135016766255 listener/app/wordpress-application/2b609ac82e7368f2/94405b91261¢ 1065

Savings Plans
Reserved Instances
Dedicated Hosts Rules Attributes Tags

Capacity Reservations

¥ Images Listener rules (1) i s @ Add rule
AMIs Traffic received by the listener is routed according to the default action and any additional rules. Rules are evaluated in priority order from the lowest value to the highest value.
AMI Catal
atalog Q Filter rules 0]

¥ Elastic Block Store

Priority | Nametag | Conditions (If) | Actions (Then) | Actions
Volumes
Snapshots Last Default If no other rule applies + Forward to target group & o
(default) wordpress [?: 1 (100%)

Lifecycle Manager
ifecy 9 Target group stickiness: Off

¥ Network & Security

© 2 > Targetgroups > wordpress e ®
Capacity Reservations

v Images wordpress
AMis N
AMI Catalog Details

[0 arn:aws:elasticloadbalancing:us-east-1:135016766255:targetgroup/wordpress/61e81802c4662ead
¥ Elastic Block Store

Target type Protocol : Port Protocol version VPC
Volumes Instance HTTP: 8080 HTTP1 vpc-0bOaf4chd3bc770f5 [
Snapshots
) IP address type Load balancer
Lifecycle Manager IPva. wordpress-application [%
¥ Network & Security
Security Groups 2 @0 ®2 0 0 0
Elastic IPs Total targets Healthy Unhealthy Unused Initial Draining

Placement Groups 0 Anomalous

Key Pairs
Network Interfaces » Distribution of targets by Availability Zone (AZ)
Select values in this table to see corresponding filters applied to the Registered targets table below.

¥ Load Balancing
Load Balancers
Target Groups Targets Monitoring Health checks Attributes Tags
Trust Stores
¥ Auto Scaling Registered targets (2) i @ Anomaly mitigation: Not applicable @ Deregister
Auto Scaling Groups Target groups route requests to individual registered targets using the protocol and port number specified. Health checks are performed on all registered targets according to the

target group's health check settings. Anomaly detection is automatically applied to HTTP/HTTPS target groups with at least 3 healthy targets.

Q Filter targets 1 (1)
Settings

ie preferences

e C(reate ALB across public subnets; listeners 80— (optional redirect 443), 443—Target
Group (ACM cert if using a domain)

10



& (] %% us-east-1.console.aws.amazon.com/ec2/home?region=us-east-1#LoadBalancers: w d = @&

oo 3 All Bookmarks

e EC2 > Load balancers

EC2 < Load balancers (1/1) @ Create load balancer ¥

Elastic Load Balancing scales your load balancer capacity automatically in response to changes in incoming traffic.

Dashboard

EC2 Global View [2 Q, Filter load balancers 1 3]

Events Name v | state v | Type % | Scheme v | IP address type v | vecip v | Availability
¥ Instances [ wordpress-application @ Active application Internet-facing 1Pvd vpc-0bOafdcbd3be770f.. [2

Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances

Dedicated Hosts Load balancer: wordpress-application v
Capacity Reservations

¥ Images < Details Listeners and rules Network mapping Resource map Security Monitoring Integrations Attributes >
AMIs
AMI Catalog
Details
¥ Elastic Block Store
Load balancer type Status VPC Load balancer IP address type
Volumes Application @© Active vpe-ObOafachd3bc770f5 [2 1Pv4
Snapshots
. Scheme Hosted zone Availability Zones Date created
Lifecycle Manager
Internet-facing Z355XDOTRQ7XTK subnet-008dd394f0cc7e463 [2 us- July 24, 2025, 14:26 (UTC+01:00)
¥ Network & Security east-1a (use1-az2)

Shell  Feed ie preferences

e Create a Web ACL and associate it to the ALB

URL: wordpress-application-1853364263.us-east-1.elb.amazonaws.com

<« [¢] A\ Not Secure  wordpress-application-1863364263.us-east-1.elb.amazonaws.com/findex.php T @ Relaunch to update :
9 [ All Bookmarks

Student Management System

Logout

Add Student

Name:

Email:

Add Student

Add Course

Course Name:

I Msc in cloud computing| |

11



http://wordpress-application-1853364263.us-east-1.elb.amazonaws.com/

« @ % us-east-1.console.aws.amazon.com/ec2/home?region=us-east-1#LoadBalancer:| cerArn=arn:aws:elasticloadbalancing:us-east-1:135016766256:loadbalancer.. ¥ &, = &

88 [ All Bookmarks

v

L ® @  UnitedStates

@student.ncirl.ie

e ECZ > Load balancers > wordpress-application @ 5
Capacity Reservations
(i) Application Load Balancers now support public IPv4 IP Address Management (IPAM) Edit IP pools x
¥ Images You can get started with this feature by configuring IP pools in the Network mapping section.

AMIs

AMI Catalog wordpress-application @

¥ Elastic Block Store
Volumes ¥ Details
Snapshots Load balancer type Status VPC Load balancer IP address type
Lifecycle Manager Application @ Active vpc-0bOafdcbd3bc770f5 [2 IPv4
¥ Network & Security Scheme Hosted zone Availability Zones Date created
Security Groups Internet-facing Z355XDOTRQ7XTK subnet-008dd394f0cc7e463 [A us- July 24, 2025, 14:26 (UTC+01:00)
east-1a (use1-az2)
Elastic IPs

subnet-0f5df099d4fe92549 [3 us-

Placement Groups east-1c (usel-azé)

Key Pairs subnet-0e886fef14d3b5b95 [3 us-
Netwaork Interfaces east-1b (use1-azd)
¥ Load Balancing Load balancer ARN DNS name info
Load Balancers [0 arn:aws:elasticloadbalancing:us-east-1:135016766255:loadbalancer/app/wordpre [0 wordpress-application-1853364263.us-east-1.elb.amazonaws.com (A Record)

ss-application/2b609ac82e7368f2
Target Groups

Trust Stores

¥ Auto Scaling Listeners and rules Network mapping Resource map Security Monitoring Integrations Attributes Capacity Tags
Auto Scaling Groups
Listeners and rules (1) i @ Manage rules ¥ Manage listener ¥
Settings A listener checks for connection requests on its configured protocol and port. Traffic received by the listener is routed according to the default action and any additional rules.

@) CloudShell  Feedback vacy ie preferences

Enable AWSManagedRulesSQLiRuleSet + Common + KnownBadInputs. Turn on WAF logging to CloudWatch
Logs for evidence.

Custom digitsBlonly param rule for 'id":

{
"Name": "IdParamDigitsOnly",

"Priority": 20,
"Statement”: {
"RegexMatchStatement": {
"RegexString": "~[0-9]{1,6}%",
"FieldToMatch": { "SingleQueryArgument”: { "Name": "id" } },
"TextTransformations": [{"Priority":0,"Type":"NONE"}]
}

s
"Action": {"Block": {}},

"VisibilityConfig": {"SampledRequestsEnabled": true, "CloudWatchMetricsEnabled":
true, "MetricName": "IdParamDigitsOnly"}
}

12



<« c 25 us-east-1.console.aws.amazon.com/wafv2/homev2/web-acl/WordPress-Container-Protection/11dd907¢-8503-40c3-b19a-bd99ed6897dd/overview?region: * & Relaunchto update }

oo [ All Bookmarks

& Q ® o] Global ¥ voclabs/user3537795=x23288957@student.ncirl

WAF & Shield X AWS WAF > WebACLs > WordPress-Container-Protection ®
‘ (C]
v AWS WAF WordPress-Container-Protection Download web ACL a5 JSON
Getting started rﬁ arm:aws:wafv2:us-east-1:135016766255:regional /webacl/WordPress-Container-Protection/11dd907¢-8503-40¢3-b19a-bd99ed6897dd
Web ACLs < Traffic overview Rules Associated AWS resources Custom response bodies Logging and metrics Sampled requests Cloudwat >

Bot control dashboard

Application integration

Rules (2) ‘ Edit ‘ ‘ Delete | ‘ Add rules ¥
IP sets
Regex pattern sets Q, Find rules 1 @
Rule groups
Add-on protections ) Name Action Priority Custom response
O AWS-AWSManagedRulesSQLiRuleSet Use rule actions o -
Switch to AWS WAF m] BlockBadBots Block 5 =
Classic
¥ AWS Shield . .
Web ACL capacity units (WCUs) used by your web ACL
Getting started The WCUs used by the web ACL will be less than or equal to the sum of the capacities for all of the rules in the web ACL
Overview
Protected resources The total WCUs for a web ACL can't exceed 5000. Using over 1500 WCUs affects your costs. AWS WAF Pricing [2
Events

230/5000 WCUs

Global threat dashboard

4

AWS Shield network
security director

Default web ACL action for requests that don't match any rules Edit ‘

loudShell Feedback

Privacy Terms  Cookie preferences

9. ECR Scan — EventBridge — Lambda — SNS (Email):

SNS topic: HighSeverityVulnAlerts (subscribe your email)

< (] 2% us-east-1.console.aws.amazon.com/sns/v3/home?region=us-east-1#/subscriptionfarn:aws:sns:us-east-1:135016766255:ECR-Vulnerability-Notifications:edaleeda-cd... ¥ & = ﬁ :
B [ All Bookmarks
. Account ID: 1350-1676-6255
B 8 @ @ UnitedS@es(NVIGNGD Y erss377050423288957@student ncirLie
e Amazon SNS > Topics » ECR-Vulnerability-Notifications » Subscription: edalee4a-cdd8-4d3c-be6f-da05456d8a89 ® # 6
——
5 i A
Amazon SNS ¢ ‘Amazon SNS now supports High Throughput FIFO topics. Learn more [
Dashboard Subscription: edalee4a-cdd8-4d3c-bebf-da05456d8a89
Topics
Subscriptions Details
¥ Mobile ARN Status
Push notifications arn:aws:sns:us-east-1:135016766255:ECR-Vulnerability-Notifications.edaleeda- @ confirmed
cddB-4d3c-be6f-da05456d8aB9
Text messaging (SMS) Protocol
Endpoint EMAIL

tejaswinidhaneshkumar@gmail.com

Topic
ECR-Vulnerability-Notifications

Subscription Principal
arn:aws:iam::135016766255:role/voclabs

Subscription er policy Redrive policy (dead-letter queue)

Subscription filter policy o
This policy filters the messages that a subscriber receives.

No filter policy configured for this subscription.
To apply a filter policy, edit this subscription.
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[ 3 c 23 mail.google.com/mail/u/1/20gbl#inbox/FMfcgzQbgcRARVKfMdCLWpMSgHXGQMJG Y & Relaunch to update

88 [ All Bookmarks
= M Gmail Q Search mail = O & +
<« 8 0 ® 8 & 10f1,728 > B
4/ Compose
ECR Vulnerability Scan Results: wordpress-app inbox x 8 B
& Inbox 1,097
¢ Starred @ ECR-Wul bility ifications <no-reply@: om> 901AM (1minuteago) v @ &« i
@ tme~ @
@® Snoozed
Image scan completed for wordpress-app:latest
B>  Sent Total vulnerabilities found: 100 -
Draft 0 MEDIUM: 56
D prafts HIGH: 31
< ore CRITICAL: 3
LOow: 2
UNDEFINED: 8 02
Labels +
Actions taken:
Quarantined image with tags: latest
WAF rule group already exists
Associated rule group with Web ACL
If you wish to stop receiving notifications from this topic, please click or visit the link below to unsubscribe:
hitps://sns.us-east-1 html =arn:aws:sns:us-east-1:135016766255:ECR: 1eeda-cdd8-4d3c-bebf-
dao! E com
Please do not reply directly to this email. If you have any questions or comments regarding this email, please contact us at https:/aws.amazon.com/support
€« Reply L > Forward | ( (@)
@ linarade >

EventBridge rule: source=aws.ecr, detail- type="ECR Image Scan', filter CRITICAL>0 OR HIGH>0
Target: Lambda = publishes to SNS (and optionally updates WAF rules)

< (] %3 us-east-1.console.aws.amazon.comflambdajhome?region=us-east-1#/functions/ECRVulnerabilityHandler?tab=code w & = ﬁ H

oo [ All Bookmarks

Account |

United St nia) v

= Lambda > Functions » ECRVulnerabilityHandler O ®

ECRVulnerabilityHandler (Crhwottie ) (1 copy arn ) (actions v )

[ (@) This function belongs to an application. Click here to manage it. X J
¥ Function overview o (Export to infrastructure composer ) (" Download ¥ )

M Template Description

‘ ECRVulnerabilityHandler ‘ Last modified
2 weeks ago

| @ Layers (0) |

- g Function ARN

A\ [0 arn:aws:lambda:us-east-1:135016766255:function:ECRVul
. + Add destination -
EventBridge (ClondWabch Events) (Ct pdddestination ) L neer

Application

+ Add trigger wordpress-security-pipeline

Function URL  Info

Code Test Monitor Configuration Aliases Versions

SQL Injection ,WAF Metrics And Cloud watch logs:

SQLi probes blocked (403); WAF logs show terminating rule

14



M-~ < Not Secure — wordpress-application-1853364263.us-east-1.elb.amazonaws.com & h + ©

[ 203 Forbidden [ 403 Forbidden

403 Forbidden

L = c 2% us-east-1.console.aws.amazon. wafv2/homev2/web: rdPress-Container-Protection/11dd907¢c-8503-40¢3-b19a-b dd/overview?region=u... ¥ F" Relaunch to update :
oo [ All Bookmarks
Global ¥ voclabs/user3537795:
Standard ®
WAF & Shield X Time)
(C]
Mon Aug
v AWS WAF 04 2025
Getting started 233.74.86 09:08:07
[username=%27%200R%20%27x%27=%27x AWSHAW QLiRul QLIi_QUERYARGUMENTS BLOCK GMT+0100
Web ACLs £
(Irish
Bot control dashboard Standard
Application integration Time)
IP sets Mon Aug
Regex pattern sets 042025
09:08:28
Rule groups 145.76.96 o ame=%27% " w ot i
J2username=%27%200R%20%27x%27=%27x AWSHAW QL QLi_QUER UMENTS BLOCK GMT+0100
Add-on protections (Irish
Standard
Time)
Switch to AWS WAF
X Mon Aug
Classic
04 2025
v AWS Shield 1.80.221.31 L3074
[2username=%27%200R%201=1-- AWSHAW QLil QLi_QUERYARGUMENTS BLOCK GMT+0100
Getting started (Irish
Overview Standard
Time)
Protected resources
Events Mon Aug
Global threat dashboard 04 2025
1.47.11.254 09:08:07
¥ AWS Shield network y o [userna 27%200R%20%27x%27=%27x AWS#AWSManagedRulesSQLiRuleSet#SQLi_QUERYARGUMENTS BLOCK GMT+0100
security director (Irish
Standard

loudShell Feedback Cookie preferences
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< (] 2% us-east-1.console.aws.amazon.com/cloudwatch/home?region=us-east-1#logsV2:log-groups/log-group/$252Faws$252Flambda$252FECRVulnerabilityHandler/log-eve... ¥r 4 = E’ H

a8 [ All Bookmarks

Account ID: 1350-1676-6255

e CloudWatch > Loggroups » faws/lambda/ECRVulnerabilityHandler > 2025/08/08/[$LATEST]448b03b2bbf044ee8ba5f00c8e931b26

CloudWatch
Log events @ ( Actions ¥ ) ( Start tailing ) Create metric filter
Favorites and recents » You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns [
Q, Filter events - press enter to search
Dashboards

. Clear m 30m 1h 12h  Custom UTC timezone ¥
» Al Operations New

» Alarms Ao @o @Bo &
¥ Logs L4 Timestamp | Message
Log groups No older events at this moment. Retry
Log Anomalies 4 2025-08-08T13:37:10.7152 INIT_START Runtime Version: python:3.9.v1@1 Runtime Version ARN: arn:aws:lambda:us-east-1::runtime:af29e10439856e.
Live Tail L4 2025-08-88T13:37:11.0212 [INFO] 2025-88-88T13:37:11.021Z Found credentials in environment variables.
Logs Insights. L4 2025-98-88713:37:11.1922 START Requestld: adabaa74-618c-4ff5-aeba-0d@3551f6f20 Version: SLATEST
Contributor Insights [ 4 2025-08-88T13:37:11.1932 [INFO] 2825-@88-08T13:37:11.193Z adabaa?4-618¢-4ff5-0e6a-8d0355176f20 Received event: {"version": "@", "id": "73ad.
. L4 2025-08-88T13:37:14.1922 END RequestTd: adabaa?4-618c-4ff5-ae6a-0d03551F6F20
¥ Metrics
All metrics L4 2025-@8-88T13:37:14.1927 REPORT RequestId: ada6aa74-618c-4ff5-ae6a-0d03551f6f20 Duration: 2999.52 ms Billed Duration: 3008 ms Memory Size:.
Explorer No newer events at this moment. Auto retry paused. Resume
Streams

» Application Signals (APM)

GenAl Observability Preview
» Network Monitoring

> _Insights

e preferences

16



	1 Introduction
	This manual outlines how to replicate the thesis deployment of a secure, containerized WordPress on Amazon Web Services (AWS).It's written for engineers and evaluators who need a fast, reproducible build—from image creation and registry scanning to lo...
	Prerequisites
	3. Credentials & Info
	4. Architecture Overview
	5. Local Development (MAMP + phpMyAdmin)
	6. WordPress Plugin Integration (connecting the local app)


	7. Container Build & Push to ECR:
	8. ALB & WAF:
	9. ECR Scan → EventBridge → Lambda → SNS (Email):

