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Development Environment and Tools

The research was carried out in Python on Google Colab with GPU. Key libraries
were Pandas and NumPy (Pandas, n.d.; NumPy, n.d.) for data analysis, Matplotlib
and Seaborn (Matplotlib, n.d.; Seaborn, n.d.) for the creation of visualizations, Scikit-
learn and XGBoost (Scikit-learn, n.d.) for ML and TensorFlow/Keras (TensorFlow,
n.d.; Keras, n.d.) for deep learning models. The cloud environment of Google Colab
allowed us to train and experiment effectively and convenient storage integration
with Google Drive.

Setup Procedure and Implementation Workflow

Step 1: Set Up a Google Account

Begin by creating a Google account, this will give access to Google Drive, Google
Colab, and other essential tools. Visit https://accounts.google.com to sign up.

Google

Sign in to Chrome

Sign in with your Google Account to get your
bookmarks, history, passwords, and other settings

on all your devices
‘~ Email or phone

Forgot email?

Not your computer? Use Guest mode to sign in privately.
Learn more about using Guest mode

Create account Next

Step 2: Access Google Drive

Log in to https://drive.google.com and organize workspace:



https://accounts.google.com/
https://drive.google.com/

o Create a new folder, “Evaluating the Effectiveness of Neural Networks for
Cyber Attack Detection in loT Ecosystems”.
e Upload dataset file and any other supporting files into this folder.

< x 2% workspace.google.com/intl/en-US/products/drive/

Go gle Workspace Solutions Products Industries A Pricing Resources Try Drive for work

L Google Drive

& orive a +=) g
Store and share : Ml N
. . = o
files online e | e
Al-powered cloud storage for seamless file sharing and “ _ o Ak aumsion
enhanced collaboration. o ireis h

L~ ]
Try Drive for work

Step 3: Install google Collaboratory
To write and run Python code in the cloud:

e In Google Drive, click New > More > Connect more apps.

o Search for Colaboratory and install it.

e Once installed, open. ipynb notebook files directly from Google Drive using
Colab.



= O Google Workspace Marketplace =~ Q  Searchapps

Featured partner apps

Connect your business apps with
Google Workspace.

* Lucidspark

3= Allfilters (1) Works with Drive ~ Price ~

View more

Work from everywhere ©
These apps help your organization be more productive. Learn more @.

< O Google Workspace Marketplace =~ Q  Searchapps

Colaboratory

o This allows Google Colaboratory to open and create files in
C Google Drive. It is automatically installed on first use;

uninstalling this will not prevent access to Colaboratory.

By: Colaboratory team &5
Listing updated: May 25, 2024

Works with: & KR AKK 3694 O & 74M+

Permissions Reviews

Step 4: Create new Notebook & Mount a Drive

o Click New—More — Google Colaboratory
e And mount with google drive

~ & Code - Google Drive X €O Codeipynb - Colab x  + - a X
€ = @ % colabresearchgoogle.com/drive/1u_uia8hdygI6WDCcHSNIAGHSPiaT-Tib#scrollTo=q3LZzxmKXu7a %« O
Co & Codeipynb ¥ & S 2, share 4 cemini o

File Edit View Insert Runtime Tools Help
Q Commands + Code + Text b Runall ~ v m: - ~
i= Files 0o x Tl e BoED

° from google.colab import drive|

o) (RGN AR drive.mount(’ /content/drive’)

I
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» [ sample_data

o)
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o from google.colab import drive
drive.mount('/content/drive")

Step 5: Set a path and Adding, Running Code or Text Cells

v & Code- Google Di x o x 4 a x
< G % colabresearchgoogle.com/drive/1u_uia8hdygd6WDcHENIAGHEPia7-Tjb#scrollTo=cjbm3DR1ZLim % @ :
cO & Codeipynb ¥ & B ® 2, share 4 Gemini o

File Edit View Insert Runtime Tools Help
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= Files O X

[ ] from google.colab import drive

A e R ® drive.mount(’ /content/drive')
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o) » [l MyDrive

o B sample_data

() & A Preprocessing loT Data for Effective Threat Detectionipynb ¥ & 5] 5@ o) share 4 cemi
e 2h
PRO File Edit View Insert Runtime Tools Help
Q Commands + Code + Text > Runall Connec
[ 1 from google.colab import drive
@ drive.mount('/content/drive')
3% brive already mounted at /content/drive; to attempt to forcibly remount, call drive.mount("/content/drive”, force_remount=True).
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ERVER SN - |
@© import warnings as iotThreatPreprocs lab nw
(o

ab_nw.filterwarnings ("ignore™)
s as iotThreatPreprocs lab nps

O import seaborn as iotThreatPreprocs lab_nns|
import matplotlib.pyplot as iotThreatPreprocs_lab_npl
from sklearn import preprocessing as iotThreatPreprocs lab ng
[ ] iotThreatPreprocs lab_dir= '/content/drive/mybrive/Evaluating the Effectiveness of Neural Networks for Cyber Attack Detection in IoT Ecosystems/Mergeds2.csv'

Step 6: Adding and Running Code or Text Cells

Use the + Code button to insert new cells for Python code, and + Text for
documentation and explanations.

o Keep code organized by using headings and comments.
« Divide notebook into sections like: Data Preprocessing, Model Building,
Training and Evaluation.

Use TensorFlow/Keras to design and train model: Save trained model for future use.
You can also export graphs or processed data to Google Drive.



Code Execution Process

The code execution workflow in Google Colab integrates seamlessly with Google
Drive for persistent storage. Initially, Drive is mounted using the google.colab.drive
module, and the dataset path is specified. Pandas is used to load data into memory,
followed by sequential execution of preprocessing, training, and evaluation blocks.
Documentation is maintained in text cells to ensure clarity and reproducibility. Model
results, visualisations, and processed data are saved back to Drive, ensuring no
progress is lost due to Colab’s session resets. This structure supports collaboration
by enabling shared access to all project files in the Drive folder.
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