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1 Introduction

This configuration manual provides the step-by-step, Ul-first procedure to reproduce the
multi-cloud setup comprising Azure AKS, AWS EKS, NGINX Ingress, Horizontal Pod
Autoscaler (HPA), and dual CDNs (Azure CDN and Amazon CloudFront) placed in front
of the clusters. It includes common Kubernetes manifests, platform-specific configuration,
global DNS routing, monitoring, and JMeter validation.

2 Prerequisites

Required software, accounts, and base configuration:

» macOS with Docker Desktop; tools: kubectl, Helm, JMeter, Minikube, GitHub, and
VS Code.

Cloud accounts: Microsoft Azure and Amazon Web Services (AWS).
Container image hosted in Docker Hub.

Kubernetes versions aligned across AKS and EKS.

NGINX Ingress Controller installed on both clusters.

Metrics Server installed on both clusters for HPA.

3 Implementation

3.1  Kubernetes Cluster on AWS EKS

Steps:

e Open AWS Console — EKS — Add cluster — Create.

» Add a managed node group with instance type t3.medium; set min nodes to 2 and
max nodes to 4.

» Enable CloudWatch logging for node CPU utilization.



" yashvanthsb@Yashvanths-MacBook-Air multi-cloud-thesis-app % eksctl create cluster \

--name eks-eu-2 \
--region eu-west-1 \
--version 1.31 \
--with-oidc \
--nodegroup-name ng-1 \
--node-type t3.medium \

--nodes 2 --nodes-min 2 --nodes-max 4 --managed

[Option+S]

> Clusters
Clusters (1) i
Q Filter clusters

Cluster name & Status ¥

eks-eu-2 © Active

3.2

Kubernetes version ¥

1.31 Upgrade now

Support period

& Standard support until November 26, 2025

B 8 0 ®

@ Delete

v Upgrade policy ¥

Extended

Figure 1: AWS EKS cluster creation

EKS Managed Node Group Configuration

Europe (Ireland) ¥

Created

Account ID: 1836-3132-8233 v
yashu

® &6

Create cluster ¥
1 S

v Provider

August 12, 2025, 20:22 (UTC+01:00) EKS

The screenshot shows the managed node group created for the EKS cluster. Key settings:

These choices align with the evaluation goals: maintain a steady baseline of two
workers, add capacity quickly under load without preemption risk, and keep the node
configuration immutable via a launch template so successive experiments are comparable.

Node group configuration i

Kubernetes version
131

AMI release version Info
1.31.11-20250807

Details Nodes Health issues [[J
Details
Node group ARN

[0) arn:aws:eks:eu-west-1:183631328233:
nodegroup/eks-eu-2/ng-1/d0cc4fe3-1bcf-d
6d5-3ed9-6dfdf6da66b0

Created
[0 August 12, 2025, 20:33 (UTC+01:00)
Figure 2:
3-3
Portal steps:

AMI type Info
Amazon Linux 2023 (x86_64) Standard

Instance types
t3.medium

Kubernetes labels Update config

Autoscaling group name
eks-ng-1-dOcc4fe3-1bcf-d6d5-3ed9-
6dfdf6da66b0 (2

Node IAM role ARN

I0) arn:aws:iam:183631328233:role/ek
sctl-eks-eu-2-nodegroup-ng-1-Nodelnst
anceRole-TlgweS9InEoX

View in IAM [2

Launch template
eksctl-eks-eu-2-nodegroup-ng-1 [2

Launch template version
1

Kubernetes taints Update history

Capacity type
On-Demand

Desired size
2 nodes

Minimum size
2 nodes

Maximum size
4 nodes

Status

© Active

Disk size
Specified in launch template

Tags

Subnets
subnet-0dd9fc6c4935af055 [2
subnet-06fe7c420349b1eab [2

Configure remote access to nodes
off

AWS EKS managed node group configuration

Kubernetes Cluster on Azure AKS

« Azure Portal — Kubernetes services — Create — Create a Kubernetes

cluster.



» Basics: choose Subscription/Resource Group, set cluster name, pick a region (near
Ireland preferred), and select the Kubernetes version.

» Node pool: pick a VM size and node count comparable to EKS (e.g., two workers
with headroom to scale).

» Monitoring: ecnable Azure Monitor for containers (Insights).

Ill.lllmlll aks-cluster £ Y 0 Update AKS cluster pricing tier Edit existing AKS YAML deployment file Start the node pool in this cluster X
u Kubernetes service
earch o«
|,O IS ! I -+ Create v & Connect [] stop [i] Delete () Refresh @ Open in mobile 2 Give feedback
oo A
| ¥ Overview A Essentials JSON View
i Activity log Resource group Kubernetes version
A9 Access control (IAM) thesis-rg 1326
© Tags Power state APl server address
Running aks-cluster-dns-nb35fforhcp.westeurope.azmk8s.io
@ Monitor
Cluster operation status Network configuration
¢® Diagnose and solve problems Succeeded Azure CNI Overlay
U Microsoft Defender for Cloud Subscription Node pools
Cost analysis Azure subscription 1 1 node pool
- Resource visualizer Location Container registries
West Europe Attach a registry.
> Kubernetes resources
Subscription ID
> Settings 7bb23551-947c-4c3f-9750-8a7eb7260bed

Figure 3: Azure AKS cluster creation

Configure kubectl access. Use Azure CLI to merge AKS cluster credentials into your
local kubeconfig, then select the context and verify nodes:

az aks get-credentials -g thesis-rg -n aks-cluster

kubectl get nodes

yashvanthsh@MAC-849698 multi-cloud-thesis-app % kubectl get nodes

NAME STATUS  ROLES AGE  VERSION
aks-agentpool-26959541-vmss000000  Ready <none> 24d v1.32.6
aks-agentpool-26959541-vmss@00001  Ready <none> 24d  v1.32.6

1 | Amuaa A ArTAIAAn 1

Figure 4: kubectl get nodes showing AKS worker nodes Ready



4 Configuration Files

The following manifests are applied to both clusters. Replace placeholders as needed.

4.1 Deployment.yaml

The deployment.yaml defines a Kubernetes Deployment (apps/vl) named
web-app. It declares 2 replicas and uses a selector/label pair (app=web-app)
so the ReplicaSet manages only these pods. Each pod runs a container from
yashusb/multi-cloud-thesis-app:vl  and exposes containerPort: 3000. The
Deployment controller maintains the desired state and performs safe RollingUpdates; the
commented namespace implies the object targets the current/default namespace.

yashvanthsb@MAC-849698 multi-cloud-thesis—app % cat deployment.yaml
apiVersion: apps/vl
kind: Deployment
metadata:
name: web-app
#namespace: web-app
spec:
replicas: 2
selector:
matchLabels:
app: web-app
template:
metadata:
labels:
app: web-app
spec:
containers:
- name: web-app
image: yashusb/multi-cloud-thesis—-app:vl
ports:
— containerPort: 3000

Figure 5: Deployment.yaml configuration file code snippet

4.2 Service manifest

The service.yaml| defines a Kubernetes Service (v1) named web-app-service. It selects
pods with the label app=web-app and exposes port 80, forwarding traffic to targetPort
3000 on the pods. With no type specified, the Service defaults to ClusterIP, giving
a stable virtual IP/DNS inside the cluster and decoupling the client-facing port from
the container’s port. An Ingress or external LoadBalancer can then route traffic to this
Service; the commented namespace implies it targets the current/default namespace.



yashvanthsb@MAC-849698 multi-cloud-thesis—app % cat service.yaml
apiVersion: vi
kind: Service
metadata:
name: web-app-service
# namespace: web-app
spec:
selector:
app: web-app
ports:
- port: 80
targetPort: 3000

Figure 6: Service.yaml configuration file code snippet

4.3 Ingress manifest

The ingress.yaml declares a networking.k8s.io/v1 Ingress named thesis-ingress
for the NGINX Ingress Controller (ingressClassName: nginx). It exposes the app at
the root path “/” with pathType: Prefix, routing all HTTP requests to the Service
web-app-service on port 80. The annotations instruct NGINX to speak HTTP to the
backend and to enable HTTP/2 for clients. No host or tls section is set, so the ingress

answers on its external address over plain HTTP; you can add a hostname and TLS secret
later for HTTPS.

yashvanthsb@MAC-849698 multi-cloud-thesis—app % cat ingress.yaml
apiVersion: networking.k8s.io/v1l
kind: Ingress
metadata:
name: thesis-ingress
annotations:
nginx.ingress.kubernetes.io/backend-protocol: "HTTP"
nginx.ingress.kubernetes.io/enable-http2: "true"

spec:
ingressClassName: nginx
rules:
- http:
paths:

- path: /
pathType: Prefix
backend:

service:
name: web-app-service # Match this to your actual service name
port:

number: 80

Figure 7: Ingress.yaml configuration file code snippet

4.4 Horizontal Pod Autoscaler (HPA) manifest

The hpa.yaml defines an HPA (autoscaling/v2) named thesis-hpa that targets the
Deployment web-app. It keeps at least 2 replicas and can scale up to 6 based on
CPU usage, aiming for averageUtilization: 70%. With metrics from the cluster



metrics-server, the HPA increases pods during load and reduces them when demand falls;
ensure pod CPU requests are set so utilization is meaningful.

yashvanthsb@MAC-849698 multi-cloud-thesis—-app % cat hpa.yaml
apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: thesis-hpa
spec:
scaleTargetRef:
apiVersion: apps/vil
kind: Deployment
name: web-app
minReplicas: 2
maxReplicas: 6
metrics:
- type: Resource
resource:
name: cpu
target:
type: Utilization
averageUtilization: 70

Figure 8: Ingress.yaml configuration file code snippet

5 Cluster Information

Useful commands to verify cluster state and endpoints:

kubectl cluster-info
kubectl get nodes -o wide
kubectl get svc -n ingress-nginx

yashvanthsbh@MAC-849698 multi-cloud-thesis-app % kubectl cluster-info
kubectl get nodes -o wide
kubectl get svc -n ingress-nginx

Kubernetes control plane is running at https://aks-cluster-dns-nb35ffor.hcp.westeurope.azmk8s.io0:443

CoreDNS is running at https://aks-cluster-dns-nb35ffor.hcp.westeurope.azmk8s.io:443/api/vl/namespaces/kube-system/services/kube-dns:
dns/proxy

Metrics-server is running at https://aks-cluster-dns-nb35ffor.hcp.westeurope.azmk8s.io:443/api/vl/namespaces/kube-system/services/ht
tps:metrics-server:/proxy

To further debug and diagnose cluster problems, use 'kubectl cluster-info dump'.

NAME STATUS  ROLES AGE ~ VERSION  INTERNAL-IP  EXTERNAL-IP  0S-IMAGE KERNEL-VERSIO
N CONTAINER-RUNTIME

aks-agentpool-26959541-vmss000000  Ready <none> 24d v1.32.6 10.224.0.5 <none> Ubuntu 22.04.5 LTS 5.15.0-1091-a
zure  containerd://1.7.27-1

aks-agentpool-26959541-vmss@00001  Ready <none> 24d v1.32.6 10.224.0.4 <none> Ubuntu 22.04.5 LTS 5.15.0-1091-a
zure containerd://1.7.27-1

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
ingress-nginx-controller LoadBalancer 10.0.235.128  74.178.148.100  80:30265/TCP,443:31286/TCP  24d
ingress-nginx-controller-admission  ClusterIP 10.0.241.165  <none> 443/TCP 24d

Figure 9: Cluster information and service endpoints (example output).



6 CDN and Global DNS

6.1 Azure CDN (Standard Microsoft)

Create a CDN profile and endpoint.
Origin: AKS Ingress public IP / hostname.
Rules: cache /assets/* with long TTL.
Force HTTPS and enable compression.

CDN profile

A\ Azure CDN from Edgio will now be retiring on January 15th, 2025. Customers must migrate their applications before

this date as per the details communicated in this advisory 7.

Subscription * Azure subscription 1
Resource group * thesis-rg
Create new

Resource group region O

Profile details

Name * \ thesis-cdn-profile

Region Global

0 CDN profiles are global resources that work across Azure regions

Pricing tier * Microsoft CDN (classic)

View full pricing details &'

Endpoint settings

Create a new CDN endpoint

CDN endpoint name * [ thesiscdn

Origin type * [ Custom origin
Origin hostname * ©® [ 74.178.148.100
Query string caching behavior * © [ Ignore query strings

Figure 10: Azure CDN origin and endpoint configuration.

6.2 Amazon CloudFront

* Create a distribution; set Origin to the EKS Ingress ALB/NLB DNS name.
« Enable HTTP/3 for viewer; choose cache policies for dynamic vs. static content.
* (Optional) Configure an origin group with AKS as failover.



E2VWKNPS5X9FFF

AWS_CDN

General

Security

Origins

Behaviors

(=N

View metrics

6.3

Error pages Invalidations Tags Logging

Details
Name Distribution domain name ARN Last modified
AWS_CDN ¢ [w] 6] arn:aws:cloudfront:: 18363132 August 18, 2025 at 6:39:10 PM

dhob6msicxbmi.cloudfront.net 8233:distribution/E2VWKNPS5X9 uTC

FFF

Settings
Description Alternate domain names Standard logging
- - off
Price class Cookie logging
Use all edge locations (best performance) Off
Supported HTTP versions Default root object
HTTP/3, HTTP/2, HTTP/1.1, HTTP/1.0 N

Figure 11: CloudFront distribution with HTTP/3 enabled.

Global Routing (Azure Traffic Manager)

» Configure Azure Traffic Manager (Performance): endpoint is Azure CDN as an
external endpoint.

» Enable health probes for automatic failover.

®thesis-tm * -

Traffic Manager profile

| 2 search

@ Overview

& Activity log

A Access control (IAM)

@ Tags

X Diagnose and solve problems

. Resource visualizer

V-

Settings

v

Monitoring

v

Automation

v

Help

© Dpisable profile
A Essentials

Resource group (move) : thesis-rg

Subscription (move) : Azure subscription 1

Subscription ID

Status : Enabled
Location  global

Tags (edit) : Add tags
GetStarted  Tutorials  Tools + SDK

() Refresh > Move v [i] Delete profile

: 7bb23551-947c-4c3f-9750-8a7eb7260be8

DNS Name
Monitor Status
Routing Method

Endpoints

JSON View
http://thesis-tm trafficmanager.net[T]
Inactive
Performance

0

Azure Traffic Manager is a DNS-based traffic load balancer. This service allows you to distribute traffic to your public facing applications across the global Azure regions. Traffic Manager also provides your public endpoints with high

availability and quick responsiveness,

@

Azure Traffic Manager Documentation
For detail understanding of Azure Traffic
Manager, refer to the documentation.

Read more

®

Add endpoint

Begin load balancing your traffic by
adding endpoints to your Traffic
Manager profile. Read more o7

Add endpoint

®

Traffic view

Traffic View provides Traffic Manager

with a view of your user bases (at a DNS

resolver granularity level) and their
traffic pattern. Read more of

Show heatmap

Configuration

Explore the configuration of your Traffic
Manager profile.

Figure 12: Azure Traffic Manager (Performance) endpoints and health probe configuration.

7 Web Application

7.1

Developing Web Application

» Application URL: http://localhost:3000/

» Developed a simple web application using HTML, CSS, and Node.js.


http://localhost:3000/

» The application listens on port 3000

& - G ANotSecure thesis-tm.trafficmanager.net * o :

Multi-Cloud Kubernetes Performance Testing

Home About Contact

Welcome to the Multi-Cloud App

This Project tests latency and load balancing in a multi-cloud Kubernetes environment.

My IP Address

My IP Address: Unable to fetch IP

About This Project

This research proposes a CDN-integrated adaptive load balancing solution to optimize performance across AWS and Azure Kubernetes clusters.

The study designs and tests this architecture to reduce response times below 150 ms and achieve uniform CPU distribution.

© 2025 Multi-Cloud App. All rights reserved.

Figure 13: Web Application code Snippet

7.2 Deploying The Application to the Docker Container

» Created a Docker image of my web application and pushed that image to the Docker
container.

» access the web application through the Docker container

* Pushed the Docker image to Docker Hub



& Dockerfile
FROM node:16

WORKDIR /app

COPY packagex.json ./

RUN npm install

COPY . .

EXPOSE 3000

CMD ["node", "index.js"]

Figure 14: Docker Image creation code snippet

8 Monitoring

8.1 AWS CloudWatch

EKS Container Insights: Pod/Node CPU (%) trends.

CloudFront: Requests, Bytes

From the below (Figure16) Two worker nodes from the same node group are plotted (green and
red), plus a blue “Expression” series that represents an aggregate.

At the highlighted time 2025-08-14 12:25 UTC, the nodes read about 2.61% and 2.36%, with
the aggregate around 2.55%.

he y-axis range sits between roughly 2.3% and 2.6%, indicating consistently low CPU usage
throughout the period.

10



= Cloudwatch > Container Insights
Container Insights

Clusters state summary (1)
As of August 14, 2025, 13:28 (UTC+01:00)

25 eu-west-1.console.aws.amazon.com/clol

Top 10 [ Nodes v ] per metric [ CPU Utilization

Percent
80

1ome?region=

Cluster
Utilization
3% CPU 28% Memory

Alarm states per resource type

Cluster (® No alarms detected
Node (® No alarms detected
Namespace (® No alarms detected
Service (® No alarms detected
Workload (® No alarms detected
Pod (® No alarms detected
Container (® No alarms detected

@ 1-p-192-168-8-130.eu-west-1.computeinte.

High Utilization >= (80)

foudShell  Feedback

2-1p-192-168-84-95.eu-west-1 compute.te.

ights:?~(query~()~c

Add to dashboard

Performance and status summary
[ Last 1 min

Clusters CPU (avg)
Utlization 2%
Reserved 48% OO

Pods (sum)
Desired 18
Ready 18

Control plane summary
[ Last 3 hours

91

@ Max APl server requests

94

@ Total number of stored objects

Top 10 [ Nodes v ] per metric [ Memory Utilization v ]

Percent

text~(orchestrationService~'eks))

a4 O

Account ID; 1836-3132-8233 v
© | curope(reane) v s

® Crowinman) (v perarmance avorss )

Clusters Memory (avg)
Utiization 28% 5
Reserved 19% QD

Nodes (sum)

Unavailable 0 0

Available 2

0 High Utilization >= (80)

25.1

@ Average AP server requests latency.

0

® Average admission controller atency

@ 1-ip-192-168-84-95.eu-west-1.computeinte.
2-1p-192-168-8-130,eu-west-1 compute.nte.

Privacy  Terms

okie preferences

Figure 15: AWS CloudWatch dashboard snippet

/ o
node_cpu_ut... & | 1 3h 12h 1 025.08-14 12:25 UTC )
1. © i-02aa4a51a04a8b092 (eks-eu-2-ng-1-Node) ip-192-168-8-130.eu-we... 2.61327898113 Q @ D
2. O Expression1 2.55113641488
3 node_cpu_utilization 2.48899384863 Q @
Various units 4. Q i-0a207bc15a5cf4b1a (eks-eu-2-ng-1-Node) ip-192-168-84-95.eu-wes... 2.36470871613 Q @
Q
26
2.55
25
245
24
235
23
08-14 12:25
14:00 17:00 20:00 23:00 02:00 05:00 08:00 11:00

@ Expression1

@ i-0a207bc15a5cf4b1a (eks-eu-2-ng-1-Node) ip-192-168-84-95.eu-west-1.compute.internal

8.2

Figure 16: node cpu utilization snippet

Azure Monitor

node_cpu_utilization @ i-02aa4a51a04a8b092 (eks-eu-2-ng-1-Node) ip-192-168-8-130.eu-west-1.compute.internal

* AKS Insights: Node and Pod CPU %, memory, and replica counts.
» Azure CDN analytics: Requests, Cache hit ratio, Latency.

11



S) aks-cluster | Monitor *

Kubernetes service

o os
|/,J — ‘ o« % Node CPU usage % (max) O £ Node Memory Usage % (max) ®
£ Overview

) 90 % 90 %

B Activity log
gp\ Access control (IAM) —— 0
€ Tags
) Monitor 30 % 30 %
/2 Diagnose and solve problems

e
: 0% —7 T T 0% =7 T T
O Microsoft Defender for Cloud 6:16 PM 6:38 PM 7PM 6:16 PM 6:38 PM 7PM
. Cost analysis aks-agentpool-26959541-... aks-agentpool-26959541-...
12 (Max) 12 (Max)

. o

<« Resource visualizer v 9% v 10 %

> Kubernetes resources

Figure 17: Azure node cpu and memory usage snippet.

9 (Observations

9.1 JMeter HTTP Request — AKS via Azure Traffic Manager

This sampler exercises the Azure path by calling the Traffic Manager endpoint
(thesis-tm.trafficmanager.net) on port 80. We issue an HTTP GET to the root
path / with redirects enabled, keeping the request lightweight so it represents end-to-end
latency through CDN/Ingress to the AKS Service. This configuration is used for the
multi-cloud “Azure” leg in A/B tests.

HTTP Request

Name: Test AKS via Azure TM

Comments:

Basic Advanced
Web Server
Protocol [http]: Server Name or IP: | thesis-tm.trafficmanager.net Port Number: |80
HTTP Request
GET v | Path: |/ Content encoding:

Redirect Automatically |v/| Follow Redirects |v/| Use KeepAlive Use multipart/form-data Browser-compatible headers

Parameters Body Data Files Upload
Send Parameters With the Request:

Value URL Encode? Content-Type Include Equals?

Figure 18: JMeter HTTP Request targeting Azure Traffic Manager

9.2 JMeter HITTP Request — EKS via AWS Load Balancer

This sampler targets the AWS path by calling the EKS Ingress ALB/NLB DNS name
on port 80. We again send a GET / to capture the end-to-end response time through
CloudFront/Ingress (or direct ALB) to the EKS Service. Results from this request are
compared against the Azure leg to evaluate latency and variability under the same load
profile.

12



Parameters Body Data Files Upload

Send Parameters With the Request

Name Value URL Encodt Content-Type nclude Equals

Figure 19: JMeter HTTP Request targeting the EKS Ingress Load Balancer

9.3 Final Result

A representative sample (Fig. 20) returned HTTP 200 with 122 ms latency and 0 ms
connect time, confirming KeepAlive reuse. The payload is small (~2 KB), so the value

reflects network + ingress processing rather than transfer time. This meets the sub-150 ms
first-access objective and provides traceable evidence for later aggregation.

Thread Name:Thread Group 1-296
Sample Start:2025-08-14 10:59:02 IST
Load time:122

Connect Time:0

Size in bytes:2010

Sent bytes:130

Headers size in bytes:586

Body size in bytes:1424

Sample Count:1

Error Count:0

Data type ("text"|"bin"|""):text
Response code:200
Response message:OK

HTTPSampleResult fields:
ContentType: text/html; charset=UTF-8
DataEncoding: UTF-8

Figure 20: Response time when the web application is accessed for the first time.
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9.4 Latency Evaluation

Cloud | Users | Min (ms) | Max (ms) | Average (ms) | Std dev (imns) | Mean (ms)
AWS 250 11 180 57 37.56 50.33
350 10 1115 48 60.57
500 8 1089 46 64.00
Azure 250 22 753 46 54.41 59.33
350 23 194 39 17.33
500 57 1541 93 152.12

Table 1: End-to-end latency summary by cloud and user load.
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