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1 Introduction

1.1 Purpose of the Configuration Manual

The purpose of this configuration manual is to provide detailed technical guidance for
installing, configuring, and deploying the Al-based credit card fraud detection system.
This document ensures reproducibility of results and smooth setup for future deployment,
integration, or research purposes.

1.2 Scope of the Document

This manual covers all stages of the setup, including the local development environment
on Kaggle, model training and evaluation, model serialization, and deployment on AWS
SageMaker. It includes library installation, dataset handling, environment configuration,
and endpoint setup for real-time inference. It also describes the use of FastAPI (Ramirez
(2023)) and Render (Render Team| (2024))for exposing the inference endpoint externally.

1.3 Target Audience

This document is intended for someone who wants to replicate that can also include:
e AI/ML practitioners and researchers
e System integrators and software developers
e Academic supervisors and examiners evaluating the project

e Clients or stakeholders managing deployment via cloud infrastructure

1.4 System Overview

The system is an Al-based fraud detection solution trained on the Kaggle credit card
dataset. The model leverages XGBoost in conjunction with SMOTEENN ( [Batista et al.
(2004) )for class imbalance handling. It is capable of identifying fraudulent transactions
with high accuracy and low false positives. The model is trained and evaluated in a
Jupyter Notebook environment on Kaggle, and deployed to Amazon SageMaker using a
serialized ‘.pkl‘ artifact. An optional FastAPI server was developed for simplified com-
munication with the deployed endpoint, hosted using Render.



2 System Requirements

This section outlines the essential hardware, software, and network prerequisites required
for installing, running, and deploying the Credit Card Fraud Detection System. Meet-
ing these requirements ensures seamless execution from local testing on Kaggle to final
deployment on AWS SageMaker and Render.

2.1 Hardware Requirements

The system does not require high-end computing hardware for experimentation or model
training. However, the following are my system specifications under which I have worked:

e RAM: 16 GB
e CPU: Core(TM) i5-8th Generation (4 Cores and 8 Logical Processors)
e Disk Space: 256GB

2.2 Software Requirements
The following software tools, libraries, and environments are required to run and deploy

the project:

e Operating System: Windows 11 Pro Insider Preview 64-bit (10.0, Build 26100)
e Python: Version 3.10.12
e Libraries:

— pandas==1.5.3, numpy==1.24.3, matplotlib==3.7.1, seaborn==0.12.2

— scikit-learn==1.2.2 (Pedregosa et al.; 2011), xgboost==1.7.6 (Chen and
Guestrin; 2016) , lightgbm ==3.3.5 (Ke et al.; 2017)

— imblearn==0.10.1 (Lemaitre et al.; 2017)), joblib==1.3.2, fastapi==0.100.1,
uvicorn==0.23.2

— boto3==1.28.3, sagemaker==2.167.0 for deployment on AWS
e Tools:

— Jupyer Note Book (for model training and evaluation)
— Render. com account (for FastAPI frontend)

— AWS IAM credentials

All dependencies are listed in the requirements.txt file included in the project
repository.



2.3 Network Requirements
The project requires an active internet connection for the following tasks:
e Downloading Python packages and dependencies

e Accessing the Kaggle runtime environment and datasets

Uploading model artefacts to AWS S3

Deploying and interacting with SageMaker endpoints

Hosting Fast API app on Render and sending requests to model API

For AWS deployment Amazon Web Services (2023), ensure that appropriate permis-
sions and policies are enabled for the IAM user to access S3, SageMaker, and endpoint
services.

3 Installation Instructions

This section outlines the step-by-step process to set up the environment, run the fraud de-
tection pipeline on Kaggle, and prepare the model for deployment using AWS SageMaker
and Render.

3.1 Prerequisites
Ensure access to the following tools and platforms before proceeding:
e Kaggle account for model development and training
e AWS TAM credentials for SageMaker access
e Render account for FastAPI server deployment (optional)
e Internet connection to install required libraries

The required Python libraries can be installed using the following command in Kaggle
or a local environment:

lpip install pandas

Ipip install numpy

I'pip install matplotlib
Ipip install seaborn

l'pip install scikit-learn
l'pip install xgboost

l'pip install lightgbm
Ipip install fastapi

Ipip install uvicorn

''pip install joblib

l'pip install boto3

lpip install sagemaker
I'pip install scikit-learn==1.3.2 imbalanced-learn==0.11.0



Note: Version scikit-learn==1.3.2 imbalanced-learn==0.11.0 is specified to avoid
compatibility issues encountered with more recent versions.

3.2 Installation Steps

The model was developed and tested using Kaggle. The following steps were taken:

1. Log in to Kaggle and create a new Notebook.

2. Upload the dataset via the Add Data panel in the Kaggle notebook interface.

Notebook
l Input ~

+ Add Input &, Upload

DATASETS

~ &8 creditcardfraud o

D creditcard.csv

Output ~
» [ /kaggle/working %]
Table of contents ~

Figure 1: Uploading dataset to Kaggle

3. Run the provided code to perform data preprocessing, feature scaling, model train-
ing, and evaluation.

Fraud Detection .« caveq

File Edit View Run Settings Add-ons Help

+ ~ X DO [ b > rnal Code - @ Draft Session off (una celltostart) (1)

Figure 2: Running the model training and evaluation pipeline

4. After successful model training, serialize the model using Developers| (2023):
import joblib
joblib.dump(model, ’fraud_detection_pipeline.pkl’)

5. Download the file fraud detection pipeline.pkl for deployment purposes.

4



3.3 Environment Setup
A structured folder setup is maintained for deployment:
e fraud detection pipeline.pkl — serialized trained model
e server.py — FastAPI script for forwarding client requests to SageMaker endpoint
e requirements.txt — list of Python dependencies
e code/inference.py — SageMaker-compatible inference handler

e model.tar.gz — archived model artefact containing .pkl, inference.py, and
requirements.txt

I code B readme B fraud_detection_pipeline.pkl

- TE-
B requirments.txt 7&- model.tar

server

Figure 3: Environment Setup

If API tokens or secret keys are needed, environment variables can be set manually
on Render or AWS using their console interfaces. This setup eliminates the need for local
configuration files such as .env.

4 Model Deployment

This section outlines the deployment of the trained fraud detection model to AWS Sage-
Maker for real-time inference. The objective was to ensure a reliable, scalable, and
production-ready environment where predictions can be made via HT'TP endpoints.

4.1 Deployment Strategy

The deployment was performed using the IAM user, ensuring all configurations and re-
sources are stored within the AWS account. The approach utilized SageMaker’s built-in
support for Scikit-learn, combined with Amazon S3 for model storage and FastAPI for
endpoint integration.

4.2 Step-by-Step Deployment Process

1. Model Packaging: The trained model was serialized into a .pkl file. A model.tar.gz
archive was created containing the following structure:

e Root directory: fraud detection_pipeline.pkl

e /code directory: inference.py and requirements.txt

bt



Buckets > asfand-thesis-1 > model/ o)

< ( N\
model/ (B copyssuri )
ckets
Objects Properties
view . P - = PE—— -
vie Objects (3) ©) (@ copyssumi I3 Copy URL ¥ Download Open [2 Delete | (_ Actions v ) ( createfolder ) ({4 Upload
Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [
meral purpose —
Q Findo ) 1 @
rectory buckets Name a | Type v | Lastmodified v | sie v | Storage class v
ess Points [ fraud_detection_pipeline.pl pkl July 22, 2025, 13:36:38 (UTC+05:00) 3246KB  Standard
s Paints
[ inference.py by July 22, 2025, 13:36:32 (UTC+05:00) 17K8  Standard
frss [ modeltargz o July 22, 2025, 13:36:37 (UTC+05:00) 1141K8  Standard

settings for this

Figure 4: Model files uploaded to S3 bucket “asfand-thesis-1”

2. Creating the Model on SageMaker: The packaged model was uploaded to
the S3 bucket and a new SageMaker model was created using the Scikit-learn con-
tainer. Default configurations were used, including IAM execution roles and default
environment variables.

Models (@ Create endpoint Create endpoint configuration Actions v Create model

[ Q search modets 1 @
Name v ARN Creation time v
sagemaker-scikit-learn-2025-07-22-09-10-23-615 arn:aws:sagemaker:us-east-1:674637192774:model /sagemaker-scikit-learn-2025-07-22-09-10-23-615 7/22/2025, 2:10:24 PM
sagemaker-xgboost-2025-07-22-08-52-48-333 arn:aws:sagemaker:us-east- 1:674637192774:model /sagemaker-xg boost-2025-07-22-08-52-48-333 7/22/2025, 1:52:49 PM

Figure 5: SageMaker Model Creation with Scikit-learn Image

3. Endpoint Configuration: A new endpoint configuration was defined with the
model ARN, specifying a minimal instance (ml.t2.medium) to minimize costs. No
training was performed in this environment, as the pre-trained model was directly
deployed.

Endpoints (©) (pdate endpoint Actions v Create endpoint

| Q@ search endpoints 1

Name v | ARN v | Creation time v | Sstatus v | Lastupdated v

fraud-detector-endpoint-v8 E 719277 4:endp p 7/22/2025, 2:10:25 PM © Inservice 7/22/2025, 2:18:10 PM

Figure 6: SageMaker Endpoint Configuration

4. Deploying the Endpoint: The endpoint named fraud-detector-endpoint-v8
was deployed. It became operational in approximately 8 minutes. Monitoring and
logs were available for CPU and memory utilization.



fraud-detector-endpoint-v8 Apply to endpoint

Endpoint configuration settings

Name ARN
fraud-detector-endpoint-va arnaws:sagemakerus-east-1:67463719277 4endpoint-
config/fraud-detector-endpoint-va

Encryption key Creation time
- 7/22/2025, 2:10:24 PM

Data capture

Enable data capture Data capture options 3 location to store data collected

Capture content type
No -

Sampling percentage (%)

Variants

Identifies a model that you want to host and the resources chosen to deploy for hosting it.

o Production

Trainingjob | Variantname | Instancetype | Elastic Inference | Initialinstancecount | Initialweight | VolumeSize | Model Data Download Timeout | Container Startup Timeout
2091023615 - AllTraffic mizmedium - 1 1
4 »
Endpoints > fraud-detector-endpoint-v8 (o)
a
URL Model container logs Alarms
0alarms
detector-endpoint-v8/invocations
Learn more about the API [2
Monitor | Settings | Alarms
v Operational Metrics 1h | 3h | 12h | 1d | 3d | 1w )| 1Minute v || Average v+ Addwidget

CPU Utilization 1o Memory Utilization o
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Figure 8: Monitoring Metrics for the Endpoint

5. Integration with Fast API: To simplify usage, a FastAPI server was created that
sends JSON-formatted data to the endpoint and returns predictions. This acts

as a middleware between any frontend or testing environment and the SageMaker
endpoint.

fraud-detector-endpoint-v8

Endpoint summary

Name Status Type
fraud-detector-endpoint-vg @ Inservice Real-time
ARN

Creation time

arn:aws:sagemaker:us-east-1:674637192774:endpoint/fraud-detector- Tue Jul 22 2025 14:10:25 GMT+0500 (Pakistan Standard Time)
endpoint-v8

Last updated

Tue Jul 22 2025 14:18:10 GMT+0500 (P

URL

Model container logs Marms.

https://runtim; 1 ints/fraud. 3 k vdpoints/fraud-detector-endpoint-v8 0 alarms
detector-endpoint-v8/invocations

Learn more about the API [3

Monitor Settings Alarms

¥ Operational Metrics (1h 13h | 12h | 1d | 3d | 1w ) [ 1Minute v |[ Avera

Figure 9: Endpoint Summary Showing URL and Status



4.3 Conclusion

This deployment ensures secure, real-time inference capabilities for fraud detection, with
full logging and monitoring capabilities via SageMaker. The architecture allows for de-
coupled integration with applications through the Fast API layer, while maintaining flex-
ibility and low operational cost.

5 Running the Application

This section outlines how to execute and interact with the fraud detection system. The
model is deployed using AWS SageMaker, while a FastAPI server acts as an interface,
allowing users to send data for predictions via a RESTful API hosted on Render.

Initial development and testing were done in the Kaggle environment using Jupyter
notebooks and Python scripts.

5.1 Production via Render and FastAPI

For production, a FastAPI server was deployed to Render. This server handles commu-
nication with the AWS SageMaker endpoint and exposes the model as a public API.

1. Live API Documentation: Users can interact with the API directly using the
Swagger Ul available at:

https://fraud-detection-tncm.onrender.com/docs

This UI provides documentation and allows you to send test requests via browser.

2. API Usage: Send a POST request to:

https://fraud-detection-tncm.onrender.com/predict

with input JSON formatted as:

{
"input_data": [
[0.5, -1.2, 0.3, ..., 1.7]
]
}

Request URL

https://fraud-detection-tncm.onrender . con/predict

Server response

Code Details

200

E  Download

Figure 10: Endpoint Summary Showing URL and Status


https://fraud-detection-tncm.onrender.com/docs

3. Response: The API responds with the fraud prediction and its probability score.

4. Backend Logic: The FastAPI server forwards the request to the SageMaker end-
point, waits for the response, and returns it to the client.

5.2 Deployment Notes

e Render services pause inactive containers. The first request may take up to 50
seconds to activate the server. It’s advisable to perform a health check prior to a
demo.

e Logs and performance metrics can be accessed via the Render dashboard for de-
bugging or optimization.

This configuration allows the model to be consumed via an intuitive, browser-accessible
API interface with minimal setup on the client side.
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