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Abstract

The growth in e-commerce transactions has witnessed an increase in fraudulent
transactions; hence, efficient, accurate, and scalable fraud detection systems are
needed. The proposed research is a fraud detector framework using supervised ma-
chine learning, developed using the popular credit card fraud data on Kaggle. Since
the degree of class imbalance in the dataset is too high, an oversampling strategy,
SMOTEENN;, serves to blend oversampling with data cleaning. A classification
model is trained, based on XGBoost and optimized for logloss, with a random state
set to a fixed value to ensure reproducibility. Probabilistic predictions are produced
and binarized to binary predictions at an optimized threshold, which is arbitrarily
set at 0.4, to enhance sensitivity to minority class predictions. The model offers
solid predictive strength as it acquired an accuracy of 99.97%, precision of 1.0 and
0.9993 of non-fraud and fraud transactions, respectively, and recall of 0.9993 and
1,0. The F1 scores are high in both classes and fail to show any unbalanced classi-
fication. The confusion matrix is reported as 38 false positives and 0 false negatives;
thus, the performance of not misclassifying the cases, particularly the fraudulent
ones, is excellent. The general architecture is designed to be deployed in various
cloud services allowing the creation of a method of detection of fraud applicable to
modern e-commerce systems.

Keywords: Fraud Detection, E-Commerce, XGBoost, SMOTEENN, Cloud
Deployment, Imbalanced Data, Real-Time Classification

1 Introduction

The rapid advancement of e-commerce and digital financial systems has revolutionized
the way transactions are conducted, offering consumers convenience, speed, and access
to global marketplaces. Nevertheless, the same evolution has increased the exposure to
fraudulent attacks. Financial ecosystems face threats and attacks of sophisticated fraud
with identity theft, account takeovers, dummy merchants, and transaction laundering,
among others, undermining the financial ecosystem’s integrity in an unprecedented en-
vironment. Suited mechanisms of detecting fraud have been traditional mechanisms that
are based on core fixed rules and specific thresholds that have failed to identify these
advanced and sometimes subtle frauds. Historical fraud signatures that conventional
systems rely on also make them prone to model degradation and concept drift under
dynamic environments, as noted by |(Chouhan et al.| (2024)).

With a view to countering such challenges, a shift towards artificial intelligence (AI)
and machine learning (ML)-based fraud detection systems has taken place in the field.



These smart tools are capable of detecting complicated patterns of very high-dimensional
data regarding transactions and can be trained to learn the emerging fraud trends. En-
semble approaches, graph-based techniques, and deep learning models have been proven
to outperform in multiple fraud situations, providing superior scalability and accuracy.
As an example, transparency to these systems comes at the cost of robustness through
the introduction of self-explainable fraud detection architectures, which is SEFraud (Li
et al.| 2024b). Moreover, hybrid systems that incorporate the benefits of both convolu-
tional neural networks (CNNs), long short-term memory networks (LSTMs), and decision
trees have recorded high levels of detection with fewer false positives (Musunuri, [2023;
Jabeen et al.| [2025]).

Simultaneously, cloud-based deployment platforms such as Azure Al or AWS Sage-
Maker have become a necessary facilitator in the execution of such AI models into real-
time environments. SageMaker supports the entire machine learning lifecycle, including
data preprocessing and model training, versioning, and inference to be scalable and highly
available. According to assertions forwarded by Kumar et al.| (2024) and |[Komati (2025]),
cloud-based infrastructures enable the deployment of latency-sensitive fraud detection
pipelines that can grow elastically with the volume of transactions, which is imperative
in the context of modern e-commerce platforms.

Ethical Al is another important issue in fraud detection. Automation of financial
decision-making opens new risks connected with algorithm bias, fairness, and trust. Un-
balanced datasets and black-box models can result in discrimination or service refusal
without any reason. This has led to the adoption of explainable Al (XAI) models that
provide a degree of interpretability into the model in decision-making, both globally and
locally, known as SHAP and LIME frameworks, respectively (Zhou et al., 2023)). A more
recent study by |Almalki and Masud| (2025]) focuses on how stacking ensemble models and
XATI can improve both fraud detection systems and their credibility and accountability.
In a similar capacity, Yaseen and Al-Amarnehl (2025) contend that fairness and the ap-
pearance of transparency are the two most important factors that determine how users
trust and use Al tools to strengthen the banking industry.

Implementation of fraud detection systems should also entail consideration of regu-
lations regarding different jurisdictions. Explainability, non-discrimination, and audit-
ability of automated systems will be required by legislation like the EU General Data
Protection Regulation (GDPR), and by new Al governance policies. Fraud detection
systems with Human in the Loop (HITL) interfaces and visual analytics dashboards in
real-time may assist in fulfilling these regulatory requirements. Heatmaps, saliency maps,
and visualization of confidence scores can also help the compliance officers track the alerts
and explain the actions undertaken by them (Patchipala, 2024} Li et al., [2024a]).

The primary research questions addressed in this study include:

e How can Al-driven fraud detection systems be optimized for real-time
performance in cloud environments?

e What architectural strategies enhance explainability without comprom-
ising accuracy?

To address these questions, this research proposes a comprehensive, cloud-optimized
fraud detection framework combining Al, explainable models, and scalable cloud archi-
tecture. The contributions of this work are as follows:



1. A novel architecture that combines cloud computing and deep hybrid models for
fraud detection.

2. Integration of explainable Al methods (SHAP, Grad-CAM) to support interpretab-
ility.

This paper is organized as follows: The section of Literature Review analyses recent
literature on fraud detection models, cloud-based systems, and explainability techniques.
The proposed system architecture and machine learning methodology are described in
the methodology section. The design section makes a written note of the technical design
decisions and deployment architecture. The implementation section talks about imple-
mentation steps on AWS SageMaker and different platforms that were used to perform
the code. Results and performance analysis are discussed in the evaluation section. In the
end, there is a conclusion to provide a summary of findings along with recommendations
on future work.

2 Related Work

2.1 Rise of E-Commerce and the Complexity of Fraud Detec-
tion

The surging growth in e-commerce has made financial transactions more complex, and
the traditional rule-based systems of identifying fraud are inappropriate. Due to the
rise of transaction volumes and variety, fraud techniques have become much smarter, as
fixed detection methodology proves to be unreliable. These types of systems that are
frequently dependent upon pre-determined thresholds can poorly identify the emerging
patterns of fraud, and thus, the high number of false positives and user dissatisfaction is
the consequence.

Researchers have moved to Al models that are more flexible to utilize to deal with
this. Transformer-based models (such as those suggested by [Karthikeyan et al. (2025))
would do a better job than a recurrent model to predict complex sequential data, and
provide low latency near-real-time fraud detection in cloud-native settings. These models
apply to distributed systems, which are critical in high-speed financial services.

Instant streaming analytics also provides increased powers of detection. |Patchipala
(2024)) presented a low-latency fraud alert system that provides poignancy to the idea
that continuous analytics are necessary, rather than batch-driven. A related paper by
Adesola et al| (2024)) introduced a web-based application designed to work at a high-
velocity digital market, and Bibire Seyi-Lande et al.| (2024) focused on single data flows
to help intervene on fraud in a timely manner.

New solutions also take advantage of generative Al [Tyagi et al. (2025) have shown
that these models can identify dynamic patterns of fraud with less training and allow the
creation of greatly responsive and adaptive fraud detection mechanisms on contemporary
e-commerce websites and applications.

2.2 Scalable and Cloud-Native Fraud Detection Systems

Scalability and high availability have become the main concerns of e-commerce fraud
detection. The models should be able to fully integrate with cloud-native tools and



workflows, as more and more organizations move to cloud infrastructure. Kumar et al.
(2024)) also points to good MLOps practices (namely, automated pipelines, versioning,
monitoring, and retraining) as essential to a long-term, persistent performance of fraud
detection.

Containerized microservices have become a popular architecture choice, which can be
modularly deployed in different services such as ingestion, feature engineering, and alert-
ing. Komati (2025) noted that they are flexible, and Boyapati et al.| (2025)) introduced a
scalable microservices-based engine, BankNet, to secure and perform fraud analytics in
banks. These systems provide low-latency insights and are compliant with the jurisdic-
tional regulations by setting up the system regionally.

Another emerging strategy is edge computing, which has been mentioned by [Sarma
and Dey| (2021) as the one that can mitigate latency and the lack of data sovereignty, par-
ticularly in regulated markets. Edge and cloud together create a middle ground between
excellence, conformity, and privacy.

Small firms have also enjoyed the ease of using cloud computing. According to |Ader-
into| (2025)), due to the low prices, speed of deployment, and modular APIs, SMEs have
embraced advanced fraud tools. Such change is in line with the general trend in SaaS,
which makes the Al available to more people.

The use of multi-cloud and hybrid-cloud is on the increase. Kamau et al. (2024)
presented its benefits, which are redundancy, cost efficiency, and fault tolerance. Kuber-
netes aids in controlling all those disparate settings by facilitating homogeneous, scalable
roll-outs.

Lastly, scalable Al pipelines make them more responsive. |Agboola et al.| (2024))
and |Ojika et al.| (2022)) have shown that cloud-optimized engineering, automation, and
integration of TensorFlow improve the latency of decisions and flexibility. The com-
bined products of these innovations constitute what is to come in the forms of resilient,
regulation-ready, and smart fraud detection systems.

2.3 Hybrid and Deep Learning Architectures

Deep learning methods have been demonstrated to be highly flexible to complicated
patterns in the transaction data, but stand-alone deep networks tend to overfit, are
computationally expensive, and possess poor interpretability. To curb these problems,
hybrid models have been introduced where more than one method is used to provide
better fraud detection. Take an example, Musunuri (2023) created a CNN-LSTM model,
which contains CNN layers followed by LSTM ones, to efficiently feature spatial and
temporal characteristics to prevent false positives.

It is also possible to combine rule-based logic and deep learning on hybrid systems to
make domain-specific predictions. [Shaik et al. (2025) proposed a blockchain-integrated
block-based ML framework that augmented transparency, traceability, and security in
fraud detection. The audibility of blockchain is enhanced due to the immutable format
of its structured form, which is crucial in a regulated environment.

The understanding of interpretability is enhanced further by explainable Al (XAI).
Li et al. (2024a)) came forward with a GNN-based model that utilized transaction graphs
to identify fraud through semi-supervised learning, achieving high generalization on a
few labels. These systems are becoming vital since the awareness of model decisions is
becoming highly valuable to finance.

Standing behind these hybrid models is a flexible data infrastructure. |Ogunwole



et al.| (2022)) concentrated on pipelines that efficiently run in real time, and (Ojika et al.
(2022) constructed extensible systems based on TensorFlow that can respond to changes
in hybrid deployment. |Lakkarajul (2025 introduced pipelines that dynamically adapt to
transaction complexity and user profiles via dynamic risk scoring.

On balance, all of these methods do point to the utility of hybrid structures in a
practical sense; that is, they are accurate, fast, interpretable, scalable, and therefore
extremely appropriate in a contemporary context of fraud detection with real dynamism.

2.4 Ethical Al, Fairness, and Trust

With the advent of Al-based fraud detection as a part and parcel of any financial system,
fairness and trust issues, as well as the effects of bias, have increased remarkably. Putting
machine learning models to production based on unbalanced data sets is dangerous and
certainly creates the risk of discrimination towards the minority group, either by marking
genuine users as false positives or missing new fraud patterns. |Khan| (2025) emphasized
that it is critical to ensure that users trust them, particularly in financial businesses where
fairness is one of the ingredients to achieving customer loyalty.

The method to counteract bias includes reweighting, sampling corrections, and fairness-
aware learning, where the error rates on different groups of people are trying to be equal-
ized. 112024 discussed an increasing interest in regulatory norms and ethically responsible
practices in the research on fraud detection and industry practice.

The other pillar of trust is interpretability. The feature attribution and visual ex-
planations are Al methods (explainable AI, XAI) assisting the user and regulators to
interpret models by the model output. The situation is also changing with the use of
human-in-the-loop (HITL) systems that allows monitoring and contestability of automat-
ized choices.

Also, the legal regulations of the EU, such as the GDPR, push toward the trans-
parency and non-discrimination of algorithms. Sarma and Dey| (2021) also referred that
fairness-aware systems should be adopted into the real-time processing pipelines and
cloud computing platforms that are used by many diverse, global audiences. Summing
up, ethical design in detecting fraud is no luxury addition; instead, it is a foundation
upon which users will trust Al, and regulated and ethical Al will be deployed sustainably
in high-stakes areas.

2.5 Visual Analytics and Explainability

Since the model of fraud detection is increasingly sophisticated, in particular, with deep
learning and ensemble, the issue of interpretability is of paramount concern. Decision
opacity impairs trust, model debugging, and regulatory compliance. According to|Li et al.
(2024a)), clear visual interfaces were used to improve fraud detection, as the produced
outputs of the Al are subject to comparison with human patterns of thinking, thus
allowing its users to notice and respond to suspicious behavior.

Heat maps, saliency maps, and feature attribution graphs are other tools that make
high-level model decisions easy to understand. They can be used to clarify what transac-
tion characteristics might have contributed to the occurrence of certain fraud forecasts,
which can be used by compliance officers and stakeholders in fraud alert interpretation.

Pre-eminent methods, including SHAP, LIME, and attention mechanisms, can provide
local, explainable justification of particular decisions. |Patchipala) (2024) revealed that the



embedding of these XAl tools into cloud-based fraud systems resulted in an improvement
to the investigation process and also error reduction on a large scale.

Also, dynamic dashboards give live information about patterns of fraud, confidence,
and reliability index. These interfaces enable human-in-the-loop decision making and
ensure financial ecosystem transparency. As stated by |Li et al.| (2024a)), besides fostering
accountability, visualizations also make users trustful, which is an important precondition
for Al acceptance.

Visual analytics and XAI contribute to the usability and reliable use of fraud de-
tection systems by narrowing the gap between the issues of Al reasoning and human
comprehension.

2.6 Dataset Challenges and Real-World Constraints

To identify fraud effectively, a good model architecture is not enough; it is also important
to rely on the quality of data and its representativeness. Class imbalance is one of the
most perennial problems in this field, such that fraudulent transactions represent a tiny
percentage of the overall activity. This skew can hugely affect the capacity of the classifiers
to generalize, where models may converge on a trend of being biased through majority-
class and neglecting patterns of minority fraud. [Sarma and Dey| (2021) acknowledged that
there is a necessity for realistic model strategies, and the naive sampling, oversampling,
or undersampling processes have been reported to distort the distribution of natural
transactions.

Throwing more fuel on the flames of the imbalance problem is the question of data
labeling. Labeling fraud is mitigated days and even months after the fact in many cases.
This becomes a source of confusion when it comes to training and appraisal of models,
particularly in fraud cases that are time-sensitive. Next, the nature of fraud constantly
changes, i.e., this is the problem of concept drift, and stagnant data becomes out-of-
date with time. Numerous open-source data (e.g., the popular Kaggle credit card fraud
dataset) do not reflect this drift, making the findings of the research less applicable to
real systems.

Evaluation pitfalls criticized typical evaluation methods in fraud detection research
and identified both data leakage and unsuitable random train-test divisions, and the
inappropriate use of accuracy as an evaluation measure. They promote a combination of
legitimate testing, stratified cross-validation, and using such metrics as precision, recall,
F1l-score, and AUC-PR in skewed settings. Such procedures are more practical in terms
of the mode of operations for fraud detection in real-time financial systems.

The other problem is the artificiality of the available datasets of public fraud. Al-
though synthetic data can solve issues of privacy concern, they are not likely to recreate
the subtle nuances of human behaviors or defense strategies observed in real-life fraud.
Other methods like privacy-safe synthetic generation or federated training have been
floated to deal with this issue without affecting data security.

In brief, quality, temporarily important, and ethically collected data is the core of
reliable fraud detection. Until such fundamental problems are resolved, even the most
complex of such models may perform poorly when applied to dynamic financial scenarios.



2.7 Real-Time Processing and Threshold Optimization

Current fraud detection systems require the capacity to handle transactions and give
identification results instantaneously. Latency influences the perception of users and ap-
provals of transactions and affects loss control directly. The models of detecting fraud
will thus need to reach a compromise between simplicity and speed of calculation. Light-
weight architectures or hardware-tailored deployment procedures (e.g., the simplification
of the model or the use of GPUs) are regularly utilized to address sub-second inferences
necessary in the production phase.

Due to real-time constraints, there is also the necessity of dynamic threshold tuning.
The output of most classification models is probabilistic, and these are in turn converted
into binary labels, and a threshold is used. Although a default value of 0.5 is popular,
it can perform poorly in highly unbalanced assignments like fraud detection, the aim of
which is to set the threshold. Shaik et al.| (2025) demonstrated that an alternative value
of the threshold, analogous to 0.4, would significantly enhance recall rates on smaller
fraud cases, even though it would result in a slight increase in false positive rates. Such
a trade-off can be tolerated in high-risk financial areas where missing a fraud is more
expensive than a false warning.

Threshold optimization does not need to be fixed; it may be adaptive in real-time
systems. As an example, thresholds can be time-of-day-based, transaction volume-based,
user risk profiles-based, or geolocation-based. Other systems apply a multi-threshold
approach: there are various thresholds applied to different types of transactions or groups
of users. These exploits reduce the sensitivity of detection to contextual dangers, which
in turn increases the chance of detection and user confidence.

A cloud-native architecture of fraud detection that proposed real-time tuning modules
of thresholds coupled with stream processing engines was designed by |[Patchipalal (2024)).
Their system assessed rates of key performance indicators (e.g., true positive rate, false
positive rate) and went around automatically set thresholds in real time. The model can
update itself based on this feedback loop so that it can deal with changing patterns of
fraud, user behavior, and business rules without retraining the entire model.

The real-time processing and refined thresholding designs the fraud detection systems
to be responsive, precise, and flexible fundamentals to execute them in high-frequency
financial applications and global e-commerce networks.

2.8 Research Objectives

Based on the results obtained as a result of the analysis of previous works, the following
research is intended to come up with a complex framework of Al-based fraud detection
in a manner peculiar to modern e-commerce platforms. The paper makes use of the
publicly accessible datasets, most notably the Kaggle credit card fraud dataset, and
applies the concepts of deep learning and an ensemble of such models to solve issues
related to the detection of rare cases of fraud in highly unbalanced transaction data. The
most significant techniques are Synthetic Minority Over-sampling Technique (SMOTE)
to balance the classes, Robust classification by Random Forest, and precision tuning,
such as a 0.4 cutoff probability.
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3 Methodology

The research methodology of the presented work thus consists of the design and perform-
ance evaluation of a real-time, explainable Al-driven framework of fraud detection that
is implemented using Amazon SageMaker. The method is based on clear machine learn-
ing lifespan, which includes data preparation, class weighting, model selection, model
training, threshold adjustment, and performance assessment.

3.1 Dataset and Preprocessing

The data provided is taken from a free archive of (Kaggle credit card fraud detection
). It includes 284,807 anonymised credit card transactions with 30 features, of which
28 are principal components (‘V1¢ to ‘V28‘), and ‘Amount‘, ‘Time‘, and a binary class
ranging against fraud (‘1°) or non-fraud (‘0‘). When it comes to checking for the absence
of missing values, it was done at the very beginning.

To normalize a scale of the monetary transactions and make them standard, the
column ‘Amount‘ was normalized with the use of the StandardScaler. The time feature
was removed because the temporal order was not used to predict. An interaction heatmap
was also created to visually check the interaction of the features and class histograms to
observe how heavily the classes are distributed, showing a highly imbalanced dataset with
only 0.172 percent of transactions being fraudulent.

3.2 Handling Class Imbalance

The extreme unbalance led to re-sampling the dataset by applying the SMOTEENN
algorithm Muntasir and Faisal (2022). This hybrid approach has the effect of both over-
sampling the minority class and eliminating ambiguous samples, which has the benefit
of enhancing the generality of the model and minimizing false positives. It divided the
resampled dataset with the help of 80-20 stratified train test_split.

3.3 Model Selection and Training

The XGBoost classifier (XGBClassifier) was chosen because it is more accurate, capable
of handling imbalanced data, and can be deployed in the cloud using SageMaker, among
other platforms. I set the configuration of the model to use use_label encoder=False
and ‘logloss® to optimize the model. It was trained with the balanced training data and
was tested on a held-out set.

3.4 Prediction and Threshold Optimization

In order to improve the performance of detecting fraud, particularly for the minority class,
the predictions were developed on a probability scale. To ensure a high recall rather than
precision rate, it used a classification threshold of 0.4 as opposed to the more commonly
used 0.5 threshold since the omission of fraud would be more costly. Binarization of
predictions was done.


https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud
https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud

3.5 Evaluation Metrics

The performance of the model was measured with several metrics: accuracy, precision,
recall, F'1-score, and confusion matrix by class. These values were calculated through the
utilities of sklearn.metrics. To perform a visual analysis of the data, a chart plotting
a heatmap of the confusion matrix was created. The findings proved powerful detecting
powers with a great lift in the fraud recall and model confidence.

3.6 Visualization and Analysis

Several visualizations were produced to interpret the model and data:

e A bar chart illustrating class imbalance.

Correlation heatmaps for all features.

Boxplots showing distribution of transaction amount across classes.

Distribution plots for PCA components (‘V1¢, ‘V2¢ ‘V3‘ ‘V4‘) across fraud and
non-fraud classes.

A final confusion matrix for evaluation summary.

3.7 Cloud Deployment Readiness

The model was made ready to be deployed in Amazon SageMaker. This involves prepro-
cessing programs, training programs, and integration with the REST APIs. Auto-scaling
and endpoint monitoring features of SageMaker enable the model to apply to traffic
variations, resulting in low-latency fraud prediction and real-time explainability.

4 Design Specification

The section specifies the architecture design and technical specifications of developing
a cloud-optimized, explainable artificial intelligence-powered credit card fraud detection
system. They include the ability to assist in real-time detection, scalability, and trans-
parency, and are engineered to be deployed on Amazon SageMaker. The architecture
incorporates the main elements of the data preprocessing, an ensemble model, an ex-
plainable AI, and cloud deployment pipelines.

4.1 System Architecture

The given architecture is based on a modular pipeline approach, and the principal stages
of the architecture include the following:

1. Data Preprocessing: The raw transactional data feed is ingested and processed
to eliminate missing values and normalize the numerical values. During this phase,
feature scaling with StandardScaler is done, and also irrelevant columns like Time
are omitted to remove noise.
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2. Class Imbalance Handling: The extreme class imbalance problem of the finan-
cial fraud dataset is solved by using a type of hybrid resampling scheme, SMOTEENN
(Synthetic Minority Over-sampling Technique with Edited Nearest Neighbors ), to
oversample the minority (fraud) samples and clean the noisy samples.

3. Modeling Phase: The fundamental prediction model is founded on an XGBoost
classifier, which was chosen due to its reliability, interpretability, and abilities in
imbalanced binary classification problems. This model is learned on the balanced
data set, and the threshold set on probabilities is then set to 0.4 to enhance the
rates of recall on fraud.

4. Evaluation Module: The trained model is tested by numerous parameters such
as Accuracy, Precision, Recall, F1-Score, and Confusion Matrix. An analytical
validation can be carried out with visual inspection by means of heat maps and
PCA components histograms.

5. Explainability and Interpretability: To make the model’s action and decision-
making transparent, the employment of post-hoc explanation techniques, like SHAP
scores and saliency maps, will be considered. These assist human analysts to inter-
pret and validate model decisions as regards to compliance and auditability.

6. Cloud Deployment: The design includes a deployment strategy of cloud de-
ployment, which is based on AWS SageMaker, where the models are hosted, and
inferences will be made. The architecture of the system also has an API-based in-
teraction layer that uses communication with the deployed model with the external
applications. Though not truly serverless, such a structure provides modularity,
scaling, and integration capability in production.

4.2 Functional Design and Algorithm Description

XGBoost algorithm is the basis of the detection engine. It has a boosting type of learning
that enhances the performance of poor learners in a stepwise manner, and to reduce
overfitting, it regulates the learning. The model is outlined using the design considerations
as given below:

e Objective function: binary:logistic
e Evaluation metric: logloss
e Class weights: Managed through SMOTEENN preprocessing

e Threshold adjustment: Tuned to 0.4 for balanced precision-recall tradeoft

The output of the classification is the comparison of the probability given in the
prediction with the threshold. This enhances fraud sensitivity at a tradeoff of a minor
certainty of false positives, which is acceptable in a financial setup.
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4.3 Model Design Workflow

The end-to-end pipeline for the cloud-based credit card fraud detection system is visual-
ized in Figure [1]

X Data Preprocessing
Data Collection EDA & Visualization

Class Distribution
Kaggle Credit
Card Fraud

Correlation

Sl

Train Test Split Class Balancing
Model Training

XGBoost 80% Train
SMOTEENN
Logloss eval 20% Test

rrrrrr

Prediction &

Evaluation Deployment

SageMaker AP|

Predict
Probabilites,
threshold optimize

Accuracy,
Precision, Recall,
F1Score

Figure 1: Methodology workflow for credit card fraud detection system.

5 Implementation

The development of the given fraud detection system was conducted with the aid of the
Python programming language on the Jupyter Notebook platform offered by Kaggle.
The whole pipeline was designed to have the ability to identify fraud in real-time, a high
classification rate, as well as flexibility to overcome the problems of imbalanced data.

It started with data preprocessing of an openly accessible Kaggle credit card fraud
dataset. It started with loading a dataset, making sure that there were no missing values,
standardizing the Amount feature with the help of StandardScaler, and dropping the
Time feature as we are no longer interested in irrelevant predictors. The visualization of
class imbalance and correlation structure between features was carried out: visual tools
in the form of heatmaps, boxplots, and PCA components distributions were provided.

This was done by using the SMOTEENN (Synthetic Minority Over-sampling Tech-
nique combined with Edited Nearest Neighbors) method to overcome the natural imbal-
ance in classes within the datasets used in detecting fraud. This resampling technique
has the added benefit of balancing the minority class and simultaneously cleaning out
noisy data to generate a dataset that would not lead to overfitting by training the model
on the same data.

The training on the model was done using an ensemble-based classifier, namely
XGBoost Classifier, which was deemed to be effective with imbalanced binary clas-
sification practices. The given data was divided into the training and testing datasets
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following the 80/20 split. With the development of the model, proper evaluation metrics
were established: logloss, as well as custom thresholding (0.4) to achieve the best results
in terms of sensitivity of detecting fraud.

When trained, the model would give probability scores, which would be translated
into binary labels through a set threshold. To determine the quality of classification,
performance measures were calculated, namely, accuracy, precision, recall, F1-score, and
confusion matrix. To interpret the results, precision-recall curves and visualisation tools
in the form of annotated heatmaps were utilized. Such outputs revealed that the classifier
would be able to distinguish between fraudulent and genuine transactions as it minimized
false positives.

Operational processes such as preprocessing, training, and evaluation were done in
Python with core libraries used belonging to pandas, numpy, matplotlib, seaborn,
scikit-learn, imblearn, and xgboost. The design also follows scalability, whereby
the generated trained model can be deployed in real-time, using Amazon SageMaker,
to be set up in the cloud. This allows inference in real-world financial conditions in a
manageable amount of time and a safe manner.

The implementation of the system is performance-focused and explainable. The
pipeline is well adapted to application in the cloud ecosystems, with modern Al-based
fraud detection systems due to visual inspection and model interpretability properties
and SMOTEENN support.

6 Evaluation

This section presents a comprehensive evaluation of the Al-based credit card fraud de-
tection framework using the Kaggle credit card fraud dataset. A range of quantitative
metrics and visual aids are employed to analyze the results and highlight the performance
of the model.

6.1 Dataset Summary and Preprocessing

The dataset comprised 284,807 transactions with 31 features, as illustrated in Figure [2|
There were no missing values, making the dataset clean and ready for processing
(Figure [3)).

Initial dataset shape: (284807, 31) Missing values:
(2]

Figure 2: Initial dataset shape

Figure 3: Missing values: 0

However, a significant class imbalance was identified, with only 492 fraud cases
(Class 1) compared to 284,315 non-fraud cases (Class 0), as shown in Figure[d] The use
of SMOTEENN to deal with the extreme class imbalance in the original dataset led to less
extreme class imbalance of the fraudulent and non-fraudulent transactions and allowed
the classifier to generalize more efficiently and not to be biased to the majority class. This
strategy was efficient in minimizing the risk of minority class instances misclassification,
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which is essential in financial fraud-related scenarios where false negatives are associated
with a huge cost.
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Figure 4: Class distribution visualization
after SMOTEENN

6.2 Exploratory Data Analysis

A correlation heatmap (Figure@ was generated to identify relationships between features.
The visualizations also included boxplots of transaction amounts (Figure[7)) to understand
distribution patterns across fraud and non-fraud cases.
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6.3 Performance Evaluation

Following SMOTEENN balancing and model training, the framework achieved outstand-
ing results with accuracy of 99.96%, precision of 100% for non-fraud and 99.93%
for fraud, and recall of 99.93% and 100% respectively. The threshold used was 0.4
to optimize recall, reducing false negatives. Results are depicted in Figure [§ and the

confusion matrix in Figure [9]
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Accuracy: 0.9996656136429634
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Figure 9: Confusion Matrix Heatmap

6.4 Model Deployment on AWS SageMaker

The trained model, to assess the applicability of the fraud detection framework to prac-
tice, was allowed to be deployed on Amazon SageMaker. SageMaker provides an effective
model hosting, endpoint management, and scalable inference environment. In this de-
ployment, we serialize the trained XGBoost pipeline in the form of a . pk1 file and combine
them with a FastAPI-based backend.

Though the architecture was being applied to SageMaker, initially, the API interface of
the model was tested by using Render as a hosting environment. This middle layer allowed
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red-smoking the inference service quickly and made the error-free end-to-end request-
response cycles possible. The deployed API will process structured transaction data and
produce a fraud prediction label in real-time, behaving as a production environment of
ongoing inference.

This implementation plan reconfirmed portability of the model and possibility of its
incorporation in enterpriselevel systems. What is more, the deployment allowed estab-
lishing the initial monitoring and logging features that will be needed to ensure the
transparency and reliability of fraud detection pipelines.

Endpoints (©) (pdate endpoint Actions v Create endpoint

(7@ Search endpoints

Name v | ARN v | Creation time v | Sstatus v | Lastupdated

fraud-detector-endpoint-v8 E 719277 4:endp p 7/22/2025, 2:10:25 PM © Inservice 7/22/2025, 2:18:10 PM

Figure 10: Fraud Detector Endpoint v8
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arn:aws:sagemaker:us-east-1:674637192774:endpoint/fraud-detector- Tue Jul 22 2025 14:10:25 GMT+0500 (Pakistan Standard Time) Tue Jul 22 2025 14:18:10 GMT+0500 (P
endpoint-v8

URL Model container logs Alarms
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more about the API [3

Monitor Settings Alarms
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Figure 11: Fraud Detector Endpoint v8 Summary

6.5 Discussion

The efficiency of the proposed fraud detection framework comes out well, as shown in the
experimental results given in this assessment. The XGBoost algorithm was used as the
base model and compared to the other evaluation criteria; it showed better performance
metrics in all facets. Particularly, the system was accurate (99.96%), in the precision of
the majority population (100%) and the minority population (99.93%), and in the recall
of the majority population 99.93% and that of the minority population 100%. Such
findings indicate that the model is able to detect almost all illegal transactions and keep
a very low false positive level. It was observed that an optimized decision threshold (with
threshold set at 0.4) was useful in balancing between precision and recall, such that the
model is cautious in identifying instances of fraud and at the same time proactive in
avoiding omitted cases.

Such high-performance figures, when considered practically, demonstrate the feasibil-
ity of the suggested framework to be applied to real financial firms. The confusion matrix
showed there were only 38 non-fraudulent transactions that had been wrongly flagged as
fraud, but none of the fraud had been missed. Such a tradeoff is reasonable since we op-
timize in a domain-specific sense, minimizing false negatives, which in the field of fraud
detection can easily be much more harmful than false positives.

16



The quantitative assessment was aided by the visualizations, by the correlation heat-
map that showed high independence between PCA- PCA-transformed features, and thus
the multicollinearity assumption made was reasonable. The breakdown of the money
received also increased the interpretability of the model since it illustrated the existence
of differences in behavior between fraudulent and clean transactions. The model has high
robustness due to proper preprocessing, scaling, and approach in the choice of algorithms.

Despite this, however, some limitations were detected. The comparison was performed
with only one benchmark dataset, which could not be detailed with the diversity and
complexity of fraudulent patterns seen throughout institutions or regions. The study can
be improved by including various data sets in the future and testing the model on other
types of data (real-time or streaming). Moreover, although SMOTEENN has created
balanced training data, at some point, it has created synthetic data points, and this can
go against actual transaction patterns as well.

The other improvement direction is the use of explainability mechanisms, e.g., SHAP
(SHapley Additive exPlanations) or LIME (Local Interpretable Model-agnostic Explan-
ations). Incorporation of such tools would aid financial analysts and auditors in under-
standing the reason that the model came to a certain conclusion, particularly in instances
that are raised as fraud. There is a level of sensitivity in the regulatory environment with
regard to automated decisions in the financial field, which makes explainability vital to
user faith and obedience.

Lastly, deployment on cloud-based systems such as AWS SageMaker, as suggested by
the design, will enable the system to scale appropriately and remain favourable in con-
junction with existing data pipelines. In the future, real-time inference metrics, latency
performance metrics, and robustness characteristics of operation on SageMaker should
be examined to determine the accuracy of the overall performance of the system.

To put it in a word, the conclusion of the study proves the efficacy of the ensemble
learning method and class balancing schemes in detecting fraud. The suggested system is
not only highly accurate but also contains all the requirements of practical implementation
and ethical disclosure.

7 Conclusion and Future Work

This study presented a cloud-optimized Al framework for real-time credit card fraud
detection using the Kaggle dataset and AWS SageMaker deployment. The system ad-
dressed class imbalance through SMOTEENN and utilized XGBoost for classification,
achieving an accuracy of 99.96%, with near-perfect precision and recall. These results
validate the framework’s effectiveness in identifying fraudulent transactions with minimal
false negatives—an essential criterion for financial applications.

While the model demonstrated excellent performance, limitations include evaluation
on a single dataset and the absence of integrated explainability components. The reliance
on synthetic data also introduces potential bias. Nonetheless, the system’s scalability and
deployment readiness offer practical value for financial institutions.

Future work will focus on testing across diverse datasets, incorporating explainable
AT methods such as SHAP, and enabling real-time streaming through AWS services.
Moreover, the framework can evolve into a subscription-based fraud detection API for
commercial deployment across e-commerce and banking sectors.
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