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1 Introduction

This handbook contains information about the setup and prerequisites for the proposed
model, including required libraries and software. The configuration manual also gives
instructions on how to use the algorithms required to create the proposed model.

2 System Configuration Requirements:

e Processor Intel i5

e Operating System Windows >= 10
« RAMEGB

e Hard Disk 512 Gb

3 Prerequisites :

e Programming : python > 3.8: Python is a high level programming language known for
its readability and versatility. It is convenient to learn and a popular choice for both
beginners and experienced developers.

e Tools : Visual Studio Code (VS Code) is a free, lightweight code editor developed by
Microsoft that runs on Windows, macOS and Linux.

e (loud Services : AWS Cloud9, EC2.

4 Libraries to Install:

e Flask : It is a lightweight web application framework. Due to its flexibility along with
the ability to scale up to complex applications it is one of the popular choices.

e simonspeckciphers : The simonspeckciphers Python library provides implementations
of the Simon and Speck block ciphers — lightweight cryptographic algorithms
designed by the NSA ( National Security Agency) in 2013.

e pycryptodome : pycryptodome is a cryptographic library for Python that serves as a
modern, secure and actively maintained replacement for the now-obsolete pycrypto. It
provides cryptographic primitives and utilities in pure Python and C, suitable for a
wide range of applications.

e Psutil : psutil (process and system utilities) is a python library for fetching the
information on running processes and utilization of the system( CPU, disks, memory,
sensors, network) in Python.

e Threadpoolctl : Python helpers to keep count of the number of threads used in the
threadpool-backed of common libraries used for scientific computing and data science
(For example : NumPy and OpenMP )



Cryptography : Cryptography is a python library that includes both low level
interfaces and high level recipes to common cryptographic algorithms such as
symmetric ciphers, key derivation functions and message digests.

5 Algorithms Used:

SPECK
SIMON
AES
DES

6 Workflow Overview:

e To run the application we need to install above mentioned tools, libraries and
packages. The important libraries are Flask, simonciphers, pycryptodome

e Flask is a python web framework used for web interface in the application.

e The SPECK and SIMON algorithm is used from the simonspeckciphers package.
Pycryptodome provides cryptographic services such as encryption, decryption,
hashing and digital signatures.

e Parallel encryption and decryption is done using multi-threading.

e This study is focusing on parallel based hybrid approach on the following algorithms.
AES + SPECK + SIMON and DES + SPECK + SIMON.

e The input is divided into three nearly equal parts and each part is assigned to
algorithms for encryption and further decryption is performed. Finally the decrypted
outcome is concatenated as final output.

e User can provide the text input for the selected combination of algorithms which
gives the ciphertext decrypted data and the performance measures like Key

generation time, Encryption time, Decryption time, Throughput and Total CPU
Usage.

7 Implementation
7.1 AWS Deployment
7.1.1: AWS Cloud9:

e Firstly create a cloud 9 environment by filling all required details
e Further click on open which leads to cloud9 IDE.
e Later add the required project files to access from AWS



9control/home?region=us-east-2#/envirenmen

23 us-east-2.console.aws.amazon.com/

B 4

e AWS Cloud9 > Environments » x23172151-cloud9

AWS Cloud9 ¢ x23172151-cloud9
My environments .
Details
Shared with me
All account environments Name Owner ARN

x23172151-cloud9

Documentation [3 Description d7b74a/%23172151 @stud

Number of members

Environment type 1
EC2 instance
EC2 instance Network settings Tags

EC2 instance

ARN
[0 arn:aws:cloud?:us-east-
2:250738637992:environment:277e6df7566343d7b8cecf1160aa21fd

7566343d7bices

[0 am:aws:sts::250738637992:assumed-
role/AWSReservedsSO_MSCCLOUD_554ef12000

cf1160aa21fd

@ (ﬁ) United States (Ohic) ¥ MSCCLOUD/x23172151@studentncirlie ¥

( Delete )( Open in Cloud9 ﬂ)

Status
© Ready

ent.ncirlie
Lifecycle status
© Created

Manage EC2 instance [

Instance type
t3.small (2 GiB RAM + 2 vCPU)

Storage

Finally run app.py to run the project.

c

21fd?region=

. Run

us-east-2.console.aws.amazon.c

&b Fie Edt Find View Go Run Tools Window Support Preview

& apppy

render_tenplate
her

userfenvironment

", methods=["

1 render_tenplat

Command:

hello world!
FLASK DEC :
FLASKKKKK DE

hello world!
hello world!
"POST /des_enci

Deployed Application Link: http://1

825 Python Spaces 4

Runner. Python 3

cwD ENV

rypt HTTP/1.1" 200 -

8.119.96.204:8080/




7.2 HomePage

Home page

i+ SecureText BE

DES Suitable For Older Devices

Encryption Technologies Used

= » &

7.3 ASSET

e Click on AES button, to perform encryption using AES, SIMON and SPECK
e Provide text input and encrypt.

e This Brovides the necessag results which helBs in evaluatin% the Rerformance.
1 SecureText - AES

Enter Text to Encrypt

Encryption & Decryption Results Performance Metrics

Input Data: hello world! Key Generation Time: 0.010489999908713799 ms

Final Ciphertext : Encryption Time: 7.465481000053842 ms
62f316d8c2ec33b28e975c323c02c049dfc027e7e7edb Decryption Time: 2.30446699993081 ms
8853ab6d5043299deed3e914bde1d7ec7dda2beo94 Throughput: 1607.398 kb/sec
875ce97145f479faeal0e5509ecefe1d53318fb Total CPU usage: 2.5%

Decrypted Data: hello world!

Copy Results

7.4 DSSET

e Click on DES button, to perform encryption using DES, SIMON and SPECK
e Provide text input and encrypt.



This provides the necessary results which helps in evaluating the performance

+ SecureText - DES m

Enter Text to Encrypt

Encryption & Decryption Results Performance Metrics

Input Data: hello world! Key Generation Time: 0.009956399974747305 ms
Encryption Time: 2.230849999932616 ms

Final Ciphertext : Decryption Time: 1.921933999938119 ms

7a35864ech0c956c9581e551¢3184272ef041a8684cf Throughput: 5379.116 kb/sec

897a177f62fe29999550d8ed7ac8a02452dd6c70a67 Total CPU usage: 5.6%

e0a4f77ab

Decrypted Data: hello world!

v
Copy Results

7.5: VS Code (Using VS code as local environment)
o Install the necessary libraries and run the code and make sure the application is
working in local environment.

File Edit

er_template

@app.route(”/", methods=["G

home

ender_template("home.html

methods=[

7.5.1 : To Calculate avalanche score:

e By using the following file avalance.py we calculate the avalanche score or each
input.

o Initially give text input and collect the generated cipher text from the web application
and paste as the input for bl.



e Further modify the given input and collect the generated cipher for the modified input
and paste it as input for b2.

File Edit Selection View Go Run Terminal Help «

EXPLORER pelc avalanchescpy X

\* OPEN EDITORS C: > Users > samru > OneDri
) w avalanche_scor:
valan

v NO FOLDER OPENED

if len(s1)>len(s2):
diff=
*diff
52

len(s2)-len(s1)

*diff

Clone Repository &l
range (0,1en(s1)):
1=52[i]:

Create Java Project

score = avalanche_score(b1, b2)
alanche Score: ' , avalanchescore)

| PARALLEL\avalanchesc.py

Avalanche
OUTLINE

> TIMELINE
> AZURE 10T HUB

e Run the code and it will provide the avalanche score. This helps in identifying the
encryption strength and diffusion.
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