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1 Introduction 
 

This handbook contains information about the setup and prerequisites for the proposed 
model, including required libraries and software. The configuration manual also gives 
instructions on how to use the algorithms required to create the proposed model. 
 

2 System Configuration Requirements: 
 

 Processor Intel i5 
 Operating System Windows >= 10 
 RAM 8 GB 
 Hard Disk 512 Gb 

 

3 Prerequisites : 
 

 Programming : python > 3.8: Python is a high level programming language known for 
its readability and versatility. It is convenient to learn and a popular choice for both 
beginners and experienced developers. 

 Tools : Visual Studio Code (VS Code) is a free, lightweight code editor developed by 
Microsoft that runs on Windows, macOS and Linux. 

 Cloud Services : AWS Cloud9, EC2. 
 

4 Libraries to Install: 
 

 Flask : It is a lightweight web application framework.  Due to its flexibility along with 
the ability to scale up to complex applications it is one of the popular choices. 

 simonspeckciphers : The simonspeckciphers Python library provides implementations 
of the Simon and Speck block ciphers – lightweight cryptographic algorithms 
designed by the NSA ( National Security Agency) in 2013. 

 pycryptodome : pycryptodome is a cryptographic library for Python that serves as a 
modern, secure and actively maintained replacement for the now-obsolete pycrypto. It 
provides cryptographic primitives and utilities in pure Python and C, suitable for a 
wide range of applications. 

 Psutil : psutil  (process and system utilities) is a python library for fetching the 
information on running processes and utilization of the system( CPU, disks, memory, 
sensors, network) in Python. 

 Threadpoolctl : Python helpers to keep count of  the number of threads used in the 
threadpool-backed of common libraries used for scientific computing and data science 
(For example : NumPy and OpenMP ) 
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 Cryptography : Cryptography is a python library that includes both low level 
interfaces and high level recipes to common cryptographic algorithms such as 
symmetric ciphers, key derivation functions and message digests. 
 

5  Algorithms Used: 
 

 SPECK 
 SIMON 
 AES 
 DES 

 

6 Workflow Overview: 
 

 To run the application we need to install above mentioned tools, libraries and 
packages. The important libraries are Flask, simonciphers, pycryptodome 

 Flask is a python web framework used for web interface in the application. 
 The SPECK and SIMON algorithm is used from the simonspeckciphers package. 

Pycryptodome provides cryptographic services such as encryption, decryption, 
hashing and digital signatures. 

 Parallel encryption and decryption is done using multi-threading. 
 This study is focusing on parallel based hybrid approach on the following algorithms. 

AES + SPECK + SIMON and DES + SPECK + SIMON.  
 The input is divided into three nearly equal parts and each part is assigned to 

algorithms for encryption and further decryption is performed. Finally the decrypted 
outcome is concatenated as final output. 

 User can provide the text input for the selected combination of algorithms which 
gives the ciphertext decrypted data and the performance measures like Key 
generation time, Encryption time, Decryption time, Throughput and Total CPU 
Usage. 

 

7 Implementation  

7.1 AWS Deployment 

7.1.1: AWS Cloud9: 
 Firstly create a cloud 9 environment by filling all required details 
 Further click on open which leads to cloud9 IDE. 
 Later add the required project files to access from AWS  
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 Finally run app.py to run the project. 
 
 

 
 

Deployed Application Link: http://18.119.96.204:8080/  
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7.2 HomePage 
 

 
 
 

 

7.3 ASSET 
 Click on AES button, to perform encryption using AES, SIMON and SPECK 
 Provide text input and encrypt. 
 This provides the necessary results which helps in evaluating the performance. 

 
 
 

7.4 DSSET 
 Click on DES button, to perform encryption using DES, SIMON and SPECK 
 Provide text input and encrypt. 
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This provides the necessary results which helps in evaluating the performance 

 
 

7.5: VS Code (Using VS code as local environment) 
 Install the necessary libraries and run the code and make sure the application is 

working in local environment. 
 

 
 
 
 

7.5.1 : To Calculate avalanche score: 
 

 By using the following file avalance.py we calculate the avalanche score or each 
input. 

 Initially give text input and collect the generated cipher text from the web application 
and paste as the input for b1. 
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 Further modify the given input and collect the generated cipher for the modified input 
and paste it as input for b2. 

 
 Run the code and it will provide the avalanche score. This helps in identifying the 

encryption strength and diffusion. 
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