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1. Introduction  

To conduct this study, I used the CIC-IoT2023 dataset to set up the experiment. This 
manual will walk you through setting up your system to support the project, 
preventing  problems from arising during implementation, and producing a better 
result. The manual will  cover the necessary steps and  tools for the project, including 
the necessary hardware and software used to carry out the experiment. 

2. System Specification 

The configuration of the system used in the project is: 

●​ Operating System:Windows 10/11 
●​ RAM: minimum 8GB  
●​ Processor: 2.5 GHz and above  
●​ Hard drive: 256GB 

 
3. Software Tools 

The project was implemented using the following tools: 
●​ Python  3.8 above 
●​ Jupyter Notebook 
●​ Google Colab( https://colab.google/) 
●​ Anaconda(https://www.anaconda.com/download) 
●​ Visual studio 

 
3.1 Software Installation 
Description of the steps taken in installation the tools  

●​ Python  v3.11 can be downloaded from: https://www.python.org/downloads/windows/ 
 
4. Implementation 
For implementation the below libraries were used for the project: 

●​ Numpy 
●​  Seaborn 
●​  Pandas 
●​ Matplotlib 

 

https://colab.google/
https://www.anaconda.com/download
https://www.python.org/downloads/windows/


 
Implementation on the Network Intrusion Detection Dataset 

1.​  Imported libraries for data visualization and models and 
installation of missing package 

 
 

 

Fig 1: Importing the libraries 

2.​ Data was loaded on the notebook 

 

Fig 2: Importing the dataset 

 

 

 

 

 



3.​ Instance for label Encoding  

Fig3: Label encoding 

 
 
y = df['label'].values.reshape(-1,1) 

df.drop(["label"],axis=1,inplace=True) 

features = df.dtypes[df.dtypes != 'object'].index 

df[features] = df[features].apply( 

    lambda x: (x - x.mean()) / (x.std())) 

# Fill empty values by 0 

df_pre = df.fillna(0) 

print('=====Data Preprocessing=========') 

print(df_pre) 

X = df_pre 

y=np.ravel(y) 

 

Fig 4:Checking for null values in the dataset 

 

Fig 5: Data splitting 

4.​ The below shows the different machine learning 
algorithms used in my model selection with calibrated 

probabilities to help improve the accuracy and reliability 
of the model prediction 

 



 

Fig 6: XGBoost Classifier 

 

 

 
 

 

Fig 7. Random Forest Classifier 

 

 



 
 

Fig 8. Decision Tree 

 

 

 

 
 

Fig 9 . Ensemble 

The code below aims to simplify the classification of 
network traffic by grouping all traffic into two categories: 

BenignTraffic and MaliciousTraffic 

 

Fig 10. models that predict one of two outcomes 

 

 
 

 



 

Fig 11. Data splitting  
Alternatively  follow the below  steps for setting up the environment in 
Google colab. 

 
●​ One google colab in google chrome navigate to(https://colab.google/). 
●​ Select to upload the .ipynb file from your computer or from google drive 
●​ Once the file is uploaded, connect to the python server. 
●​ If connected status will show on the top right hand of the screen and the bottom as 

connected. 
 

 

Fig 7 google colab connection status 
 

 

 

 

https://colab.google/


●​ Then upload the CIC IoT2023.csv file into the colab 

 

Fig 8 csv file upload in google colab 

●​ Once the file has been uploaded make sure you run the below code to give access to 
the google drive where your csv file and the Ensemble_IDS_IoTD2023.ipynb is 
located  

 

Fig 5 colab google importer  

 

It will ask for permission to access your gdrive, make sure the access is granted 
for the code to run correctly. 

2. Dataset  
This study made use of the CIC-IoT2023 dataset, a comprehensive and labeled 
dataset specifically designed for IoT-based network intrusion detection. The 
dataset can be downloaded  from kaggle: 
(https://www.kaggle.com/datasets/madhavmalhotra/unb-cic-iot-dataset) 
 
 
 
 

 

https://www.kaggle.com/datasets/madhavmalhotra/unb-cic-iot-dataset


Table 1. Data description  

Description Licence 

This dataset is from the University of 
New Brunswick Centre for 
Cybersecurity. 
It has extracted CSV features on network 
traffic across 105 Internet of Things (IoT) 
devices with 33 cyberattacks run on 
them. 7 types of attacks were run: 
distributed denial of service (DDoS), 
denial of service (DoS), reconnaissance, 
web-based, brute-force, spoofing, and the 
Mirai botnet. 
 

The data can be republished and it’s 
allowed to mirror it with the datasets 
although anyone wishing to republish the 
data must put a citation of the data and 
the research paper listed on the webpage. 
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