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1. Introduction

To conduct this study, I used the CIC-10T2023 dataset to set up the experiment. This
manual will walk you through setting up your system to support the project,
preventing problems from arising during implementation, and producing a better
result. The manual will cover the necessary steps and tools for the project, including
the necessary hardware and software used to carry out the experiment.

2. System Specification

The configuration of the system used in the project is:

Operating System:Windows 10/11
RAM: minimum 8GB

Processor: 2.5 GHz and above
Hard drive: 256GB

3. Software Tools

The project was implemented using the following tools:

Python 3.8 above

Jupyter Notebook

Google Colab( https://colab.google/)
Anaconda(https://www.anaconda.com/download)
Visual studio

3.1 Software Installation
Description of the steps taken in installation the tools
e Python v3.11 can be downloaded from: https://www.python.org/downloads/windows/

4. Implementation
For implementation the below libraries were used for the project:

e Numpy

e Seaborn
e Pandas

e Matplotlib


https://colab.google/
https://www.anaconda.com/download
https://www.python.org/downloads/windows/

Implementation on the Network Intrusion Detection Dataset

1. Imported libraries for data visualization and models and

installation of missing package

C: > Users > Eli > Desktop > Project > Thesis > Ensemble_IDS_lotID2023.ipynb > from google.colab import drive
<% Generate -+ Code -+ Markdown | [> Run All Outline

import p

import

import

import

from s i import
from

from 1

from sklearn.metrics import ac |

from 1 i import train_test_split
from e import

from cessing import

import warnings
warnings.filterwarnings("ignore"

(base) sers\Eli\.anaconda>conda install -c conda—forge xgboost

Fig 1: Importing the libraries

2. Data was loaded on the notebook

dfl = pd.read_csv('C:/Users/Eli/Desktop/Project/Thesis/CIC IoT2823.csv')

TERMINAL JUPYTER

Fig 2: Importing the dataset



Instance for label Encoding

labelencoder = LabelEncoder()
df[ 'label'] = labelencoder.fit_transform(df['label'])

v/ 0.1s

Fig3: Label encoding

df['label'] .values.reshape(-1,1)
df.drop (["label"],axis=1,inplace=True)
features = df.dtypes[df.dtypes
df [features] = df[features].apply (
(x — x.mean()) / (x.std()))

y=np.ravel (y)

Fig 4:Checking for null values in the dataset

X_train, X_test, Y_train, Y_test = train_test_split(X_fs, y, test_size =8.2)
AX_train=X_train
AX_test=X_test

AY_train=Y_train
AY_test=Y_test

v 0.1s

Fig 5: Data splitting

4. The below shows the different machine learning
algorithms used in my model selection with calibrated
probabilities to help improve the accuracy and reliability
of the model prediction




Xg = xgb = 16)
xg.fit(X_train,Y_train)
from learn.calibration import CalibratedClassifierCV

calibrated_classifier_xg = CalibratedClassifierCV(xg, method='sigmoid', cv='prefit')
calibrated_classifier_xg.fit(X_train, Y_train)
y_predict=calibrated_classifier_xg.predict(X_test)

y_true=Y_test

Accuracy of xgboost: 8.99@1755414073357
Precision of xgboost: 8.989647531986721
Recall of xgboost: 8.9981755414973397

Fl-score of xgboost: ©.9898492735638285

Fig 6: XGBoost Classifier

rf = RandomForestClassifier(random_state = @)

rf.fit(X train,¥ train)

# fit classifier to training set

from sklearn.calibration import CalibratedClassifierCV
calibrated_classifier RF = CalibratedClassifiercV(rf, method='sigmoid®, cv="prefit')
calibrated_classifier RF.fit(X_train, Y_train)
y_predict=calibrated_classifier_ RF.predict(X_test)

y_true=Y_test

from sklearn.metrics import accuracy_score,precision_recall _fscore_support
test_accuracy=accuracy_score(y_true, y_predict)

print( Accuracy of RF: "+ str({test accuracy))

Accuracy of RF: 8.99872818895878923
Precision of RF: ©.99@8228234117687
Recall of RF: ©.9967201889878923
Fl-score of RF: 8.90884286840688385

Fig 7. Random Forest Classifier

# fit classifier to training set

from sklearn.calibration import CalibratedClassifiercV

calibrated_classifier_DT = CalibratedClassifierCV(DT, method='sigmoid', cv="prefit')
calibrated classifier DT.fit(X_train, Y _train)

y_predict=calibrated_classifier DT.predict(X_test)

y_true=Y test

from sklearn.metrics import accuracy_score,precision_recall fscore_support
test_accuracy=accuracy_score(y_true, y_predict)

print( Accuracy of DT: "+ str(test_accuracy))




Accuracy of DT: 8.9918762914246228
Precision of DT: 8.9912262888219845
Recall of DT: ©.9918762914248228
Fl-score of DT: 8.9911313679263882

Fig 8. Decision Tree

# define the voting ensemble

ensemble = VotingClassifier(estimators=models, voting='soft")

ensemble.fit(X train,¥ train)

ensemble score=ensemble.score(X_test,Y test)
y_predict=ensemble.predict(X test)

¥_true=Y test

Accuracy of ensemble: 8.9925216888412586
Precision of ensemble: ©.992157479597%861
Recall of ensemble: 8.99252158634125386
Fl-score of ensemble: 8.99224776916853331

Fig 9 . Ensemble

The code below aims to simplify the classification of

network traffic by grouping all traffic into two categories:

BenignTraftic and MaliciousTraffic

dfi[ 'label’] = dfi['label’].apply(lambda x:

‘BenignTraffic' if x == '"BenignTraffic’ else "MaliciousTraffic')

Fig 10. models that predict one of two outcomes

X_train, X_test, y_train, y_test = train_test_split(X,y, train_size = 8.8, test_size = 0.2, random_state = 8,stratify
from sklearn.feature_selection import mutual_info_classif
importances = mutual info classif(X train, v train)
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238683
238684

flow_duration Header_Length Protocel Type Duration Rate \
8 .e80800 L4.08 6.8e 64,08 8.329387
g.oc0800 57.84 6.33 64,88 4.290556
8.e60800 6.86 1.80 64. 688 33.396799
6.328175 76175.80 17.68 64.88 4642.133816
8.117328 181.73 6.11 65.91 6.2082211
8 .e80800 L4.08 6.8e 64,08 3.849186
g.oc0800 54.08 6.ae 64,88 183.433732
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g.eg09a1 72.89 6.11 64.64 158.475936
8.e60800 6.86 1.80 64. 688 1.201274

Srate Drate fin_flag number syn_flag number rst_flag number A

B.329887 B8.e 1.@ a.e 1.6
4.208556 B8.e 6. a.e 2.8
33.396799 8.e e.e a.e 2.8
4642.133810 8.0 e.e a.e 2.8
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3.849186 8.9 1.8 a.a 1.8
183.433732 B.@ 6.6 8.e 8.8
366.952216 B8.e 6. 1.8 2.8

Fig 11. Data splitting

Alternatively follow the below steps for setting up the environment in
Google colab.

One google colab in google chrome navigate to(https://colab.google/).

Select to upload the .ipynb file from your computer or from google drive

Once the file is uploaded, connect to the python server.

If connected status will show on the top right hand of the screen and the bottom as
connected.

RAM
Disk —

vo+ o B & L)

+ Connected 1o Python 3 Google Compute Engine backend

Fig 7 google colab connection status



https://colab.google/

o Then upload the CIC 10T2023.csv file into the colab

O £ Ensemble_IDS_lotiID2023ipynio

File Edit Wieww Insert Runtime Tools
<, Commands + Code + Text
= Files I | ><
@ -+ Analyze your files with upload

code written by Gemini

h C© | =
» B sample_data

BB cicioTzo23.c8v

I

Fig 8 csv file upload in google colab

e Once the file has been uploaded make sure you run the below code to give access to
the google drive where your csv file and the Ensemble IDS 10TD2023.ipynb is
located

(’ from google.colab import drive
drive mount (" /content/gdrive’)
import os
os.chdir("/content/gdrive/MyDrive™)

Fig 5 colab google importer

It will ask for permission to access your gdrive, make sure the access is granted
for the code to run correctly.

2. Dataset

This study made use of the CIC-10T2023 dataset, a comprehensive and labeled
dataset specifically designed for loT-based network intrusion detection. The
dataset can be downloaded from kaggle:
(https://www.kaggle.com/datasets/madhavmalhotra/unb-cic-iot-dataset)



https://www.kaggle.com/datasets/madhavmalhotra/unb-cic-iot-dataset

Table 1. Data description

Description

Licence

This dataset is from the University of
New Brunswick Centre for
Cybersecurity.

It has extracted CSV features on network
traffic across 105 Internet of Things (IoT)
devices with 33 cyberattacks run on
them. 7 types of attacks were run:
distributed denial of service (DDoS),
denial of service (DoS), reconnaissance,
web-based, brute-force, spoofing, and the
Mirai botnet.

The data can be republished and it’s
allowed to mirror it with the datasets
although anyone wishing to republish the
data must put a citation of the data and
the research paper listed on the webpage.
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