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Abstract

With the increasing growth of Internet of Things (IoT) devices, network infrastructures have become more
vulnerable to cyber-attacks. Traditional network security measures often fall short in detecting
sophisticated intrusion patterns in real-time, highlighting the need for intelligent and integrated detection
systems. This study proposes a machine learning-based approach to enhance loT network security by
leveraging advanced classification models. The process involves data preprocessing, normalisation, and
feature selection using mutual information to identify the most impactful attributes. We evaluated several
supervised learning algorithms specifically, Decision Trees, Random Forests, and XGBoost using metrics
such as accuracy, precision, recall, F1-score, and ROC-AUC. To enhance detection performance further,
we implemented a soft voting ensemble classifier that combines the strengths of the individual models.
The study also focuses on binary classification by distinguishing benign from malicious traffic,
simplifying the real-time detection tasks.

The ensemble model demonstrates superior accuracy, robustness, and generalisation, making it a viable
solution for modern IoT intrusion detection systems. All experiments and evaluations are conducted using
the CIC IoT 2023 dataset, a comprehensive and up-to-date benchmark for [oT security research.

INTRODUCTION

The Internet of Things (IoT) has emerged as a transformative technology that enables seamless
communication among interconnected devices and offers substantial benefits across various domains, such
as smart cities, healthcare, industrial automation, agriculture, and logistics [1]. However, the rapid
proliferation of IoT devices has introduced significant cybersecurity challenges. Many IoT devices lack
robust security mechanisms, which makes them susceptible to a wide range of cyber threats-including
botnets, data breaches, and denial-of-service attacks [2], [3]. These vulnerabilities are further exacerbated
by the resource-constrained nature of IoT devices and their heterogeneous architectures, which create a
vast and complex attack surface for malicious actors [4], [5]. Ensuring the security of [oT networks is
critical, especially considering the potential exposure of sensitive personal and industrial data [6], [7].

Intrusion Detection Systems (IDS) play a key role in network security by monitoring traffic and
identifying abnormal patterns indicative of cyber-attacks [10]. While traditional IDS models are largely
signature-based and limited to known threats, anomaly-based systems provide better adaptability for
detecting novel attacks. However, they often suffer from high false positive rates [11-13].

To address these limitations, recent advancements in Machine Learning (ML) have shown promise in
building intelligent and adaptive IDS frameworks capable of learning from large volumes of complex data
[14]. ML-based IDS can not only detect known and unknown attack types but also adapt to dynamic
network behaviours over time, thus enhancing the robustness and accuracy of intrusion detection in IoT
environments [15], [16]. These systems can scale efficiently, offer real-time detection, and reduce the
reliance on manual rule updates [14], [12].



Given the vast data generated in [oT ecosystems and the diversity of attack vectors, selecting appropriate
ML algorithms and optimising their performance for intrusion detection is a crucial challenge. An
effective IDS must be capable of handling the complexity, heterogeneity, and volume of IoT traffic while
maintaining efficiency in terms of training time and resource utilisation [14].

This study proposes a machine learning-based approach to improving loT network security by leveraging
supervised classification models such as Decision Trees, Random Forests, and XGBoost. Feature selection
using mutual information is applied to enhance model interpretability and performance. Moreover, a soft
voting ensemble is implemented to combine the strengths of individual models, aiming to improve
detection accuracy and generalisation. The evaluation is performed using the CIC [oT 2023 dataset, a
comprehensive benchmark for contemporary loT threat scenarios. The results demonstrate that
ensemble-based IDS offers significant improvements in detecting both known and unknown threats,
making it a viable and scalable solution for real-world [oT security applications.

The major contributions are as follows:

e The project presents a robust intrusion detection framework specifically tailored for IoT networks
by using advanced supervised machine learning algorithms. The system is designed to address the
unique challenges of IoT environments, such as resource constraints, mixed data, and evolving
attack vectors.

e To improve detection performance, a soft voting ensemble classifier is proposed, combining the
outputs of individual models. This approach uses the strengths of each classifier and offers better
performance in terms of accuracy, generalisation, and robustness against various attack types.

e The study utilises mutual information-based feature selection to identify the most relevant
attributes, reducing model complexity and enhancing the interpretation and efficiency without
compromising accuracy.

All experiments are conducted using the CIC IoT 2023 dataset, which is a recent and comprehensive
benchmark containing various loT attack scenarios. This ensures that the model is evaluated under
realistic and diverse threat conditions.



LITERATURE REVIEW

The proliferation of IoT devices has led to a significant increase in network-based threats, necessitating
the development of robust and intelligent Intrusion Detection Systems (IDS). Traditional signature-based
IDS struggles to detect zero-day or evolving attacks in real-time. Machine learning (ML) and deep
learning (DL) approaches have been extensively researched to enhance detection accuracy, speed, and
adaptability in IoT environments.

Recent studies have highlighted the superiority of ML/DL techniques over traditional models in
identifying both known and novel threats. Meliboev et al. [17] conducted a comparative study using SVM,
ANN, DT, logistic regression, and KNN on the ToN-IoT and Bot-IoT datasets, demonstrating that ANN's
outperformed the other models and emphasising the efficacy of neural architectures for anomaly detection
in IoT traffic.

Similarly, Hai and Nam [18] employed the Kernel Extreme Learning Machine (KELM) for both binary
and multiclass classification tasks on the N-BaloT and UNSW-NB15 datasets, achieving detection
accuracies of 99.4% and 98.64%, respectively. Their work confirms the importance of algorithm selection
and dataset diversity in achieving high generalisability.

Z. Zhang et al. [19] propose a hybrid intrusion detection method combining improved Fuzzy C-Means
(FCM) and Support Vector Machine (SVM) to overcome the limitations of existing intrusion detection
systems, such as low detection rates and high false alarm rates. This method, FCM enhanced with an
information gain ratio, clusters the pre-processed dataset, followed by SVM classification. Using the
NSL-KDD dataset, the experimental results show that this approach improves detection effectiveness and
reduces false alarm rates compared to other methods, demonstrating higher-level performance in intrusion
detection.

F. Rehman et al. [20] present a Hybrid Intrusion Detection System (HIDS) that combines signature-based
and Al-powered anomaly detection, using Gradient Boosting and K-Nearest Neighbors (KNN) to achieve
90.37% accuracy. The system enhances detection precision, reduces response time, and minimises false
positives, with alerts sent to security centres. The study highlights the potential for real-time cyber threat
detection and future cross-platform support.

R. Zhang et al. [21] optimise the IPSO-SVM algorithm, combining Support Vector Machine (SVM) with
Improved Particle Swarm Optimisation (IPSO), for enhanced network intrusion detection. The proposed
architecture simplifies the detection process by classifying samples and selecting optimal parameters
through iterative processing. Experimental results demonstrate that the method accurately identifies
intrusion attacks, making it an effective network intrusion detection tool.

S. Zhenget al. [22] explores the application of convolutional neural networks (CNNs) in network
intrusion detection, addressing the limitations of traditional methods due to the increasing complexity and
volume of network data. The proposed intelligent detection model actively learns and improves over time.
Experiments on the KDD99 dataset demonstrate that the model enhances both the accuracy and
adaptability of intrusion detection, offering significant progress in the field.

Sama et al. [23] employed metaheuristic techniques-such as Particle Swarm Optimisation (PSO), Genetic



Algorithms (GA), and Differential Evolution (DE), for feature selection on the NSL-KDD dataset. When
combined with classifiers like KNN and Decision Trees, these methods effectively reduced computational
costs while maintaining high classification accuracy. Ahmad et al. [24] proposed a cluster-based feature
extraction strategy using UNSW-NBI15 data, addressing range and overfitting issues. Their approach used
RF, SVM, and ANN models and achieved up to 98.67% accuracy in binary classification. Yaras et al. [25]
proposed a hybrid 1D CNN-LSTM model trained on CICIoT2023 and ToN-IoT datasets. This architecture
excelled in both binary (99.995%) and multiclass (99.96%) scenarios, validating the power of hybrid DL
models in capturing temporal and spatial patterns in [oT traffic. Mankodiya et al. [26] employed stacked
machine learning (ML) techniques for trust management in [oT systems. Using RF and DT on the VeRiMi
dataset, their ensemble achieved over 98.5% accuracy, highlighting ensemble models' potential in diverse
IoT environments.

RESEARCH METHODOLOGY

The block diagram illustrates Fig. 1. A structured methodology for [oT attack detection using an ensemble
learning approach. The process begins with the CIC-10T2023 dataset, a comprehensive and labelled
dataset specifically designed for loT-based network intrusion detection. First, the data is passed through a
data pre-processing stage, during which irrelevant or missing values are handled, and the dataset is
cleaned to enhance accuracy and performance. Following this, the data undergoes data normalisation,
which scales features to a standard range to ensure uniformity and improve model training efficiency.

Next, Feature Selection is applied to identify the most significant attributes from the dataset, reducing
dimensionality and computational overhead while enhancing model performance. The selected features
are then split into the Training Set and Testing Set, where the training set is used to train the ensemble
model, and the testing set is reserved to evaluate its effectiveness.

The Ensemble Model, composed of Decision Tree (DT), Random Forest (RF), and XGBoost (XGB)
classifiers, is then applied to the training data. These models work together to improve classification
accuracy and robustness by leveraging their individual strengths. The output of this phase is a Trained
Model, which is subsequently tested using the testing set. Finally, the model generates a Predicted Attack
output, identifying potential threats within the IoT network with enhanced precision.
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Fig. 1 Block diagram of IoT attack detection using an ensemble learning approach
1. DATA PRE-PROCESSING

The data pre-processing stage ensures the CIC-10T2023 dataset is clean and ready for analysis. Missing or
incomplete values are either filled or removed to maintain data quality. Irrelevant or constant features are
dropped, and categorical data is converted into a numerical format. Duplicate entries and outliers are
filtered out to prevent model distortion.

2. DATA NORMALIZATION

The datasets are pre-processed using min-max normalisation, as outlined in Equation 1. This technique
brings numerical features with varying value ranges onto a unified scale.

X=X
min

normalized X =X
max min

In this equation, X represents the normalised value, while @ and X I correspond to the

normalized
minimum and maximum values found in the original columnX. This approach rescales all data points

within the column to fall between 0 and 1. In this equation, X represents the normalisedX .

normalized in

value, while X o and Xcorrespond to the minimum and maximum values found in the original data



Applying this normalisation method minimises the impact of large inconsistencies in feature ranges,
which can hinder model merging. As a result, it verifies that all features contribute equally during
analysis, promoting consistency and stability throughout the learning process.

3. FEATURE SELECTION

Feature selection addresses these challenges by identifying a subset of features that are most relevant to
the target variable (e.g., normal, or malicious behaviour), thereby enhancing model performance and
clarity.

Mutual information (MI) is a widely used metric in information theory that measures the amount of
information shared between two random variables. In the context of feature selection, MI quantifies the
dependency between an individual feature and the target class, capturing both linear and non-linear
relationships [27]. A higher mutual information score indicates a stronger association between the feature
and the target, suggesting that the feature contributes more significantly to the classification task.

The mutual information between a feature M and a class label N is defined as:

Here, Mrepresents the joint probability distribution of M and N where p(m) and p(m) dp(m)tributions.
This formulation captures the reduction in uncertainty aboutMssiwhen ©: is known, making it a powerful
criterion for selecting features in classification tasks, while p(m) and p(m) denote their marginal
distributions. This formulation captures the reduction in uncertainty about N when M is known, making it
a powerful criterion for selecting features in classification tasks.ures in classification tasks., while p(m)
and p(m) denote their marginal distributions. This formulation captures the reduction in uncertainty about
N when M is known, making it a powerful criterion for selecting features in classification tasks.

_ p(mn)
Y(M,N) = sz:M rEN p(m, n)log( p(mp(») )

The process begins by estimating the mutual information between each feature and the target variable
using the training dataset. These scores are then normalised such that their sum equals 1, enabling the
comparison of relative importance across features. The features are ranked in descending order based on
their normalised mutual information scores. To determine the optimal subset of features, a cumulative
importance thresholding strategy is applied. Features are selected sequentially, starting from the most
important, until their cumulative contribution exceeds a predetermined threshold, typically 90% of the
total normalised mutual information [28]. This ensures that most of the informative content is preserved
while reducing dimensionality.

Let the normalised mutual information score for the feature i be represented as:

A Y (M ;N)
V=
L Y(M;N)
=t

A subset Sc {1, 2..,n} is then selected such that:

Y ¥ >0.9
oes *



This approach strikes a balance between dimensionality reduction and information retention, selecting
only those features that collectively explain most of the variance in the class labels.

4. ENSEMBLE LEARNING

Ensemble learning is a technique in machine learning where several models are trained, and their results
are combined to tackle a specific problem. The idea is that by using a group of models instead of relying
on just one, you can balance out their weaknesses and make the overall prediction more accurate and
reliable. One often used method in this category is the Voting Classifier. It works by gathering predictions
from different models and then making a final decision based on what most of them suggest. This often
leads to better performance, effectiveness, and greater stability in the model's results.

There are two types of Voting Classifiers: hard and soft. With hard voting, each model picks a class, and
the one that gets the most votes is chosen as the result. Soft voting, on the other hand, looks at the
predicted probabilities from each model, averages them, and picks the class with the highest overall score.
Soft voting often gives better results when the models are good at estimating probabilities.

This work makes use of a soft voting classifier to combine the predictions from several individual models.
The idea is to take the probability estimates each model gives for a particular class and average them out.
The final prediction is based on which class has the highest average probability. The equation for this is:

N
9() = arg P()) = arg(%;lp(/lxi))

In this formula, P(j |xi) is the probability that the ith model assigns to class j for a specific input x, and N

) . . th
is the total number of models used. The class with the highest average score becomes the final output.lt
model assigns to class j for a specific input x, and N is the total number of models used. The class with the
highest average score becomes the final output.

A) Decision Trees (DT)

Decision trees are commonly used in supervised machine learning for both classification and regression
problems. The idea is to split the dataset into smaller parts based on the values of input features. Each
internal node in the tree represents a decision made using one of the features, branches represent the
outcome of those decisions, and leaf nodes give the result, either a class label or a numerical value. The
algorithm picks the best feature at each step to split the data and keeps going until a certain condition is
met. Decision trees are easy to follow and interpret, but they can overfit the training data if not properly
controlled, especially when the tree becomes too complex or when the data is noisy [29].



B) Random Forest (RF)

Random Forest is an ensemble learning method that builds a group of decision trees and combines their
outputs to make more accurate predictions. It works well for both classification and regression tasks. Each
tree is trained on a random sample of the data and uses a random selection of features, which helps reduce
excessive fitting and improves flexibility. For classification, the final output is based on a majority vote
across all trees, while for regression, it’s the average of their predictions. One of the advantages of
Random Forest is that it can also highlight which features are most important in making predictions.
Thanks to its flexibility, accuracy, and ability to handle complex datasets, it’s become a go-to method in
many real-world machine learning projects [30].

C) Extreme Gradient Boosting (XGBoost)

XGBoost is an advanced approach to gradient boosting, designed for higher speed and improved
performance compared to traditional boosting methods. It builds a series of decision trees in sequence,
where each tree tries to fix the mistakes made by the previous one. A key feature of XGBoost is its
Normalisation techniques, which help to reduce overfitting and enhance the model's ability to generalise
well to new data. Also, it supports parallel computation, which handles missing data efficiently, and can
work with large, complex datasets. XGBoost has become popular due to its impressive accuracy and
speed, often dominating machine learning competitions and being used for real-world tasks [31].

DESIGN AND IMPLEMENTATION
Dataset Description

The CIC IoT 2023 Dataset [32] was created to support the development of security solutions for IoT
networks by offering a realistic and diverse set of data. It includes network traffic collected from 105 IoT
devices, with 33 different types of cyberattacks executed on them. These attacks are grouped into seven
categories: Distributed Denial of Service (DDoS), Denial of Service (DoS), Reconnaissance, Web-based,
Brute Force, Spoofing, and the Mirai botnet. The attacks were carried out by malicious IoT devices
targeting other devices within the network. The dataset provides CSV files with features extracted from
the network traffic, which can be used to train and assess machine learning models designed to distinguish
between benign and malicious loT network activity. By detailing these attack scenarios, the CIC IoT 2023
dataset serves as a valuable resource for testing and improving IoT security systems in real-world
environments.
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Fig. 2 Class Distribution

1. Data Understanding and Preprocessing

The design and implementation of the intrusion detection system for loT networks begins with data
preprocessing. This step involves loading and cleaning the dataset, handling missing values, and
normalising the features to ensure they are on a uniform scale. Label encoding is applied to the target
variable, which helps in converting categorical labels into numerical values. Feature selection is
performed next to retain the most informative variables that contribute to accurate classification. The
dataset is then split into training and testing sets to evaluate model performance effectively.
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Fig. 3 Original Data
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Fig. 6 Original Data after Feature Selection
2. Model Selection and Training

For model selection, various machine learning models are used, including Decision Trees (DT), Random
Forest (RF), and XGBoost. These models are incorporated into an ensemble method called the Voting
Classifier. The Voting Classifier aggregates the predictions of each individual model, using a soft voting
mechanism where predictions are based on the probabilities assigned by each model. This combination
aims to enhance overall accuracy by leveraging the strengths of multiple models. The models are trained
on the training dataset and tested on the unseen testing dataset to evaluate their performance.

Testing Data

Y

Training Data Ensemble Learning Model Classification
(RF, DT, XGB)

\J

v \d
Model Evaluation Predict Attack

Fig. 7 Model Selection and Training



EVALUATION
4.1 Model Evaluation Metrics

To evaluate the effectiveness of the proposed models, various assessment metrics such as accuracy,
precision, recall, and F1-score were employed. These metrics offer a quantitative measure of the
classifier’s performance and are derived from the confusion matrix, which highlights four key outcomes:
true positives (TP), true negatives (TN), false positives (FP), and false negatives (FN). Specifically, TP
refers to instances where the model correctly predicts a sample as class '0' and the actual label is also '0'.
Conversely, TN indicates that the model correctly predicts a sample as class '1' when the actual label is
indeed 'l'. A false positive (FP) occurs when the model predicts a sample as '1' while the true label is '0',
and a false negative (FN) arises when the model predicts '0' but the actual label is '1'.

The accuracy, precision, recall, and F1 measure are calculated using the following formulas:

Accuracy = TP+ TN
Y T IPfTN+FP+FN
Precision =T __
TP + FP
TP
Recollect = TP LN
Accuracy X Recollect
F1 measure =2 x 4

Accuracy + Recollect

1) Binary Classification Results

In binary classification results, there are double sets of labels utilised, such as normal and malicious
traffic, respectively. The confusion matrices illustrate in Figure 8 how well various models distinguish
between normal and malicious network traffic using the CIC-10T2023 dataset. Each model achieves
strong results, with minimal errors in both categories. The ensemble model is shown best by achieving the
highest correct prediction rates, suggesting it is highly reliable for intrusion detection tasks.
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A) Receiver Operating Characteristic ROC-AUC Analysis
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Fig. 9 ROC Curve

These Receiver Operating Characteristic (ROC) curves demonstrate the classification effectiveness of
different models on the CIC-10T2023 dataset. Each model shows strong performance with high AUC
scores, indicating excellent sensitivity and specificity. The model in the bottom right achieves the highest
AUC of 0.98, suggesting superior ability to distinguish between benign and malicious traffic

Table 1. Comparison table for the setl performance metrics (in %) of each model for binary classification

Models Accuracy Precision Recall F1-Score
XGBoost 99.57% 99.55% 99.58% 99.56%
DT 99.69% 99.67% 99.70% 99.68%
RF 99.51% 99.49% 99.52% 99.50%
Proposed 99.80% 99.70% 99.81% 99.80%
Ensemble




Table 2. Comparison table for the set 2 performance metrics (in %) of each model for binary classification

Model TPR [TNR [MCC |NPV [FDR |FNR |FOR [FPR
(%) | (%) (%) (%) (%) (%0) (%)

XGBoost |99.83 [ 93.13 0.929 93.04 0.16 0.17 6.96 6.87

DT 99.78 | 89.06 0.896 90.53 0.26 0.22 9.47 10.94

RF 99.83 193.13 0.929 93.04 0.16 0.17 6.96 6.87

Proposed |99.89 | 96.47 0.959 95.52 0.08 0.11 4.48 3.53
Ensemble

The evaluation results demonstrate that the proposed ensemble model outperforms individual classifiers
such as XGBoost, Decision Tree, and Random Forest across key metrics. It achieves the highest accuracy,
precision, and recall, along with the lowest error rates. Notably, the ensemble shows a superior True
Negative Rate and a significantly lower False Positive Rate, indicating its robustness in distinguishing
between normal and malicious traffic. These improvements suggest that the ensemble approach provides a
more reliable and efficient solution for intrusion detection in [oT networks.

2) Multi-Class Classification Results

In multi-class classification results, multiple classes of labels are used to examine the proposed and
existing works already done. Those labels include normal, DoS attacks, reconnaissance attacks, malware
attacks, Botnet attacks, Brute force attacks, etc. The full clarification of the assessment results in
multi-class classification problems is provided below.

Table 3. Comparison table for the performance metrics (in %) of each model for Multi-Class
Classification

Model Accuracy Precision Recall F1-Score
XGBoost 99.02 98.96 99.02 98.98
Random Forest | 99.07 99.00 99.07 99.00
Decision Tree 99.11 99.12 99.11 99.11
Ensemble 99.25 99.22 99.25 99.22

The performance metrics highlight that all classifiers demonstrate strong accuracy, precision, recall, and
F1-scores. Among them, the proposed ensemble model achieves the best results across all metrics, with an
accuracy of 99.25% and an F1-score of 99.22%, outperforming individual models like XGBoost, Random
Forest, and Decision Tree. This confirms the ensemble’s ability to effectively combine multiple learners
for enhanced prediction accuracy and robustness in intrusion detection scenarios.



The evaluation results indicate that the proposed ensemble model performs better than individual models
such as XGBoost, Random Forest, and Decision Tree. In the binary classification task, it achieved the
highest accuracy (99.80%), as well as top scores in precision, recall, and F1-score, with minimal error
rates. The ROC-AUC score of 0.98 reflects strong classification capability.

In the multi-class classification, the ensemble model again delivered the best results, with 99.25%
accuracy and consistently high performance across all metrics. This demonstrates that the ensemble
method provides a more accurate and reliable solution for identifying and categorising network traffic.

CONCLUSION AND FUTURE WORK

This study evaluated multiple classification models for their ability to detect network intrusions using the
CIC-10T2023 dataset. Among the evaluated models, the proposed ensemble approach exhibited the
highest effectiveness in both binary and multi-class classification scenarios. It consistently outperformed
individual models, such as XGBoost, Decision Trees, and Random Forests, on key performance indicators
like accuracy, precision, recall, and F1-score. The results demonstrate the ensemble method’s reliability
and strength in accurately identifying and classifying network traffic. In the future, this work can be
expanded by implementing the system in real-time environments for continuous monitoring. Further
improvements may also involve integrating more advanced learning techniques, refining the feature
selection process, and validating the model on broader, more varied datasets to enhance its flexibility and
applicability to different network conditions and threat types.
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