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1. Introduction  

This configuration manual provides complete setup guidelines to successfully run the thesis 

project. The implementation involves machine learning (ML) and deep learning (DL) models 

to enhance cybersecurity threat detection using Python-based data analytics techniques. It 

includes hardware requirements, software environments, library setup, and additional tools 

for diagram generation.  

  



2. Device Hardware Specification  

Component  Specification  

Device Name  Anantha  

Processor  AMD Ryzen 7 5800HS with Radeon 

Graphics @ 3.20 GHz  

RAM  16.0 GB (15.4 GB usable)  

System Type  64-bit Operating System, x64-based 

processor  

Graphics  Integrated Radeon Graphics  

Storage  Recommended ≥ 512 GB SSD (assumed, 

for performance)  

  

  

  

  

  

3. Software Specification  

  



Software  Details  

OS  Windows 10 / 11 (x64)  

Python  Version 3.8 or later  

IDE  
Jupyter Notebook (via Anaconda) or Google 

Colab  

ML/DL Frameworks  TensorFlow 2.x (with Keras), scikit-learn  

Jupyter Version  7.0.8 (if using Anaconda distribution)  

  

4. Report Diagram Generation  

All project architecture diagrams, workflow charts, and model pipeline visuals were generated 

using(Miro, 2024):  

  Miro: https://miro.com  

  

5. Official Library Setup  

Below is a list of required Python libraries along with their usage:  

Library Installation Command  Purpose  
  

pip install pandas  Data manipulation and cleaning  

pip install numpy  Numerical operations  

pip install scikit-learn  Model building (Decision Tree, K-Means)  

pip install tensorflow  Deep learning framework (Neural Network)  

pip install keras  High-level deep learning API  

pip install seaborn  Statistical data visualization  

pip install matplotlib  Graph plotting and heatmaps  

pip install imbalanced-learn  Handling class imbalance (e.g., SMOTE)  

pip install uuid  Creating unique identifiers for records  

  

  

https://miro.com/
https://miro.com/


4. Dataset Used  

 •  Name: thesis dataset1.csv and thesis dataset.csv  

 •  Source: Kaggle  

•  Description: Contains labeled network traffic data for training and testing various 

cybersecurity threat detection models.(Kaggle, 2024).  

  

6. Dataset Preprocessing  

 
Fig 6.1: Load Dataset  

  

  

 

Fig 6.1: Data Cleaning  

  

  

https://www.kaggle.com/
https://www.kaggle.com/
https://www.kaggle.com/


 

Fig 6.2: Convert Categorical to Numeric  

  

  

  

   

7. Exploratory Data Analysis (EDA)  

EDA was used to understand class imbalances and data distributions.  

 

Fig 7.1: Attack Severity Distribution  

  

 

Fig 7.2: Response Action Count  

  

8. Model Development & Training  

8.1 Preprocessing for Model Input  

 

Fig 7.1: Preprocessing  

  

8.2 Supervised Learning – Decision Tree  

The Decision Tree Classifier was implemented in Scikit-learn. It is used to classify known cyber 

attack types. Due to its interpretability and low training time, it served as a baseline model.  

 

Fig 8.1: Decision Tree Classifier  

  



8.3 Unsupervised Learning – K-Means Clustering  

K-Means was used for anomaly detection and unsupervised clustering of similar flows. Whenever 

clusters are formed, the cluster quality is measured according to the Silhouette Score.  

 

Fig 8.1: K-Means Clustering  

  

  

  

  

8.4 Deep Learning – Neural Network  

With the TensorFlow/Keras framework, we constructed a feedforward neural network to classify cyber 

threats exhibiting complex, nonlinear patterns. Dropout layers were included in the construction to 

combat overfitting (TensorFlow Developers, 2024; Keras, 2024).  

  

Fig 8.3: Neural Network Model Implementation (Keras)  

Result: Achieved validation accuracy of 74.4%, outperforming other models in generalization.   
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