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LEVERAGING DATA ANALYTICS TO ENHANCE 
CYBERSECURITY THREAT DETECTION 

 

Abstract 

This research explores integrating data analytics in cybersecurity systems to 
improve threat detection and response. The project pits the world of data-driven 
approaches against routine security methodologies. The Decision Tree, K-Means 
Clustering, and Neural Network algorithms tend to suggest that the supervised 
model of learning, especially the Neural Network, is better at detecting and adapt- 
ing to threats with better accuracy. The unsupervised methods did not fare well, 
stressing the need to enhance real-time and data-driven security technologies. It 
then suggests that robustness needs to be built through more advanced analytics 
to push for the next-generation cybersecurity solutions. 

 

Glossary 

CNN (Convolutional Neural Network) A type of deep learning model, particularly 
effective for spatial data and image recognition, but also used in cybersecurity for 
packet analysis. 

F1-Score The harmonic mean of precision and recall; used to measure test accuracy, 
especially for imbalanced datasets. 

LIME (Local Interpretable Model-agnostic Explanations) A tool used to explain 
predictions made by black-box machine learning models. 

LSTM (Long Short-Term Memory) A type of recurrent neural network (RNN) used 
in deep learning for sequential data like logs or network traffic. 

SHAP (SHapley Additive exPlanations) A method for explaining the output of 
machine learning models by attributing feature importance. 

Silhouette Score A metric used to measure how similar an object is to its own cluster 
compared to other clusters (used for unsupervised models like K-Means). 

Z-Score Normalization A statistical method to normalize numerical features by sub- 
tracting the mean and dividing by the standard deviation. 



2  

1 Introduction 

Cybersecurity is evolving in tandem with the rapid expansion of the digital infrastructure 
across sectors. In this digital dependency, organizations are left vulnerable to increas- 
ingly sophisticated, targeted, and above-all elusive cyber threats. The traditional means 
of securing organizations usually entail the rule-based intrusion detection systems (IDS), 
antivirus signatures, and firewalls, which often fall short on their reactivity and reliance 
on extremely cumbersome predefined patterns. The very outdated act of securing sys- 
tems was never designed to deal with zero-day exploits or stealthy, persistent attacks. 
The growing complexity of attack vectors has undermined static security controls, expos- 
ing their incapacity for dynamic adaptation and giving rise to high false positive rates 
and increased response times, placing undue burdens on security analysts. 

(2024) express that the evolution toward context-aware, intelligent systems is no 
longer optional, but imperative to address any modern threat. This study then poses 
the challenge of understanding how machine learning and data analytics might serve the 
purpose of securing against emerging threats in a proactive, real-time, and adaptive cy- 
bersecurity defense. 
 

 

1.1 Research Aim and Objectives 

Aim: 

This research aims to explore how data analytics, particularly machine learning and 
real-time data processing, can be leveraged to enhance cybersecurity threat detection. 

Objectives: 

 
• To analyze the limitations of traditional cybersecurity threat detection methods 

and identify gaps that can be addressed through data analytics. 

• To evaluate the effectiveness of machine learning algorithms in detecting and mit- 
igating cyber threats, including zero-day attacks and advanced persistent threats. 

• To design and implement a data-driven cybersecurity framework that integrates 
real-time analytics for improved threat detection and response. 

• To assess the performance of the proposed approach by comparing it with conven- 
tional security mechanisms in terms of accuracy, response time, and scalability. 

 

1.2 Research Questions 

1. What are the best practices in the application of data analytical techniques to 
improve real-time information security defenses against cyber threats? 

2. Which categories of data analytical methods are the most useful for detecting and 
counteracting new cybersecurity threats? 

3. How does integrating data analytics enhance the sector’s capability to identify 
threats compared to conventional cybersecurity approaches? 

et al. 
Thapaliya 
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Tavallaee et al. 

Zhang and Wang 

et al.  

1.3 Significance of the Study 

The significance of this study lies in combining machine learning and data analytics with 
cybersecurity, and it provides a proactive solution for real-time detection and analysis 
of threats. This study aims to create data-driven ways to identify cyber threatsthat 
are faster and accurate, shortening the time from detection to response to optical traffic 
attacks. One of the main challenges is the high false positive and false negativerates of 
current systems that flood security teams and result in poor threat management (Okoli 

 
1.4 Scope and Limitations 

Using supervised, unsupervised, anddeep learning models, this study checks different 
machine learning techniques that can improve the anomaly detection process. It provides 
weightageto real-time streams like network logs, system logs, and user behavior analytics 
to detect cyber threats. A prototype machine learning-based cybersecurity systemwill 
be developed and tested, and its performance will be evaluated in terms of accuracy, 
precision, recall, F1-score, and detection delay. Despite this study, some limitations were 
observed (Okoli et al. (2024)). 

 

1.5 Summary 

This chapter provided the rationale for machine learning and data analytics application 
with respect to cybersecurity. Emerging threats cannot be detected within current mech- 
anisms of security but can be defined in terms of intelligent models that are scalable and 
adaptive. The chapter also provides for the core objectives and research questions that 
undertake this study regarding the in-depth investigation into how different data-driven 
models can have improved detection capabilities against threats across cyber environ- 
ments. 

 

2 Literature Review 

2.1 Introduction 

With the evolving nature of cyber threats, a reactive approach employing signature iden- 
tification is becoming obsolete. Proactive, intelligent systems that adapt themselves 
on-the-fly to the patterns of bombarding threats are becoming a necessity (Shone et al. 
(2018); (2020)). This review discusses the traditional shortcomings and 
advancements associated with ML-driven solutions for cybersecurity, including real-time 
analytics and ethical AI integration. 

 

2.2 Traditional Cybersecurity Approaches and Their Limita- 

tions 

Production-grade systems such as firewalls and rule-based IDS are currently unable to 
stand up against new threats. (2010) critiqued the reliability of anomaly- 
based approaches for not being robust against zero-day attacks.Zhang et al. (2013) argued 
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Tang et al. 

Ahmed et al. 
Kwon et al. 

Zhang and Wang 

Lekkala et al. 

Duary et al. 

Ekundayo et al. 

that static systems become powerless when correlated with the complexity of the incom- 
ing traffic. High false positives (Nassar and Kamal (2021)) and a delay in responding 
(Ofoegbu et al. (2024) call for automation.  Low latency is a killer in financial sectors, 
and this requirement is reiterated by (2024). In comparison, 
(2022) proved that attention-based transformers can outperform rule-based systems with 
minimal supervision. 

 

2.3 Machine Learning and Big Data in Cybersecurity 

Scalability remains the key for ML models for reliable and accurate classifications such 
as Decision Trees and Random Forests.  For zero-day attack predictions, 
(2024) called for predictive modeling techniques. The hybrid frameworks for classification 
through convolutional neural networks were introduced by . 

(2023) mapped scalable models into TensorFlow-based frameworks. 
(2021) and (2021) proved that deep learning models such as CNNs and LSTMs 
learn better abstractions of concealed threat patterns. Transparency is another concern, 
though (Zubair et al. (2021)). 

 

2.4 Real-Time Threat Detection Using AI and Predictive Ana- 

lytics 

(2021) and (2022) demonstrated the power of neural networks for 
real-time anomaly detection. A hybrid deep autoencoder was proposed by 
(2018) to enhance the generalization. (2020) described adversarial 
learning that simulates the evolving attack vectors.  Attention mechanisms were tuned 
by (2022) to detect subtle anomalies in continuously flowing data. Anomaly- 
based models were advocated by (2016), while the focus of 
(2023) was on advancing neural methods in adaptive frameworks. These efforts together 
put forth a solid case for the rise of predictive analytics in cybersecurity operations. 
 

 
Table 1: Comparison of Cybersecurity Threat Detection Approaches and Challenges 

 

Approach Strengths Limitations 
Rule-based Systems Interpretable, easy to con- 

figure 
Poor against new threats, 
high false positives 

Supervised Learning High precision with labeled 
data 

Requires large datasets, 
cannot detect unknown 
threats 

Unsupervised Learning Works with unlabelled data Less accurate, affected by 
noise 

Deep Learning High scalability, handles 
complex data 

Opaque, needs compute re- 
sources 

Predictive Analytics Proactive threat mitigation Needs continuous updates 
and stream integration 

Transformer-based Models Captures long-range de- 
pendencies (Kwon et al. 

High  complexity, training 
cost 

(2 022) ) 

Li et al. 

Buiya et al. 

Shone et al. 
Hajj et al. 

Kwon et al. 

Vinayakumar et al. (2 019)  
 Kim et al. 
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Six types of cybersecurity threat detection are compared in the table 1 and their pros and 
cons are also explained. Standard rules are easy to use, but they fail when it comes to new 
risks. Supervised learning makes the most of labeled data and has more accuracy, despite 
the fact that unsupervised learning uses unlabeled data. Deep learning and transformers 
give powerful results, but they also need a lot of computing power. 

 

2.5 Research Gaps 

Research into models’ viability spans numerous attempts, but instances of solid compar- 
ison against common metrics are woefully lacking ( 
are ethical voids that hinder explainability ( 

(2024)). Yet to be resolved 
) and fairness (Zubair et al. 

(2021)). Quite a scarcity of research mimicked traffic conditions in real-time over noisy 
settings. Benchmarking in ML for scalability, privacy, and class imbalance are needed 
(Vinayakumar et al. (2019)). 

 

3 Research Methodology 

3.1 Introduction 

This study employed the Design-Based Research approach to investigate the utility of 
supervised, unsupervised, and deep learning approaches in cybersecurity threat detec- 
tion. The practical part was accomplished using standard Python package libraries such 
as Pandas, Scikit-learn (Sklearn), TensorFlow, Seaborn, and The Matplotlib to model, 
manipulate, and visualize data. A dataset ”Payload data UNSW.csv” was taken from 
Kaggle, consisting of labelled network traffic data instances representing benign and ma- 
licious flags. 

 

3.2 Data Processing and Preparation 

Payload data UNSW.csv underwent extensive preprocessing to deliver machine-learning- 
ready high-quality data. Missing values were identified and treated, the duplicates were 
removed, and this was all to stay valid and consistent. Categorical values like the name 
”Protocol” and ”Label” have been label-coded into numerical values and thus can be 
used in machine-learning algorithms. 

The numerical attributes were normalized by Z-score normalization. This kind of con- 
version scales the features to mean zero and unit variance, thus improving convergence 
characteristics of gradient-based algorithms such as neural networks, and general im- 
provements in model performance. Data outlier detection mainly depends on box plots 
to demonstrate extreme or skewed data distances. 

According to figure 1 is can be said that boxplot was employed to detect extreme values 
and skewed distributions among the payload bytes. 

The data was split into training and testing, with 80% used for training and the re- 
maining 20% for testing. The class imbalance in the target variable was also resolved 
through stratified sampling to manifest its proportionality. Exploratory data analysis 
(EDA) activities were conducted in opposition to visual instruments, including bar plots 

 Duary et al. 
Okoli et al. (2 024)  
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Figure 1: Boxplot of Selected Numerical Features 
 

 
for inspecting attack class distributions, correlation heatmaps for identifying multicollin- 
earity, and Kernel Density Estimation (KDE) plots for visualizing feature distributions 
and overlap among classes. 

Refinement of the dataset created room for training Decision Trees, Neural Networks, 
and KMeans Clustering models. All preprocessing and data manipulation that were ap- 
plied were implemented within Jupyter Notebook in Python with the help of the libraries 
consisting of Pandas, NumPy, Scikit-learn, and Seaborn. 

 

3.3 Exploratory Data Analysis (EDA) 

Exploratory Data Analysis was conducted to explore distribution, imbalance, and correl- 
ations in the dataset. 

 
The figure 2 protocol distribution showed an imbalance as protocols 37 and 38 had spikes 
in their frequency. 



7  

 
 

 

 

Figure 2: Protocol Frequency Distribution 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 3: Label Frequency Count 
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Zhang et al. 

 

Figure 4: Histogram of Label Distribution 

 
Label Imbalance Figures 3 & 4 show that Class label 3 was found to be predominant, 

pointing to an imbalance that affected stratified sampling. 
 
 

 

Figure 5: Heatmap of Feature Correlation 

 
Features were examined for multicollinearity using heatmap as shown in the figure 

5 to spot highly correlated payload byte attributes in eliminating dimensionality. It is 
Sheer (2013), who used correlation information in an effective manner for 
classification purpose of internet traffic under dynamic conditions. 

 

3.4 Experimental Framework and Model Design 

Three machine learning techniques were devised and used for the study, one for each 
major area of learning: 
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 Figure 6: Research Methodology Pipeline 

 
The path of the research from data collection to preprocessing to EDA to model building, 
evaluation, and finally conclusion is illustrated in the flowchart shown in Figure 6. 
Supervised Learning: Decision Tree Classifier 

The Decision Tree Classifier was offered under the Scikit-learn library. Parameters as 
max depth, mi samples split, and criterion were optimized using the GridSearchCV. De- 
cision trees were chosen for their capability of explanation and ease of visualization (Tang 
et al., 2021). 

Unsupervised Learning: KMeans Clustering 

The KMeans clustering algorithm identifies hidden patterns in unlabeled data. A range 
of k values, from 2 to 10, was explored, Silhouette Score was what determined the best 

number of clusters. The KMeans was selected for A. 

Deep Learning: Neural Network 

A feed-forward Sequential Neural Network from TensorFlow and Keras was piloted. The 
study utilized the architecture wherein dense layers were activated by ReLU, followed 
using dropout layers to reduce overfitting, and the softmax output layer for multiclass 
classification. Hyperparameters were tuned manually across several iterations for dropout 
rates and learning rates. 

Selection of Models Justification: 

Reinforcement learning and soft models like Random Forest, as they bring much com- 
plexity in computational time and less interpretability for sound comparative analysis 
because they require artificial real-time environment. 

 

3.5 Model Training and Evaluation 

Each of the models was trained using an 80/20 split set. These were stratified to maintain 
the distribution of classes. Evaluation was performed using the following metrics: 

Decision Tree: Evaluated using accuracy, precision, recall, F1-Score, and confusion mat- 
rix shown in Figure 7. 

KMeans: Evaluated using the word Silhouette Score-mainly to quantify intra-cluster 
cohesion and inter-cluster separation. 

Neural Network: Evaluated using, for an instance, training and validation accuracy, 
please lose plots, and confusion matrix inspection. 
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A clarity of technical model performance across the true classes and predicted classes. 

In addition to that, 5-fold cross-validation was conducted on Decision Tree and Neural 
Network models to test the ingredients of generalizability and overfitting risks. Relevant 
bar charts summarizing the performance of the different models were plotted to give an 
unbiased view of the performance. 

 

3.6 Ethical Considerations 

All ethical rules as provided by GDPR and CCPA were followed by the authors. No per- 
sonal data was contained in the datasets. Data points were anonymized wherever possible. 
Fairness issues were dealt with by observing how models respond to such underrepres- 
ented classes. Only interpretable models with interpretable rules (Decision Trees, for 
example) are preferred for transparent approaches. 

 

 

Figure 7: Confusion Matrix for Decision Tree Model 

 

4 Design Specification 

This chapter describes a multi-phase machine learning pipeline for cybersecurity threat 
detection, including high-level supervised, unsupervised, and deep learning methods. The 
machine learning pipe was built in Python using Scikit-learn, TensorFlow, and other sup- 
porting libraries, whereas the deployment of the system is done in Jupyter Notebook so 
that local testing and real-time evaluation can be done modularly. 

The architecture starts by bringing in and processing data, as illustrated in Figure 8. 
The traffic information in the “Payload data UNSW.csv” dataset from Kaggle presents 
labeling of protocol-specific traffic as normal or specific attack types. Data preprocessing 
consists of dealing with missing values and turning categorical attributes into numeric 
data and applying standardization techniques to numerical features. A Decision Tree 
Classifier serves as the initial analysis technique to work with supervised learning models 
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that receive trained data to detect known attacks. The hierarchical arrangement of this 
system enables researchers to understand predictions while achieving quick identification 
of categories (Hajj et al. (2021)). 

The second analytical layer utilizes KMeans Clustering for anomaly detection as well 
as identification of attack patterns that do not appear in training data. The clustering 
process groups data points that share similarities which allows for discovery of undis- 
covered hidden patterns and upcoming zero-day security risks. The last and highest 
advanced layer operates with a Neural Network which is constructed using TensorFlow’s 
Sequential API. The model consists of dense layers that activate through ReLU combined 
with dropout layers which reduce overfitting. The softmax function allows the model to 
handle network threat classification across multiple classes through its implementation 
for complex data distribution needs (Liu et al. (2024)). 

The system requires a diverse yet properly labeled dataset to conduct supervised and 

deep learning but it must also contain an adequate amount of unlabeled data for cluster- 
ing purposes. 

The extensible architecture has inherited the flexibility to add to a future deployment, 
aligning with the research aim of decision trees that consist of known threats (Q1); 
KMeans for discovering unknown threats (Q2) and neural networks for scalable and stra- 
tegic analytics (Q3). This provides a robust data-driven framework for cybersecurity. 
 
 

 

Figure 8: System Design Architecture for Multi-Phase Cyber Threat Detection Frame- 
work 
 
 

 

5 Implementation 

Implementations of framework for detection of threats based on machine learning: the 
final chapter. Implementation over three experimental setups-supervised learning by 
decision tree, anonymous by KMeans clustering, and finally deep learning through Neural 
network. All these were tested on Payload data UNSW dataset to check how well they 
will identify known and unknown threats in network traffic. 
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Duary et al. 

Thapaliya and Bokani 

et al. 

(2024). 

 

5.1 Overview of System Implementation 

The base implementation addresses the core research objectives with a three-tiered ex- 
perimental pipeline. Each layer represents a unique learning paradigm: 

1. Supervised Learning for (Decision Tree): Classifying known threats. 

2. Unsupervised Learning (KMeans): Anomalous behavior detection. 

3. Deep Learning (Neural Network): To provide scalability and adaptation in 
intrusion detection. 

These models were chosen because they were relevant to cutting-edge research and proved 
suitable for cybersecurity (Ahmed et al. (2016); Kim et al., 2021; (2024)). 
The final implementation caters to the essentials of the core system functionality and 

was not developed for user interfaces or manual execution scripts in the academic re- 
quirements. 

 

5.2 Dataset and Ethical Issues 

The Payload data UNSW.csv file contains legitimate and malicious network traffic ob- 
tained from Kaggle. The data preprocessing done for it included missing value treatment, 
encoding categorical variables, and normalizing numerical features. The final dataset was 
separated into a training and test set in the proportion of 80-20. 

Ethical compliance was achieved through: 

dissociating sensitive data fields, congruous with GDPR guidelines indicated by 
(2024), use of data in conformity with the public terms licenses while refraining 

from personal or identifiable data (Zubair et al. (2021)). 

These measures consequently have ensured that the implementation is realized in ethical 
norms for cybersecurity research and data handling. 

 

5.3 Tools and Technology Stack 

Complete implementation was done through Python, using the tools and libraries as 
follows: 

1. Scikit-learn: On Decision Tree and KMeans Modeling (Ahmed et al. (2016)). 

2. TensorFlow/Keras: This software was used for constructing and training deep 
learning models (Li et al. (2023)). 

3. The manipulation and numerical operations for data were performed using: 

4. Data visualization during exploratory data analysis was conducted using: 

5. Jupyter Notebooks and Google Colab: They are ideal for a modular, inter- 
active, and development environment. 

The platform was selected largely based on access, flexibility, and supportive community, 

Okoli 
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 Buiya et al. 

Liu et al. 

Ahmed et al. 

Tang et al.  

all of which are very important in academic research environments- 

 
5.4 Experimental Phases 

5.4.1 Supervised Learning via Decision Tree 

The classifier decision tree would train itself to recognize types of network attacks which 
are predefined. It will serve the purpose as the most understandable and easiest way to 
be trained to be a base element for comparison but showed overfitting especially with 
imbalance classes-that is an anterior problem reported in literature (Kim et al. (2021); 

5.4.2 Phase 2: Unsupervised Learning with KMeans 

K-Means was applied to extract hidden clusters from an unlabeled network traffic dataset. 
The aim of this method was to detect zero-day attacks and anomalous behavior patterns 
absent of any a priori information. As corroborated by (2016), it is a perfect 
anomaly detection strategy, but it does not work well with noisy, non-spherical data and 
outliers; these shortcomings have also been confirmed in our findings and previously 
supported in literature (Duary et al. (2024)). 

 
5.4.3 Phase 3: Deep Learning: Neural Networks 

It had been trained on a feedforward neural net structured with ReLU activations and 
dropout layers and was intended for multi-class classification. This demonstrates an ef- 
fectiveness in capturing complex non-linear behaviour and could generalize well to various 
attack types (Li et al. (2023); (2024)). The model was well balanced in perform- 
ance and even more useful for applications in cybersecurity that were high in volume and 
real-time (Lekkala et al. (2022)). There have been similar results using deep autoencoder 
architectures by Shone et al. (2018). Their work has emphasized deep abstraction in the 
area of intrusion detection. 

 
5.4.4 Summary 

In summary, a modular and scalable machine learning pipeline was created in this im- 
plementation phase for the detection of threats in cybersecurity. Each model was able 
to address some aspects of the research questions: known attack classification, anomaly 
detection, and analytics at scale. With these considerations of ethics, practical tools 
ensured a very technically solid, socially responsible deployment. The outputs further 
form an excellent ground reality for actual applications in IDS as supported in literature 
(Tang et al. (2021); 

6 Evaluation 

This chapter deals with the evaluation of the experimental end results depicted in the 
preceding chapter regarding the machine learning models deemed effective for cyber threat 
detection. Each model is discussed in terms of established performance metrics, along 
with statistical and visual evidence, leading to the discussion of these IB findings against 
research objectives and existing literature. Limitations are acknowledged, and a model 
for future improvements is proposed to further advance the real-world implementation of 
this system. 
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(2021). 

Ahmed et al. 

Tang et al. 

et al.  

 

6.1 Evaluation Objectives 

To assess the performance, accuracy, and adaptability of the three machine learning 
models- Decision Tree, KMeans, and Neural Network- used for classification and identi- 
fication of cyber threats. Evaluation of models as well would define criteria and direct 
questions based on Chapter observations from Chapter 1 to further hint availability in 
assessing per, define models based on numbers, practicality, ethics, and scalability in cy- 
berspace. For that reason, Q1, which compares detection power regarding the questions 
the research will answer through investigation, rated analysis technique effectiveness as 

Q2 and the comparison with traditional methodologies as Q3, is consistent with evalu- 
ation. 

 

6.2 Evaluation Metrics and Rationale 

Model evaluation depended on very popular metrics used for classifications and clustering: 

1. Accuracy, Precision, Recall, and F1-Score for supervised and deep learning models 

2. Silhouette Score for the unsupervised K-Means model 

3. Confusion Matrix and ROC-AUC curves for visual analysis of classification beha- 
viors 

There are greater numbers of metrics as they assist in assessing not just the prediction 
performance but also handling issues related to class balance and precision in anomaly 
detection. Thus, from the perspective of imbalanced datasets such as the ones prevalent 
in cybersecurity, it becomes dangerous to depend merely on accuracy and therefore put 
emphasis on F1-Score and recall to account for false positive and negative false (Kim 

 
6.3 Decision Tree Model Evaluation 

Overall, the Decision Tree classifier recorded an accuracy of 81%, F1-scores in a range of 
0.78-0.95 for majority classes, whereas the minority classes are reported with very poor 
precision and recall values indicative of the model’s overfitting and this is particularly in 
class-imbalanced datasets, a limitation earlier pointed out by 

Refer to Figure 2 with decision tree confusion matrix presented as an earlier image for 
visual representation of the predicted classification results of the model. 

Though interpretable and fast to train, it lacks robustness for high-dimensional or com- 
plex attack patterns. Its simplicity offers advantages for audit and explainability, poten- 
tially making it appropriate for compliance monitoring systems. 

 

6.4 K-Means Clustering Model Evaluation 

The unsupervised model K-Means achieved a Silhouette Score of 0.263, implying weak 
cluster compactness with substantial overlap. Ambiguous boundaries appear between 
clusters in the 2D scatter plot, probably due to high-dimensionality and noisy features, 
identified as difficulties by (2016) as shown in Figure 10. 
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             Figure 9: K-Means Clustering Silhouette Score 

 
 
Although K-Means performed modestly in organizing similar data, they lacked the ability 
to detect fine differences when examining attack patterns like zero-day threats. The 
reliance on the poorly defined Euclidean distance and cluster shape assumptions further 
limited the effectiveness of K-Means in this application. 

 

 
 

Figure 10: K-Means Clustering Output (Silhouette Score = 0.263) 
 

 

6.5 Neural Network Model Evaluation 

The Neural Network model showed the most harmonious performance to date, achieving 
a validation accuracy of 74.4% combined with a test accuracy of 73.8%, with consistent 
improvement across 10 epochs as highlighted in the figure 11. 
 
 
 
 
 
 
 

 

Figure 11: Training and Validation Accuracy of Neural Network Model 

According to figure 11, a steady decrease in validation and training losses indicates 
that it successfully generalizes. With AUCs of 0.91, 0.92, and 0.93 across the three classes, 
the Neural Network outperformed the Decision Tree in class-wise discrimination, which 
attained scores of 0.81 to 0.85. Clearly, this implies that Neural Networks have a greater 
benefit when dealing with imbalanced data and complex, nonlinear interactions. Along 
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Vinayakumar et al. the same lines, according to (2019), deep learning models have proven 
to be superior in scalable cybersecurity classification. These differences can be starkly 
seen in the ROC curve itself, with the Neural Network presenting steeper true positive 
rates across all classes than the Decision Tree. This supports the previous classification 
findings and adds additional strength to the claim that deep learning provides an elegant 
solution for scalable, reliable, and adaptive cybersecurity threat detection. 
 
 

 

 
Figure 12: ROC Curve Comparison – Neural Network vs Decision Tree 

 
The optimal performance of this model reflects a robustness superior to that of other 
frameworks built for detecting cyberattacks using deep learning. According to figure 12, 
although deep learning requires high resource consumption, in terms of performance and 
lower-class error rates, this model is the best for future deployment in live monitoring 
environments. 
 

6.6 Comparative Analysis 

Based on the figure 13, when comparing models against each other, Decision Tree gave 
certain transparency about the classes, but did not perform well accounting for minority 
classes. KMeans gave general clusters but did not provide good classification capabilities. 
The Neural Network gave comparable performance in accuracy, recall as well as precision 
even in the presence of complexities, reaffirming the results from previous studies that 
supported deep learning for adapting cyber defenses (Duary et al. (2024)). 
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Okoli et al. 

Figure 13: Model Comparison – Accuracy, F1 Score, Silhouette 

 
This comparative insight backs a hybrid system where interpretable models like Decision 
Trees can complement deep models for traceability while unsupervised methods serve for 
exploratory threat detection. 

 

6.7 Ethical and Practical Implications 

Evaluation included not only performance dimensions but also ethical issues surrounding 
this evaluation.  All data were anonymized and collected in accordance with GDPR 
and ethical research standards (Zubair et al. (2021); (2024)) Yet, the issue 
of having transparent models working at their maximum capacity remains one thing 
that Zubair2021 still have observed. From a practical perspective, these findings are 
also quite practical to organizations desiring an effective and efficient scalable IDS. The 
range of decision-making capabilities of these models is beyond financial, healthcare, and 
enterprise networks highly dependent upon visibility for threats while monitoring in real 
time. 

 

6.8 Limitations of the Evaluation 

This evaluation has been performed on a static dataset and may not be truly indicative 
of live traffic conditions under which this model is likely to behave.  In the opinion 
of (2010), the credibility of many evaluations of intrusion detection is 
diminished by test setups that are artificial and lack reproducibility, which poses difficulty 
even to present-day frameworks like the one presented in this paper. The evaluation was 
also limited in the size of the architecture that could be deep learning-induced since it 

used Google Colab with lesser computing power available. Additionally, K-Means was 
limited as it highly relied on the shape of cluster assumptions and restricted anomaly 
detection capabilities within it. Class imbalance was resolved with metrics weighting; 
nonetheless, the use of SMOTE or cost-sensitive learning techniques could enhance the 
handling of minority classes, especially in the Decision Tree model. 

 

6.9 Suggestions for Improvement 

Future evaluations should thus use datasets that are streamed in real-time and the systems 
be these experiments be performed under active cyber-attacks. To improve classification 
consistency, ensemble models, such as Random Forest, or gradient boosting would be 
used. Further, time-sequenced threat detection could be handled by extending deep 
learning architectures to recurrent neural networks (RNNs) or LSTM models. SHAP 
or LIME must be included to improve transparency in these black-box models linking 
performance to accountability (Li2023). 

 

6.10 Conclusion 

This chapter provided model-specific critical evaluation results concerning empiral evid- 
ence in conjunction with research objectives and theoretic foundations. Every model 
proved to be the best at something, yet the most dominant was the deep learning neural 
network on changeability and accuracy aspects. However, an integrated approach using 
multiple models could maximize effectiveness in interpreting threat detection. Findings 
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set the scene for progressing AI-drive cybersecurity systems be future-proof and capable 
of handling real-time modern and future cyber-pests. 

 

 

 

7 Conclusion and Future Work 

Data analytics and machine learning techniques have proved significantly enhance cy- 
bersecurity threat detection. In this model layered approach applied supervised learning 
(Decision Tree), unsupervised learning (KMeans), and deep learning (Neural Network) 
to investigate the effectiveness of a real-time threat detection on a labeled dataset. 

It clearly showed that the well-known and elaborate cyber threat-detection abilities of 
supervised and deep-learning models outperformed the unsupervised ones. Although a 
Decision Tree had 81% accuracy, it could not handle the imbalance among classes. The 
Neural Network model, on the other hand, performed up to a broader generalization 
level that could discriminate among classes well and thus would best accommodate scal- 
able and adaptive intrusion detection systems. These findings support previous literature 
that emphasizes the significance of deep learning frameworks for cybersecurity applica- 
tions (Vinayakumar et al. (2019)). 

The KMeans unsupervised algorithm reported quite a low score of Silhouette (0.263), 
which reflects the difficulty it in identifying very fine-grained typicals and weaknesses 
in high-dimensional noisy data sets (Ahmed et al. (2016)). Nonetheless, it has a good 
exploratory instrument for anomaly clustering. 

All models suffered such issues as class imbalance, adaptiveness to real-time, and model 

transparency.  Evaluation performed on a static dataset also noted as a limitation in 
earlier studies against reproducibility and generalization to real-world scenarios (Taval- 

(2010)). In fact, the nature of decision-making by neural models is opaque, 
which points out the very continuing performance-explainability trade-off in so many 
other cybersecurity systems (Zubair et al. (2021)). 

The study, therefore, prepares the way to develop hybrid scalable artificial intelligence 
ethical systems for cybersecurity. It validates the potential of neural networks for sensit- 
ive and adaptive threat detection, while it conceptualizes the enduring need to reconcile 
performance with transparency and the ethical rigor needed in deploying such systems in 
cybersecurity. 
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