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Detecting Ransomware Payments in the Bitcoin 
Network: A Comprehensive Analysis and 

Classification Using Bitcoin Heist Ransomware 
Address Dataset 

Mani Maran Rajendran 
23204711 

 

1 Introduction 

This configuration manual outlines the steps required to replicate the research project using 
the provided Python code. The project aims to analyse Bitcoin ransomware data and evaluate 
machine learning and deep learning models to predict patterns in the dataset. 

2 System Requirements 

2.1 Hardware Requirements 

 Processor: Intel(R) Core(TM) i5-1035G1 CPU @ 1.00GHz, 1190 Mhz, 4 Core(s), 8 
Logical Processor(s)  

 RAM: 8 GB  

 Storage: 512 GB SSD + 512 GB HDD 

2.2 Software Requirements 

 Operating System: Windows 10 (64-bit)  

 Development Environment: Jupyter Notebook (Anaconda) 

 Programming Language: Python 3.7  

 Libraries: 
o NumPy 
o Pandas 
o Matplotlib 
o Seaborn 
o Scikit-learn 
o TensorFlow 
o Keras 
o PyTorch Geometric 
o Scikeras 

Figure 1 below depicts the importing of libraries. Anaconda does not include, the Pytorch, 
Pytorch Geometric and Scikeras Libraries by Default. These libraries are needed to be 
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installed in order to work with the given code. To install these libraries following commands 
should be run in Anaconda terminal with the default environment activated: 

1. pip install torch_geometric – This installs the Pytorch Geometric Library 

2. pip install scikeras – This installs the Scikeras Library 

 

Figure 1: Importing the required libraries 

3 Data Acquisition 

Data required for the implementation is available in a CSV file downloaded from the UCI 
Machine Learning Repository. The data is then read into the workspace using the read_csv 
method in the Pandas library. Figure 2 shows the code to import the data.  

 

Figure 2: Importing the dataset 

 

Figure 3: First five rows of the dataset 
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4 Data Exploration 

The data is then explored in depth to identify the dimensions, datatypes, and range of values 
present in the dataset. This is done mostly using the Pandas library. Figure 4 below shows the 
code to get the dataset dimensions.  

 

Figure 4: Getting the dimensions of the dataset 

Figure 5 depicts the column metadata.  

 

Figure 5: Column metadata information using Pandas 

Figure 6 below shows the code and results for getting the presence of null values in the 
dataset.  

 

Figure 6: Presence of Null Check 

Pandas DataFrame’s describe function is used to get the statistical information of the dataset 
as shown in Figure 7.  
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Figure 7: Obtaining the statistical description of the dataset 

5 Exploratory Data Analysis 

Exploratory Data Analysis or the EDA is done through numerous visualisations to identify 
any patterns pertaining to Ransomware transactions. These include, count plots, scatter plots, 
violin plots, bar plots, histograms, and finally a correlation check is performed on the dataset 
to find the presence of multicollinearity. Implementation of these things are given 
sequentially below.  

 

Figure 8: Count plot for Ransomware Types 
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Figure 9: Scatterplot for Income vs. Weight for White Category

 

Figure 10: Scatterplot for Weigh vs Income Ransomware Category 
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Figure 11: Violin Plot for Length by Label 

 

Figure 12: Average Length by Year Bar Plot 
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Figure 13: Scatterplot for Length vs. Count for White Category 

 

Figure 14: Scatterplot for Length vs. Count for Ransomware Categories 
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Figure 15: Bar plot for Income Distribution by Year 

 

Figure 16: Histogram for Number of Transactions per Year 
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Figure 17: Histogram of the Length Column in the Dataset 

 

 

Figure 18: Correlation Matrix for The Dataset 



10 
 

6 Preprocessing 

There are several preprocessing steps that has been taken to make the data ready for 
modelling starting from removing unnecessary columns, conversion of multi-label data to 
binary, label encoding of the label column in the dataset.  

 

Figure 19: Dropping unnecessary columns, conversion to binary classification problem, 
and label encoding 

After this the data sampling has been performed for reducing computational overhead for the 
system.  

 

Figure 20: Data Sampling 

The independent variables in the dataset are then separated from the dependent variable to 
create two separate DataFrames.  

 

Figure 21: Separating Dependent and Independant Variables 

The data is then divided into Training and Testing Set using train_test_split method from 
Sklearn.  

 

Figure 22: Data Splitting 
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Following this the variables are subjected to SMOTE to increase the number of samples for 
the class in minority.  

 

Figure 23: Implementation of the SMOTE 

The features are then standardized ending the preprocessing and making data ready for 
modelling.  

 

Figure 24: Data Standardisation 

 

7 Modelling and Evaluation 

Five different models namely, Random Forest, XGBoost, Convolutional Neural Network 
(CNN), Graph Convolutional Network (GCN), and Graph Isomorphism Network (GIN) are 
implemented in the study with hyperparameter tuning performed using the sklearn’s 
GridSearchCV() method. The libraries used for the modelling are given in table below.  

 

Model Library Hyperparameter Tuning 
Random Forest Sklearn Sklearn 
XGBoost Xgboost Sklearn 
CNN Tensorflow Scikeras + Sklearn 
GCN Torch Geometric Scikeras + Sklearn 
GIN Torch Geometric Scikeras + Sklearn 

Table 1: Models and Libraries 

The implementations of these models are discussed hereafter.  
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Figure 25: RF Implementation and Evaluation 

 

Figure 26: XGBoost Implementation and Evaluation 



13 
 

 

Figure 27: Implementation of the CNN model 

 

Figure 28: Evaluation of the CNN Model 

 

Figure 29: Creating Graph Data for Modelling 
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Figure 30: Implementation of the GCN Model 
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Figure 31: Evaluation of the GCN Model 

 

Figure 32: Implementation of the GIN model 

 

Figure 33: Functions Evaluation of the GIN Model 
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Figure 34: Evaluation of the GIN 

 

Figure 35: Comparative Analysis of the Models 

8 Execution Guide 

 Start the Anaconda Navigator 

 Open Jupyter or JupyterLab – This will open a webpage 

 Upload the Code File and Dataset File to the WorkSpace 

 Hit Run All to Execute all the Cells or Hit Run to Run Each Cell Separately 
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