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Enhancing Surveillance Security Through Violence Detection Using Advanced
Deep Learning Algorithms

Ashish Negi
X23237198

1. Introduction

This manual provides detailed steps to set up and run the Violence Detection System.
The system allows users to upload videos and determines if the content depicts violent
or non-violent activities.

2. Software and Hardware Specifications
Hardware Requirements:

Processor - Intel Core i5/i7 or Apple M1/M2

RAM - Minimum 16 GB

Storage - Minimum 256 SSD/HDD

GPU - NVIDIA GPU with CUDA support

Internet - Stable Internet connection for downloading datasets, libraries, and
using Google Colab resources

Software Requirements:
e Python v3.10 and above

e Google Colab
e Anaconda Navigator

First Part: To access and Execute the Main
Program

To execute the modal application to know if the video input to the program
result in correct output please follow the given below steps

System Requirements

Ensure the following are installed and set up on your system:
1. Python 3.10 or later

2. Required Python Libraries, please install if not available:
e Flask
o (V2
e Werkzeug
e Tensorflow



Verify Python version:

(base) ashishnegi@Ashishs-MacBook-Air webapplication % python --version
Python 3.11.5

(base) ashishnegi@Ashishs-MacBook-Air webapplication % [

STEPS TO START THE APPLICATION

1. Download the complete folder containing the code and artefacts in your local
machine.

Maintain the following folder structure for the application to work correctly:

webapplication/
[-- main.py
[-- gru_model.h5
|-- templates/
|-- index.html
|-- result.html
|-- uploads/ (Automatically created for uploaded videos)

[(base) ashishnegiPAshishs-MacBook-Air webapplication % 1ls -1

total 755152

-rw-rw-rw-@ 1 ashishnegi staff 386630464 Nov 10 17:28 gru_model.h5
-rw-rw-rw-@ 1 ashishnegi staff 3518 Dec 11 16:54 main.py
drwxrwxrwx@ 4 ashishnegi staff 128 Nov 10 17:49 templates
drwxrwxrwx@ 2 ashishnegi staff 64 Dec 11 13:49 uploads
drwxr-xr-x 3 ashishnegi staff 96 Dec 11 16:54 webapplication
(base) ashishnegi@Ashishs-MacBook-Air webapplication % [J

webapplication

gru_model.h5 main.py templates uploads webapplication

2. Running the Program

e Navigate to the project directory in your local CMD or Terminal:
cd /path/to/webapplication

e Execute the program:
python main.py



(base) ashishnegi@Ashishs-MacBook-Air webapplication % python main.py

WARNING:abs1:Compiled the loaded model, but the compiled metrics have yet to be built. ‘model.compile_metrics' will be empty until you train or evaluate the model.
* Serving Flask app 'main’'

* Debug mode: on

INFO:werkzeug:

* Running on http://127.0.0.1:5000

INFO:werkzeug:P CTRL+C to quit

INFO:werkzeug:  Restarting with watchdog (fsevents)

WARNING:abs1:Compiled the loaded model, but the compiled metrics have yet to be built. ‘model.compile_metrics® will be empty until you train or evaluate the model.
WARNING:werkzeug: * Debugger is active!

INFO:werkzeug: * Debugger PIN: 966-063-815

3. Open the web application in your browser at http://127.0.0.1:5000/

E] *) New Tab X +
C Q  http:/127.0.0.1:5000]

5] Import bookmarks... #) Getting Sta © hitpy1270.01:5000] — Vist

This time, searchwit: © » © @ * OO0

4. Ul appears prompting to browse and upload video

O D 127001

Violence Detection System

Upload a video to detect if it contains violent activity. The system uses
advanced Al models to analyze CCTV footage.

Browse... INERIEETEIETCER N

Upload and Analyze

Using the Application

Follow these steps to analyse a video:

Step 1: Select a Fight Video
Upload a video that depicts violent activity (sample videos will be available in the data
artefacts folder)


http://127.0.0.1:5000/

0D 127001

= fight
Recents
Applicati
Desktop 7% 1i001.mpa
Documents

Downloads. >

et o t
oo e
= oo
s

fi001.mpa

Information
19 April 2020 at 6:51PM

® orange

® Yellow Show Options. Cancel Open

Upload a video to detect if it contains violent activity. The system uses
advanced Al models to analyze CCTV footage

No file selected
Upload and Analyze

Step 2: Analyze Fight Video
The system will detect violence and display the result.

Prediction Result

Detected Category:

Upload Another Video

Step 3: Select a Non-Fight Video
Upload a video that depicts non-violent activity.

a -~ #m noFight
Recents

Applicati... Folders Movies

Desktop m fight nofi01.mpa
Documents i frames nofi002.mp4
W noFight nofi003.mp4
M processed_frames &= nofi004.mp4
nofi005.mp4a

iCloud Drri... nofi006.mp4
nofi007.mp4
nofio08.mpa
nofi009.mp4
nofi010.mp4
nofi011.mpa

= nofi012.mp4

Red AAFIN1D A

Downloads

9 Shared

Network nofi001.mp4a
MPEG-4 movie
Information

Created 19 April 2020 at 6:51PM

® Orange

® Yellow Show Options Cancel Open

advanced Al models to analyze CCTV footage

Browse... INCRIEIELIEG LR

Upload and Analyze




Step 4: Analyze Non-Fight Video
The system will detect no violence and display the result.

Prediction Result

Detected Category:

Upload Another Video

Second Part: To access the model’s source
code and analyse its insights

Open Google Colab in your browser to access the Model creation notebook
Step 1: Download the ModelCreation folder to the local drive.

Step 2: Upload the ModelCreation folder from your local drive to your google drive.

Step 3: Access the violence_detection.ipynb notebook from inside the ModelCreation
folder, the file will open into the new Google Colabortory tab.

Step 4: To execute and initiating the model creation kindly connect with heavy duty
hardware accelerator like A100 GPU.

Step 5: Kindly change the path of folders mentioned in “Define Paths and Create
Necessary Directories” section to your respective drive path leading to the directories.

Step 6: Click on the 'Runtime’ tab and then select 'Run all.' Since Google Colab comes with
pre-installed libraries, there is no need to download additional libraries to execute the
code.

Step 7: Wait for some time till the execution proceeds and create and train your models.

Step 8: After successfully creating the models, browse through the various insights
provided by the code.



Model Accuracy, Precision, Recall, F1-Score, and AUC for Dense and LSTM Models

The following screenshot shows the training performance metrics for Dense and LSTM
models that we have created and compare.

Training DENSE Model...
Epoch 1/10

149/149 ———————————__ 5s 20ms/step — accuracy: ©.7227 — loss: ©0.5363 — val_accuracy: ©.6422 — val_loss: 1.9152
Epoch 2/10

149/149 1s 7ms/step — accuracy:
Epoch 3/10

149/149 1s 7ms/step — accuracy:
Epoch 4/10

149/149 — - 1s 7ms/step — accuracy:
Epoch 5/10

149/149 . 16 TMS/Step — accuracy:
Epoch 6/10

149/149 ——————————————_ 1s 7ms/step — accuracy:
Epoch 7/10

149/149 — — 1s 6ms/step — accuracy:
Epoch 8/10

149/149 1s 7ms/step — accuracy:
Epoch 9/10

9114 - loss: .2371 - val_accuracy: 6422 — val_loss: 5.8452

9496 — loss: .1380 — val_accuracy: 7236 - val_loss: 0.8526
9604 — loss: .1019 — val_accuracy: 7625 — val_loss: 0.7441
9759 loss: .0671 — val_accuracy: 6452 val_loss: 0.8217
9811 loss: .0546 — val_accuracy: 9589 val_loss: 0.1009
9802 loss: .9519 -~ val_accuracy: 3915 val_loss: 4.3667

9793 - loss: .0570 — val_accuracy: 9267 val_loss: 0.1341

® ®8 ®8 ®©8 ®© © & ©
® ®© ® ®8 ® © & ©

1s 7ms/step — accuracy: ©.9890 — loss: 0.0341 — val_accuracy: ©.6114 — val_loss: 1.8135

®

1s 7ms/step — accuracy: ©.9875 — loss: ©.0339 — val_accuracy:
—_— 0s 11lms/step
DENSE Model — Accuracy: 65.97%, Precision: ©.66, Recall: 1.00, F1 Score: ©.79, AUC: 0.50

6422 val_loss: 6.7919

Training LSTM Model...

Epoch 1/10

149/149 5s 23ms/step — accuracy: ©.5995 — loss: 1.8071 — val_accuracy:
Epoch 2/10

149/149 2s 1lms/step — accuracy: ©.6638 — loss: ©.677@0 — val_accuracy:
Epoch 3/10

149/149 — e 2s 11lms/step accuracy: 0.6641 loss: ©.6652 — val_accuracy:
Epoch 4/10

149/149 ———————————————_ 2s 1lms/step — accuracy: ©.6518 — loss: ©.6598 — val_accuracy:
Epoch 5/10

149/149 —————————————————— 2s 1lms/step — accuracy: ©.6557 — loss: ©.6528 — val_accuracy:
Epoch 6/10

149/149 2s 1lms/step — accuracy: ©.6505 — loss: ©.6514 — val_accuracy:
Epoch 7/10

149/149 — - 2s 1lms/step — accuracy: ©.6580 — loss: ©.6456 — val_accuracy:
Epoch 8/10

149/149 2s 1lms/step — accuracy: ©.6639 — loss: ©.6411 — val_accuracy:
Epoch 9/10

149/149 ———————————————— 2s 1lms/step — accuracy: ©.6514 — loss: ©.6471 — val_accuracy:
Epoch 10/10

149/149 ———————————————— 2s 1lms/step — accuracy: ©.6672 — loss: ©.6375 — val_accuracy:
22/22 1s 18ms/step

Model Accuracy, Precision, Recall, F1-Score, and AUC for GRU and Hybrid Models

The following screenshot shows the training performance metrics for GRU and Hybrid
models created and compared.

LSTM Model — Accuracy: 65.97%, Precision: ©.66, Recall:
Training GRU Model...

Epoch 1/10

149/149 ———————————————_ 5s 22ms/step — accuracy: ©.6056 — loss: 1.8298 — val_accuracy: 0.7683 — val_loss: 0.4739
Epoch 2/10

149/149 1s 9ms/step — accuracy: ©.7551 — loss: ©.4941 — val_accuracy: 0.7984 — val_loss: 0.4237
Epoch 3/10

1s 9ms/step — accuracy: ©.7905 — loss: ©0.4228 — val_accuracy: ©.8842 — val_loss: 0.3262

1s 9ms/step — accuracy: ©.8422 — loss: ©.3589 — val_accuracy: ©.7617 — val_loss: 0.4318
Epoch 5/10
149/149 1s 9ms/step — accuracy: .8334 - loss: .3495 - val_accuracy: 0.7705 val_loss: .4059

1s 9ms/step — accuracy: ©.8824 — loss: ©.2788 — val_accuracy: 0.7698 — val_loss: 0.4196
Epoch 7/10
149/149 ——————————————— 1s 9ms/step — accuracy: ©0.8734 — loss: 0.2851 — val_accuracy: ©.8937 — val_loss: 0.2422
Epoch 8/10
149/149 ———————————————_ 1s 9ms/step — accuracy: ©0.9186 — loss: 0.2094 — val_accuracy: ©0.9619 — val_loss: 0.1662
Epoch 9/10
149/149 ————————__ 1s 9ms/step — accuracy: ©.9436 — loss: ©.1751 — val_accuracy: ©.9326 — val_loss: ©.1555

1s 9ms/step — accuracy: ©.9425 — loss: ©.1663 — val_accuracy: ©.9545 — val_loss: 0.1354
- 1s 20ms/step

GRU Model — Accuracy: 95.99%, Precision: ©.95, Recall: ©.99, F1 Score: ©.97, AUC: 0.95

Training HYBRID Model...

Epoch 1/10

149/149 —eeeeee__ 7s 28ms/step accuracy: 0.5854 loss:

Epoch 2/10

149/149 ——————————————— 2s 1lms/step — accuracy: 0.6729 — loss:

Epoch 3/10

149/149 2s 11ms/step — accuracy: ©.7285 — loss

Epoch 4/10

149/149 ——————————————_ 2s 1lms/step — accuracy: 0.7497 — loss:

Epoch 5/10

149/149 2s 11lms/step — accuracy: ©.8320 — loss

Epoch 6/10

149/149 2s 11ms/step — accuracy: ©.8593 — loss

Epoch 7/10

149/149 ———————————————— 2s 1lms/step — accuracy: ©.8520 — loss:

Epoch 8/10

149/149 e 28 11MS /Sstep — accurac 0.8730 loss:

Epoch 9/10

9261 - val_accuracy:
6270 — val_accuracy:
5297 — val_accuracy:

4922 - val_accuracy:

3719 - val_accuracy:

3366 — val_accuracy:
3361 - val_accuracy:
2979 - val_accuracy:

2s 1lms/step — accuracy: 0.8688 loss: 2888 val_accuracy:

® ® © ®8 &8 ®© © &6 ® ©
® ® © ®8 &8 & © &6 ® ©

2s 1lms/step — accuracy: ©.9158 — loss
————————————————— 1s 29ms/step
HYBRID Model — Accuracy: 89.00%, Precision: 1.00, Recall: 0.83, F1l Score: 0.91, AUC: 0.92

2080 — val_accuracy:

Browse more for complete insights the model has provided

Conclusion:
By following the steps provided, user will be able to navigate through the application
and examine the insights generated by various models used in the project's preparation.



