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1 Introduction

This configuration manual provides comprehensive guidance for setting up and
implementing the loT Network Traffic Anomaly Detection System using Generative
Adversarial Networks (GANs). The system is designed to detect network traffic anomalies
with high accuracy while maintaining low false positive rates.

1.1 Purpose

The purpose of this manual is to guide users through the configuration and implementation
of the anomaly detection system, ensuring optimal performance in loT network security
environments.

1.2 Scope

This manual covers the complete configuration process, from initial setup to advanced
tuning of the GAN architecture, focusing on practical implementation aspects.

2  System Requirements

2.1 Hardware Requirements

e Minimum 16GB RAM recommended
e Multi-core processor
e GPU support recommended for optimal performance

2.2 Software Dependencies

e Python Data Science ecosystem

e TensorFlow/Keras framework

e Pandas for data handling

e NumPy for numerical computations

e Seaborn, Matplotlib, and Plotly Express for visualizations

3 Data Configuration

3.1 Dataset Configuration

e Dataset: NF-BoT-loT format

e Minimum recommended samples: 600,000 network flows

e Required data distribution: 97.69% attack samples, 2.31% benign samples before
balancing



3.2 Feature Requirements

e |Pv4 source and destination addresses
e Layer 4 source and destination ports

e Protocol information

e Layer 7 protocol data

e Input/output bytes and packets

e TCP flags

e Flow duration in milliseconds

4 Model Architecture Configuration

4.1 Generator Network Settings

e Input dimension: 100 (latent space)

e First dense layer: 64 units with LeakyReLU activation (alpha=0.2)

e Second dense layer: 128 units with LeakyRelLU activation (alpha=0.2)
e OQutput layer: Matched to input dimensions with tanh activation

e Batch normalization: After each dense layer except output

4.2  Discriminator Network Settings

e Input layer: Matched to network flow dimensions

e First dense layer: 128 units with LeakyReLU activation
e Second dense layer: 64 units with LeakyReLU activation
e OQOutput layer: Single unit with sigmoid activation

e Batch normalization: Implemented after dense layers

4.3 Optimization Parameters
e Optimizer: Adam
e Learning rate: 0.0002
e Betavalues: (0.5, 0.9)
e Batchsize: 64
e Training epochs: Minimum 1000 recommended

5 Feature Processing Configuration

5.1 IP Address Processing

e Conversion method: Numeric representation using ipaddress library
e Preservation of hierarchical structure required
e Both source and destination IPs must be processed

5.2 Port Number Processing

e Implementation of frequency-based encoding
e Preservation of port usage patterns
e Separate processing for source and destination ports



5.3 Protocol Information

Layer 4 protocol encoding
Layer 7 protocol encoding
Frequency-based transformation required

6 Training Configuration

6.1 Data Sampling Settings

Balanced sampling approach

Ratio: 1:1 (attack:benign)

Random state: Fixed for reproducibility

Minimum sample size per category based on least represented class

6.2 Training Process Parameters

Batch size: 64

Alternating updates between generator and discriminator
Loss tracking for both networks

Regular performance evaluation intervals

7 Performance Monitoring

7.1 Metrics Configuration

Accuracy tracking

False positive rate monitoring

Confusion matrix analysis

Generator and discriminator loss tracking

7.2 Visualization Settings

Feature distribution histograms: 15 bins
Box plots for numerical features
Training progress plots

Confusion matrix heatmaps
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Inference Setup and Configuration

8.1 Directory Structure

ROOT_DIR: C:\Users\durga\Downloads\GAN\

-- Models
|-- gan_generator.h5
|-- gan_discriminator.h5
|-- gan_combined.h5
-- Data
|-- gan_data.npz

8.2 Model Loading Steps

8.2.1

8.2.2

8.2.3

Step 1: Load Required Libraries

from tensorflow.keras.models import load_model

import numpy as np

Step 2: Configure Model Paths

generator_path = "C:\Users\durga\Downloads\GAN\gan_generator.h5"
discriminator_path = "C:\Users\durga\Downloads\GAN\gan_discriminator.h5"
data_path = "C:\Users\durga\Downloads\GAN\gan_data.npz"

Step 3: Load Models

Load generator model
Load discriminator model
Verify successful loading

Step 4: Load Training Data

Load NPZ data file
Extract X_train and y_train
Verify data dimensions

8.3 Running Inference

8.3.1

Step 1: Generate Random Noise

Set latent dimension (100)
Generate normal distribution noise
Configure number of samples

Step 2: Generate Fake Data
Use generator model



e Process noise input
e Create synthetic samples

8.3.3 Step 3: Evaluate Results

e Use discriminator
e Compare real vs generated data
e Calculate performance metrics

8.4 Evaluation Process

8.4.1 Step 1: Prepare Data

e Generate fake samples
e Prepare real data (attacked and benign)
e Setup labels

8.4.2 Step 2: Run Predictions

e Process real data through discriminator
e Process fake data through discriminator
e Apply threshold (0.5)

8.4.3 Step 3: Calculate Metrics

e Real data accuracy
o Fake data accuracy
e Generate confusion matrices

8.4.4 Step 4: Visualize Results

e Plot confusion matrices
o Display accuracy scores
e Show performance metrics

8.5 Expected Results

8.5.1 Performance Metrics

e Discriminator accuracy on real data
¢ Discriminator accuracy on fake data
e False positive/negative rates

8.5.2 Visualization Outputs

e Confusion matrix for real data
e Confusion matrix for fake data
e Performance plots

8.6 Troubleshooting

8.6.1 Common Issues

1. Model Loading Errors
o Check file paths



o Verify model format

o Confirm file permissions
2. Memory Issues

o Monitor RAM usage

o Reduce batch size

o Clear unused variables

tensorflow.keras.models im t load_model
t numpy

generator_path = r
discriminator_path
combined_path

TR
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=

data_path

generator = load model(generator path})
discriminat: load model(discriminator_path)
print( d

3+ WARNING:tensorflow:No training configuration found in the save file, so the model was *not* compiled. Compile it manually.
Models loaded successfully!

1
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loaded successfully!

t_dim = 188
num_samples = X train.shape[@]
random_noise = np.random.normal(@, 1, (num_samples, latent_dim))

fake_dat
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fake_data
print(
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Discriminator Accuracy on Real Data: 97.88%
Discriminator Accuracy on Fake Data: 89.560%
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