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Configuration Manual for Intrusion Detection                  

   Using Machine learning With 

  Real-Time Dashboard 

Sangeetha Mora 

Student ID: 23219602 
 

 

1. Introduction 

 

This manual contains the step-by-step replication of “Intrusion Detection Using 

Machine learning With Real-Time Dashboard”. The study has several models 

including Decision Tree, Anomaly detection, Gaussian naïve bayes, Random Forest & 

Random Forest with recursive feature elimination. 
 

2. Deployment Environment 

 

The environment used for this study is a ubuntu virtual machine running on google gcp 

however the system requirements are listed as below. 

 

2.1 Hardware Specification 

• Processor: Intel Core i5 or equivalent 

• RAM: 8 GB or higher 

 

2.2 Software Specification 

• Operating System: Ubuntu 20.0.4 

• Programming Language: Python 3.11 

• IDE: Jupyter Notebook  
 

 

 

 

2.1 Python Libraries Required 

• pandas: For data analysis and manipulation 

• NumPy: For numerical operations 

• matplotlib.pyplot: For creating visualizations. 

• Seaborn: For statistical data visualization 

• scikit-learn: A comprehensive machine learning library for tasks like 

classification, regression, clustering, and model selection. 

• Model Selection: train_test_split for splitting data into training and testing 

sets. 

• Classification: RandomForestClassifier, LogisticRegression, 

DecisionTreeClassifier, GaussianNB for various classification algorithms. 

• Clustering: KMeans for clustering data. 



4 
 

• Preprocessing: LabelEncoder, StandardScaler for data preprocessing. 

• Metrics: accuracy_score, confusion_matrix, precision_score, recall_score, 

f1_score, roc_curve, roc_auc_score, PrecisionRecallDisplay, RocCurveDisplay 

for evaluating model performance. 

• re: For regular expressions, used for pattern matching and text manipulation. 

• datetime: For working with dates and times. 

• wordcloud: For generating word clouds from text data. 

• sklearn.utils.class_weight: For computing class weights, useful for 

imbalanced datasets. 

• sklearn.ensemble.IsolationForest: For anomaly detection. 

 

 

  
 

 
 

 
 

 

 

3. Data sources 
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The total of three datasets were used in this study. 

• UNSW-NB15 

• Authentication Data (Generated in my ubuntu VM) 

• Network Data (Generated in my ubuntu VM) 

      I will zip all the three datasets if not running from ubuntu use my .log file for testing 

 

 

4. Implementation of UNSW-NB15 

 

            Importing data 

 
              Data preprocessing : 

  

              Selecting the non-numeric columns in the data frame that are not numeric and         

 

              Converting each non-numeric column into numeric representation 

 

 
 

               Evaluation 

 

                   Decision Tree Classifier 

                    Decision Trees are prone to overfitting with complex datasets, and easy to  

 

                     initialize but for large dataset overfitting may happen. 
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                            Random Forest Classifier 

                      Random Forest was one of the techniques used to generalize well over the  

                      dataset to improve intrusion detection accuracy in this project. This quality  

                       allowed us to predict the attack accurately by feeding noisy or imbalanced  

                       data into the test 

          
 

                      Random Forest Classifier with Recursive Feature Elimination 

                      RFE was employed to narrow down and select the critical features when  

                      applied with Random Forest on UNSW-NB15dataset, entailing high  

                     dimensionality &noisy features. 

 
 

5. Implementation of Authentication data 
 

Using Exception handling importing the data and creating the data frame 
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Data preprocessing 

 

Using Regex converting unstructured data into structured and extracting timestamp from the 

the authentication data and converting it into datetime format 
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Extracting user names and making it structured by using regex 
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Evaluation  

 

Time series Anomaly detection  
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Real – time dashboard visualization of authentication data  

 

To check the attackers run the kernal from start to check the invalid users 
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6. Implementation of Network Data 

 

            Importing the data 

 

            Importing the firewall data using exception handling and creating it into a dataframe 

 

 
 

Data preprocessing 

 

Coverting the unstructured data timestamps to a standard format by using regex 
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Evaluation 

 

Here the logestic regression is used for the firewall data 

 

 
 

 

  

 


