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1 Environment setup 
 

For executing the code, Google Colab IDE has been used with multiple runtime. For slow run 

of the code or binary classification CPU or free T4 GPU has been used. For intense 

classification tasks like multi class classification we have used paid subscription of colab pro 

has been used where 100 compute GPU units have been utilized which is described in Figure 

2.  

 

 

Figure 1: Runtime setup of Google Colab 
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Figure 2: Paid subscription for 100 GPU units for multi class classification (A100GPU). 

 

2 Package management 

 
All necessary libraries has been imported available in python. 

 
 

 

Figure 3: Code snippet of necessary libraries import 

 
 
 

3 Random sampling  
 

Library for random sampling.  
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Figure 4: Library for random sampling 

 

 

4  Model Building 

  
An example of Logistic regression model building process. 

 

 

Figure 5: Model building code 

5 Hyperparameter tuning 
 

 Hyper parameter tuning done to improve the model performance. 
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Figure 6: A glimpse of hyper parameter tuning 

6 Results: 
 

All the results are tabulated in an excel file which is attached as part of code artefacts. 

 

 

Figure 7: Confusion matrix of logistic regression model before hyper parameter tuning for 

binary classification. 
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Figure 8: Confusion matrix of logistic regression model before hyper parameter tuning for 

multiclass classification. 

 

7 Label encoding for multi class classification 
 
 

For multi classification, initially the attack types are mapped to particular category of 8 types 

in general and later label encode.  
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Figure 9: Mapping of IoT attack types to 8 categories 
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