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Introduction: 
 
 This manual provides detailed instructions for configuring and deploying the phishing URL detection 

system developed in this research project. The system employs a hybrid model integrating machine 

learning and deep learning techniques to accurately identify phishing URLs. 

1 System Requirements: 
 

To guarantee efficient model processing and to minimize the duration required, it's crucial to be 

equipped with the necessary hardware and software resources. 

1.1. Hardware Requirements:  

The implementation is performed on an HP Pavilion; the configuration of the device is as 

follows. 

1. Processor: AMD Ryzen 7 3700X, 3.0 GHz 

2. RAM:  16.00 GB 

3. Hard Disk:  1 TB HDD for data storage, 512 GB SSD 

4. OS  Windows 11 (64-bit) 

1.2 Software Requirements: 

 

Before beginning the model construction phase, the below mentioned software, libraries, and 

tools were set up and installed on the system. 
 

Software/Tools Version Information 

Python  Python is a widely-used, high-level 

programming language known for its 

simplicity and versatility. It is 

commonly used for data analysis, 

machine learning, artificial 

intelligence, and web development. 

Python supports various libraries for 

scientific computing and data 

processing, making it ideal for tasks 

like sentiment analysis and financial 

modeling. 

Google Colab 

 

 Google Colab (short for 

Colaboratory) is a cloud-based 

platform provided by Google that 

allows you to write and execute 

Python code in a Jupyter notebook 
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environment. 

Pandas  Pandas is a powerful Python library 

used for data manipulation and 

analysis. It provides two main data 

structures, DataFrame and Series, 

which are used for handling and 

analyzing structured data. It supports 

operations like data cleaning, 

transformation, and aggregation, 

making it an essential tool for 

working with large datasets. 

Transformers  Transformers is a Python library by 

Hugging Face that provides pre-

trained deep learning models, 

particularly for Natural Language 

Processing (NLP) tasks. It includes 

models like BERT, GPT, and T5, 

which can be used for tasks such as 

sentiment analysis, text 

classification, and language 

generation. It simplifies working 

with state-of-the-art models and 

integrates easily with frameworks 

like PyTorch and TensorFlow. 

Sci-kit Learn  Scikit-learn is a machine learning 

library in Python that provides 

simple and efficient tools for data 

mining and data analysis. It offers a 

wide range of algorithms for 

classification, regression, clustering, 

and dimensionality reduction. Scikit-

learn is widely used for building 

machine learning models due to its 

easy-to-understand API and robust 

documentation. 

 

2. Implementation: 

 In this section there is a complete guide to run the project in any windows system. 

1. Opening a web browser and going to Google Colab. 
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1. After opening jupyter notebook click on the File, New Notebook or Open Notebook. 

2. In notebook, Import all the required libraries.  
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3. Import the Provided Dataset. 

 

6. Next Step will be Pre Processing Step will be performed using following Code. 
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4. Exploratory Data Analysis has been Performed and Visualisation has been done using 

following Code 
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5. After Data Pre Processing the Data Splitting is Performed before Building a Model 

 
 

 
6. Models Implementation has been Performed with the following Code  
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7. The Accuracy is considered as evaluation factor after Model Implementation 
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8.  

 

 
 

 

 

 
 
The concluding code files are include the ipynb file and the csv dataset  
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