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Configuration Manual

Muhammed Musthafa Keloth Poyil
x23162112

1 Introduction

This configuration manual outlines the prerequisites, setup, and execution details required
to replicate the results of this project. The project utilises various machine learning and
deep learning models for IoT intrusion detection. Key stages include data preprocessing,
feature engineering, model training, evaluation, and results visualisation. This document
covers the software and hardware setup, libraries used, code configuration, and steps to
execute the project.

2 System Requirements

2.1 Hardware Requirements

• Processor: Ryzen 7 or equivalent

• RAM: 8 GB

• Storage: 256 GB SSD

• GPU: AMD Radeon RX Vega 10 Graphics (or equivalent)

2.2 Software Requirements

• Operating System: Windows 10 or above

• Programming Language: Python 3.7 or above

• Integrated Development Environment: Jupyter Notebook (bundled with Anaconda
3)

• Deep Learning Frameworks: PyTorch (1.8), TensorFlow (2.x)

2.3 Libraries Used

The following Python libraries are necessary to execute the project:

• Data Manipulation: pandas, numpy

• Visualisation: seaborn, matplotlib

• Machine Learning: scikit-learn
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• Deep Learning: torch, torch geometric, tensorflow.keras

• Miscellaneous: warnings, scipy

Figure 1: List of Libraries used and Imported into Python Notebook

3 Data Collection

The dataset utilised is sourced from UCI ML Repository and includes samples for various
IoT attacks such as Mirai and Gafgyt. These datasets are preprocessed and stored as
CSV files:

• Files:

– 5.gafgyt.combo.csv

– 5.gafgyt.junk.csv

– 5.gafgyt.scan.csv

– 5.gafgyt.tcp.csv

– 5.gafgyt.udp.csv

– 5.mirai.ack.csv

– 5.mirai.scan.csv

– 5.mirai.syn.csv

– 5.mirai.udp.csv

– 5.mirai.udpplain.csv

Steps:
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1. Load the datasets into pandas DataFrames.

Figure 2: Reading the Dataset Files

2. Downsample datasets to address class imbalance.

Figure 3: Labelling the Data with respect to Attack Type

3. Merge and encode labels into a single DataFrame.

Figure 4: Labelling the Data with respect to Attack Type

3



Figure 5: Concatenating the Dataset

4 Data Visualisation

Distribution plots, bar plots, pair plots, and heatmaps are generated to analyse the
dataset.

Figure 6: Plotting Histogram Plots for Four Different Features for Exploration
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Figure 7: Boxplot for MI Dir L5 weight
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Figure 8: Pairplot for Some of the Features
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Figure 9: Barplot for MI dir L5 weight and H L5 mean w.r.t. Attack Type

Figure 10: Pie Chart Showing the Distribution of Labels in the Dataset
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5 Feature Engineering

Correlation matrix for all the features in the dataset are plotted for multicollinearity
check. This is done by choosing subsets of 25 features at a time. Correlation matrix for
the first 25 features is shown in Figure 11 below.

Figure 11: Correlation Matrix for First 25 Features

Next, the multicollinear features are dropped from the dataset. This is done by
thresholding the Correlation Matrix by 0.8 value. Features with correlation coefficient
above 0.8 are dropped. The code to implement this is shown in Figure 12.
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Figure 12: Thresholding the Correlation Coefficients

As the type column representing the labels of the data is in categorical format, it needs
to be converted to numerical form for modelling using Neural Network Architectures.
Figure 13 below shows the implementation of LabelEncoder() from sklearn on the type
column.

Figure 13: Label Encoding of the Type Column

Next, the dependent and independent variables are separated for modelling. The
features are separated into the X dataframe whereas the dependent variable is stored in
y. Its implementation is shown in Figure 14.

Figure 14: Separating the Dependent and Independent Columns

The dataset is then split into training and testing sets using the train test split

function from sklearn’s model selection module.

Figure 15: Dividing Data into Training and Testing Sets

The data is then normalized using the StandardScaler() from sklearn. It is first fit
on the training data and then used to transform it.
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Figure 16: Normalizing the Data Using Standardization

PCA is then applied to get 10 components for feature reduction.

Figure 17: Application of PCA for Feature Reduction

Figure 18: Subsets of PCA Applied Data are Created for Validation Purposes

6 Modelling

A total of 10 models have been applied and tested on the dataset. These models, along
with the libraries used, are listed below:

1. Gradient Boosting Machine (GBM) - Sklearn

2. KNN Model (KNN) - Sklearn

3. Gaussian Näıve Bayes (GNB) - Sklearn

4. Random Forest Model (RF) - Sklearn

5. Support Vector Machine Model (SVM) - Sklearn

6. LSTM Model - TensorFlow

7. RNN Model - TensorFlow

8. GRU Model - TensorFlow

9. Graph Convolution Network (GCN) - Torch Geometric

10. Graph Isomorphism Network (GIN) - Torch Geometric
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The implementations of the different models with cross-validation are given below.

Figure 19: Implementation of the GBM Model

Figure 20: Implementation of the KNN Model

Figure 21: Implementation of the GNB Model
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Figure 22: Implementation of the RF Model

Figure 23: Implementation of the SVM Model
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Figure 24: Implementation and Evaluation of the LSTM Model
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Figure 25: Implementation and Evaluation of the RNN Model
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Figure 26: Implementation and Evaluation of the GRU Model

Figure 27: Generating Graph Data from the PCA Components
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Figure 28: Implementation and Evaluation of the GCN Model
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Figure 29: Implementation and Evaluation of the GIN Model
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Figure 30: Combining the Model Results

Figure 31: Plotting the Results Graphically

Similar to the above implementation, the models are used without cross-validation.
The implementation of the models is exactly the same.

7 Execution Steps

1. Setup Environment:

• Install required libraries using pip install or Anaconda.

• Launch Jupyter Notebook.

2. Run Code:

• Execute the provided .ipynb file in sequence.

• Configure file paths for datasets.

3. View Results:

• Outputs and visualisations will be generated within the notebook.
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• Guide (no date). https://www.tensorflow.org/guide.

• PyG Documentation — pytorch geometric documentation (no date). https://

pytorch-geometric.readthedocs.io/en/latest/.

• scikit-learn: machine learning in Python — scikit-learn 0.16.1 documentation (no
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dataset/442/detection+of+iot+botnet+attacks+n+baiot.
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