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Configuration Manual for Leveraging Graph 

Convolutional Networks for the Detection of Illicit 

Bitcoin Transactions 
 

Kavitha Kannekanti 

Student ID: x23237422 

 

 

1. Introduction 
This configuration manual provides a elaborated guide for implementing this research 

leverages Graph Convolutional Networks (GCNs) to detect illicit Bitcoin transactions using a 

graph-based model. The project involves preprocessing Bitcoin transaction data, constructing 

a graph from the data, and training machine learning models (both baseline models and the 

GCN model) to classify transactions as illicit or licit. 

 

2. Requirements 
This manual assumes that you are working in a Python-based environment, preferably in a 

virtual environment or Docker container. 

 

Software Requirements 

 Python (version 3.7 or higher) 

 PyTorch (version 1.10 or higher) 

 PyTorch Geometric (version 2.0 or higher) 

 scikit-learn (version 0.24 or higher) 

 Matplotlib (version 3.4 or higher) 

 Pandas (version 1.2 or higher) 

 NetworkX (version 2.5 or higher) 

 Seaborn (version 0.11 or higher) 

 

Hardware Requirements 

 A machine with a CUDA-compatible GPU (for faster model training) 

 At least 8GB of RAM for running the models 

 Sufficient disk space for dataset storage and model checkpoints 

 

3. Environment Setup 
 

 Create a Virtual Environment (Optional but recommended): 

 

 
 

 Install Required Packages: Install dependencies using pip: 
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 Verify GPU Availability: Ensure PyTorch can access the GPU: 

 

 
 

4. Dataset Preparation 
Dataset Files: 

The dataset used in this research is based on Bitcoin transaction data from the Elliptic dataset 

sourced from Kaggle, which is typically structured as follows: 

 

 Features: elliptic_txs_features.csv (contains transaction features) 

 Classes: elliptic_txs_classes.csv (contains transaction labels such as illicit or licit) 

 Edgelist: elliptic_txs_edgelist.csv (contains edges representing transactions between 

Bitcoin addresses) 

 

 
 

5. Code Implementation  
 

 

 Load the Dataset: Use Pandas to load the transaction features, classes, and edge list: 
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 Data Cleaning: Filter and prepare the dataset for model training. Ensure that there are no 

missing or malformed entries in the dataset. 

 

 Feature Normalization: Normalize the node features using standard scaling techniques: 

 

 
 

 Graph Construction: Convert the edge list into a PyTorch Geometric-compatible format: 
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 Label Encoding: Convert class labels (licit, illicit) into numerical labels: 

 

 
 

 Prepare the Dataset for Baseline Models & GTAD Model 

 

 
 

 

 
 
 

 Train & Evaluation the Baseline Models  
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 Building & Training of the GTAD Model 
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 Evaluation of the Baseline Models 
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 Evaluation of the GTAD Model 
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Conclusion 
This manual outlines how to configure and set up the system for detecting illicit Bitcoin 

transactions using Graph Convolutional Networks (GTAD Model). By following the steps for 

dataset preprocessing, model configuration, and evaluation, you can replicate the research 

results and experiment with variations of the model. 
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