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Configuration Manual

Nisarga Revannaradhya
x23110848

1 Introduction

This configuration manual outlines the technical setup, tools, and methodologies used in
developing a deep learning-based steganalysis system. The aim of the research is to accur-
ately distinguish between Stego and clean images by integrating CNN architectures with
PCA-derived features. The development was conducted in Google Colab and pre-trained
models such as ResNet50, EfficientNet, and VGG19, were used. They were enhanced
with custom layers, including self-attention mechanisms, to improve classification per-
formance. This document provides detailed information on the hardware and software
environments, data preprocessing techniques, and model development processes.

2 System and Software Configuration

Figure 1: System Configuration

Figure 1 shows the details of the system configuration used for this research. The project
was primarily developed using Python, with the version Python 3.10.

3 Development Environment: Google Colab

Google Colab was used as the development and research environment. To manage the
computational demands of the 10,000-image dataset, the T4 GPU and TPU v2 in High
RAM modes provided by Google Colab were utilized. This offered faster computing and
efficient handling of such a large dataset. All images were uploaded to Google Drive, which
was then mounted in Colab to access it. Along with the dataset, the Colab notebooks and
related files were stored in Google Drive for convenient management and organization.
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Figure 2: Google Drive with dataset and code

A screenshot of the Google Drive with all the relavant files and folders is shown in
Figure 2. The dataset folder has all the images needed for the implementation. Fea-
tures folder contains all the extracted features saved in .csv files. Saved Models has all
the model weights saved in .h5 files. The dataset preparation code can be found in
Data Preparation.ipynb and the further feature extraction and modeling code can be
found and executed in Modeling Pipeline.ipynb file.

4 ImageNet Dataset

The dataset used in this research is a subset of the ImageNet Large Scale Visual Recog-
nition Challenge 2012 (ILSVRC2012) dataset. It originally contains over 100,000 images
Russakovsky et al. (2015). For this study, a subset of 10,000 images was utilized to cope
with the computational resources available. The images are in JPEG format with varying
dimensions and characteristics.

5 Data Set Preparation

Figure 3 shows the libraries used during the preparation of the dataset.
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Figure 3: Libraries used for dataset preparation

About 5000 images are loaded used as cover images to create steganographic images.
The cover images are resized to 224x224 using the function shown in Figure 4.

Figure 4: Resizing cover images

The JavaScript code used for data embedding is converted to string as shown in Figure
5.
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Figure 5: JavaScript Code for Embedding

The code is then embedded to cover images through frequency domain spread spec-
trum steganography functions as shown in Figure 6
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Figure 6: Spread Spectrum Steganography

The functions in Figure 6 are used on resized cover images to create 5000 Stego images.
The Stego images are then divided to to 4000 train, 500 test and 500 validation images
as shown in Figure 7.

Figure 7: Creation of Stego Images
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5000 clean images are resized to 224x224 and stored into Processed Clean folder. This
is then divided to 4000 train, 500 test and 500 validation images. The dataset directory
at this stage is as shown in Figure 8

Figure 8: Dataset Directory

6 Data Preprocessing

The feature extraction and modeling steps after dataset preparation was implemented in
a different Google Colab notebook. The libraries used for this are as shown in Figure 9

Figure 9: Libraries used for feature extraction and Modeling

6.1 Feature extraction

The features extracted at the preprocsessing stage are as follows.

• Histogram Analysis: Histogram features are extracted using functions as shown
in Figure 10
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Figure 10: Histogram Feature Extraction

• Co-occurance Features: Co-occurance features are extracted using functions as
shown in Figure 11.

Figure 11: Co-occurance Feature Extraction

• DCT Coefficients: DCT Coefficient features are extracted using functions as
shown in Figure 12.
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Figure 12: DCT Coefficient Analysis

• Skewness and Kurtosis: Higher order statistical features are extracted using
functions as shown in Figure 13.

Figure 13: Higher Order Statistics Analysis

6.2 Dimensionality Reduction

The extracted features are combined and dimensionality technique called Principal Com-
ponent Analysis(PCA) is applied as shown in Figure 14.
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Figure 14: Dimensionality Reduction with PCA

All the extracted features and PCA features are saved as CSV files in Features folder
in google drive so that it can be used later. This is shown in Figure 15.

Figure 15: Extarcted Features in Google Drive

7 Modeling

7.1 Baseline Sequential Model

A sequential model used as baseline model was created with the specifications shown in
Figure 16.
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Figure 16: Baseline Sequential Model

7.2 Baseline Resnet50 Model

A resnet50 model used as another baseline model was created with the specifications
shown in Figure 17.

Figure 17: Resnet Baseline Model
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7.3 Integration of PCA features and Image data

The PCA applied features are combined with Image data using data generators which
is used as input to the pretrained models. This functionality is demonstrated by the
following Figure 18.

Figure 18: Combined Data Generator

7.4 Hybrid Resnet50 with Attention Mechanism

Next, a hybrid resnet model which takes both extracted features and image data as input
is created. Attention mechnism is also incorporated into this as shown in Figure 19

11



Figure 19: Hybrid Resnet with Attention Mechanism

7.5 Hybrid VGG19 with Attention Mechanism

A VGG19 model created with the similar specifications as resnet50 is created as shown
in Figure 20.
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Figure 20: Hybrid VGG19 with Attention Mechanism

7.6 Hybrid EfficientNet-b0 with attention mechanism

An EfficicentNet-b0 model created with the similar specifications as resnet50 and VGG29
is created as shown in Figure 21.
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Figure 21: Hybrid EfficientNet-b0 with Attention Mechanism

7.7 Hyper-parameter tuned Efficientnet-b0 with attention mech-
anism

Finally, hyperparamter tuning is applied to EfficientNet-b0 model by reducing the number
of unfrozen layers to one, increasing dropouts to 0.6 and decreasing the learning rate to
0.0005, this is to reduce the overfitting observed in previous models. The created model
is as in Figure 22.
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Figure 22: Hyper-parameter tuned Efficientnet-b0

The training and validation accuracy and loss are analysed as shown in Figure 23.
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Figure 23: Training Evaluation

The model is evaluated on test data as shown in Figure 24.

Figure 24: Evaluation on Test Data

ROC and Precision-Recall curves are plotted as Figure 25.
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Figure 25: ROC and Precision Recall Curve
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