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Configuration Manual   

Jothybala Murugan  
x22245201  

 1  Introduction   
  

Research on the intrusion detection system remains continuing with researchers and 

computer programmers in improving and enhance deep learning algorithms globally. A 

description of the steps needed to carry out the outcomes of this research is given in this 

configuration manual. This configuration manual includes the use of both software and 

hardware in research experiments. Knowing the Python programming is used here to 

achieve the target can be enhanced by this. We followed the instructions, each section will 

explain the function.   

 2  System Configuration   
  

In this research, the hardware specification of the system is Windows 11 64-bit operating 

system, x 64-based processor system, 8 GB RAM, 256 GB of ROM, AMD Ryzen 5 - 5625U 

with Radeon Graphics -2.30 GHz is utilized. More hardware and operating system 

specification are shown in Figure1.   

   

   

Figure 1: Hardware and Operating system specification   
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Figure 2: Detailed specifications of the system   

In figure 2, the detailed specifications of the system environment mentioned clearly.    

3  Environment Setup   

3.1  Anaconda Navigator   
The deep learning models in this study experiment was implemented using the Python 

programming language. The programming code portion of the script is completed using 

Jupyter Notebook, which has been configured by Anaconda Navigator (available at this site), as 

Figure 3 illustrates.   

   

Figure 3: Anaconda Navigator   

3.2  Environment   
The anaconda base command prompt is used for developing a new environment in order 

to handle the libraries for Python programs. The python was Installed with Python 3.10 
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with numerous packages such as pandas, numpy, mathplotlib, seaborn, Tensorflow, keras, 

time. For this research, the main tools used were anaconda navigator, Jupyter notebook, 

word, excel. The new environment jupyter notebook was activated using the anaconda 

navigator.  In figure 4, the activation of jupyter notbook in the command is shown clearly 

which is used for faster execution.   

   

   

Figure 4: Jupyter notebook    

 4.    Dataset Sources   

In this research, the RT-IoT2022 dataset was used with number of network traffic data in 

the IoT devices. It contains 123117 instances with 85 features. This dataset has been 

obtained from the UCI repository. In figure 5, the dataset is mentioned.   

  

Figure 5: Dataset from UCI repository   

 

 5   Research Experiment   
The program code is divided into sections that help in a detailed and clear understanding 

of all the parts.   
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5.1  Importing Libraries   
  

The first step of coding is to load the necessary python libraries and packages which is 

shown in Figure 6.   

   

   

Figure 6: Importing Libraries   

5.2  Data Loading   
 

The dataset used in this experiment is gathered from the UCI repository website 1. The 

dataset is donated by the authors Sharmila, B. S., & Nagapadma, R. (2023). The dataset 

was downloaded in a zip file with the 3.3mb size and loaded in the jupyter file which is 

shown in Figure 7.   

 

 

 

 
1 https://archive.ics.uci.edu/dataset/942/rt-iot2022   

  
Figure 7: Loading data into pandas dataframe.     
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Figure 8: Null values  

  

The dataset had no missing values which was mentioned by the authors as well and in 

figure 8, we checked for the null values, and we can see there is no null values.   

5.3  Exploratory data analysis   
  

In the EDA part, we analyzed the distribution of the target variable, which is attack type, 

which is one of the categorical variables, outlier detection which was shown in Figure 9.   

   

   

   

Figure 9: Pair Plot of Categorical Variables with Attack type   

In Figure 10, this code snippet is used for the visually summarizing the distribution of 

data, identifying potential outliers using Boxplot.   

   

   

Figure 10: Boxplot of selected features.   
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5.4  Data preprocessing   
  

After the data is pre-processed by encoding the categorical variables, scaling the 

numerical variables. The next step was selecting the important features which was shown 

in figure 11.   

   
  

  

Figure 11: Correlation of Top 10 Features with Attack_type.   

  

After the feature selection, using train_test_split function, we split dataset into training 

(80%) and testing (20%) sets and reshaped the test and train data before the use of the 

standardScaler function which is shown in figure 12.   

  

  

   

   

  

Figure 12: Data splitting   
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5.5  Model Implementation   
  

5.5.1  Gated Recurrent Unit   

  

  

    
 

Figure 13: Model Implementation   

   

   

  

  

  

  

    



8   

   

Figure 14: Evaluation  

  

  

  

  

  

5.5.2  Bidirectional GRU   

   

  
  

 

Figure 15: Model Implementation   
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Figure 16: Evaluation   
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5.5.3  Convolutional gated recurrent unit    

      

Figure 17: Model Implementation   
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Figure 18: Evaluation   

 

  

6  Final Evaluation   
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Figure 23: Final Evaluation.   
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