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1 Introduction 
This configuration manual specifically outlines the presentation of the environment and the 

way the project should be executed. The proposed project includes CNN, LSTM, BiLSTM 

and Stacked BiLSTM with Self-Attention Mechanism for the classification of cyber threats 

using a balanced Kaggle dataset. 

1.1 Project Objective 

The general aim of this research project is to improve the efficiency of identifying cyber 

threats by improving the existing deep learning models. Due to the rising level of cyber-

attacks, the use of conventional approaches to detection of the threats is null and void. The 

idea of this proposal is to implement and assess several deep learning methodologies, CNN, 

LSTM, BiLSTM, and potentially S-BiLSTM with Self-Attention for the identification of 

cyber threats. 

 

2 Configuration Setup 
The configuration setup includes both hardware and software requirements for the research 

project. 

2.1 Hardware Configuration  

RAM: 16 GB 

Processor: 11th Gen Intel(R) Core(TM) i5-1135G7 @ 2.40GHz   2.42 GHz 

System: x64-based processor 

Operating System: Windows 11 Home (Microsoft Corporation) 

GPU: Google Colab (Tesla T4) 

2.2 Software Configuration 

The software configuration for this research project is done using Google Colab and Jupyter 

Notebook for the deep learning models. The coding is done in Python, and the version used is 3.10.12. 

Several Python libraries have been utilized for this research project, including: 

• TensorFlow  

• Keras 

• Matplotlib  

• Scikit-learn 

• Pandas 

• NumPy 

• Seaborn 
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• Plotly 

 

3 Data Gathering 
The dataset used in this research is reclaimed from Kaggle. The dataset applied is a fusion of 

CSE-CIC-IDS2018-AWS, CICIDS2017, and DoS dataset from CIC2016. Such datasets 

include the labelled data for network traffic with both normal and attack circumstances.  

3.1 Downloading the Dataset 

The dataset is downloaded and unzipped using the following commands: 

 

 

Fig 1. Steps to Download dataset 

3.2 Loading and Preparing the Dataset 
 

Due to possible computational complexity issues, 100,000 rows of benign data as well as 

100,000 rows of DDoS attack data are selected, merged using the. concat method, and then 

converted into a new file in the form of a CSV format.  

 

 

Fig 2. Steps to concatenate dataset 
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4 Data Transformation 
 

As a result, data transformation is a few processes that must be completed before the training 

of a model using the dataset. The following steps are carried out for Data Cleaning and 

management of missing values 

 

 

Fig 3. Steps to Clean data and handle missing values 

 

5 Data Preprocessing and Splitting 
The categorical label column is encoded subsequently, and features normalization is also conducted 

using the MinMaxScaler. After that, the dataset is divided to training, testing and validation set with 

the percentages of 60%, 20% and 20% respectively. This further helps in formatting the data correctly 

so that it can be used adequately for training and even testing the machine learning models. 
 

 

Fig 4. Steps for Data Preprocessing and Splitting 

 

6 Data Visualization 
 

The following code is used to view the target classes and analyze the correlation of the features by 

heatmap, and find the 15 features most related to the model’s output by feature importance 
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plot.

 

Fig 5. Steps for Data Visualization 

 



5 
 

 

 

7 Model Implementation 
 

7.1 CNN 
 

Below code is used for the CNN model deployment 

 

Fig6. Steps to implement CNN model  

Model is evaluated using below measures 
 

1. Accuracy : 

 

Fig 7. Steps to calculate Accuracy: CNN  

 

Fig8. Steps to plot Train and Val accuracy : CNN 
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2. Confusion Matrix 

 

Fig 9. Steps to calculate confusion Matrix: CNN 

3. Classification Report 

          

Fig10. Steps for Classification Report: CNN 

4. Specificity and Sensitivity 

 

Fig11. Steps for Specificity and Sensitivity: CNN 
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7.2 LSTM 

Below code is used for LSTM model Deployment 

 

 

Fig12. Steps to implement LSTM model  

 

Model is evaluated using below measures 

 

1. Accuracy 

 

Fig 13. Steps to calculate Accuracy: LSTM 

 

 

Fig14. Steps to plot Train and Val accuracy: LSTM 
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2. Confusion Matrix 

 

Fig15. Steps for confusion matrix: LSTM 

 

 

 

3. Classification Report 

 

Fig16. Steps Classification Report: LSTM 

 

4. Specificity and Sensitivity 

 

 

Fig17. Steps for Specificity and Sensitivity: LSTM 
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7.3 BiLSTM 

Below code is used for LSTM model Deployment 

 

Fig18. Steps to implement BiLSTM model  

 

Model is evaluated using below measures 

1. Accuracy 

 

Fig 19. Steps to calculate Accuracy: BiLSTM  

 

 

Fig20. Steps to plot Train and Val accuracy: BiLSTM 

 

2. Confusion Matrix 

 

Fig21. Steps to plot Train and Val accuracy: LSTM 
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3. Classification Report 

 

Fig22. Steps for Classification Report: BiLSTM 

 

4. Specificity and Sensitivity 

 

Fig23. Steps for Sensitivity and Specificity Report: BiLSTM 

7.4 STACKED BILSTM WITH SELF ATTENTION MECHANISM 

 

Below code is used for Stacked BiLSTM with Self attention mechanism model Deployment 
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Fig24. Steps for Self-Attention Mechanism 

 

 

Fig25. Steps to implement Stacked BiLSTM with self-attention mechanisms 

Model is evaluated using below measures 

1. Accuracy 

 

 

Fig26. Steps to calculate accuracy: Stacked BiLSTM with self-attention mechanisms 
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Fig27. Steps to plot Train and Val accuracy: Stacked BiLSTM with self-attention mechanisms 

 

2. Confusion Matrix 

 

Fig28. Steps to plot Confusion Matrix: Stacked BiLSTM with self-attention mechanisms 

 

3. Classification Report 

 

Fig14. Steps to plot Classification Report: Stacked BiLSTM with self-attention mechanisms 

 

4. Specificity and Sensitivity 

 

Fig14. Steps to calculate Specificity and Sensitivity: Stacked BiLSTM with self-attention mechanisms 

 


