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Abstract

Cyberattacks have become a significant concern for Europe, a crucial hub of global aviation. The
report focuses on a thorough investigation over the last two decades to estimate the impact of cyber
breaches on the aviation business in this region, both directly and indirectly. The effort will use
qualitative analytical methodologies to reveal the subtle linkages between cybersecurity breaches
and corporate success that have hitherto been ignored in primary research. This study seeks more
than merely factual determination; the goal is to provide fresh information and serve the interests
of industry participants through research and forecasting. Following the COVID-19 outbreak, there
has been a significant shift in the aviation industry that not only affects operating patterns but also
has implications for digital security.

The latest developments seen highlight the importance of developing an effective cyber
architecture. While the sector redefines itself, it must engage with improved cyber defences and
establish preventative measures based on the most recent knowledge about the nature of the threats.
Whereas most research is quantitative, this study is qualitative, revealing the hidden intricacies of
cyber risk and security from people at the forefront of the battle. The ultimate goal is to generate
relevant useful insights that are aligned with the strategic objectives of the aviation sector and

resistant to the broad range of cyber threats that change with each wave of technology.
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NAVIGATING TURBULENCE: A RESEARCH ON
CYBERSECURITY RISK AND ITS EFFECTS ON AVIATION
BUSINESS

Chapter 1: Introduction

1.1 Chapter Introduction

An introduction is the foremost chapter, which provides a brief background to the overall study.
With the help of this chapter, the researcher presents an outline of the present research and
discusses all the major aspects of this dissertation. In this chapter, the overall background of the
research topic is explained, which helps the reader gain brief information concerning the research
area. Further, the researcher states the “aim”, “objectives” and “questions” of the research, which
has been accomplished in the further sections of the study. In regards to the “research questions
and objectives”, a “problem statement” has also been defined. In the context of this “problem
statement”, the researcher informs the main problem addressed in this present dissertation. Apart
from these, the “scope of the study” and the “limitations” have also been identified, along with

brief information on the “overview of the dissertation”, which helps in enhancing the overall

quality of this present dissertation.

1.2 Background Of The Study

It is observed that there is a perpetual trend in surging the levels of integrating ICT (“information
and communication technology’’) within mechanical instruments in their daily use, in the “aviation
industry”. With respect to such integration activities, the “aviation industry” is found to be facing
several challenges concerning “cybersecurity resilience” (Ukwandu et al., 2022). In the context of
the “aviation industry,” it can be said that it plays a major role in maintaining a strategic threshold
between countries (Ukwandu et al., 2022). Hence, it is necessary to assure that effective metrics
are incorporated for preserving the “resilience of cybersecurity measures” within the “airline

companies” for eradicating any latent indemnities.
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In the UK, “cybersecurity breaches” and “cyber security attacks” are found to be the most

significant challenges (Government of the UK, 2024). It is also found by the Government of the
UK (2024), around 50% of the total businesses along with 32% of the total charities have identified

certain type of “cyber security breach”.

Backdoor attack
Data theft
Hacktivism

Hijacks

Social media scam
Website bug

Data Leak

Attack Type

Malware
DDOS
Other/Unknown

Ransomware
0 10 20 30

Figure 1.1: Various types of cyber security attacks from 2020 to 2022

(Source: International Civil Aviation Organisation, 2023)

As per the "International Civil Aviation Organisation” due to these cyber-attacks shown in Figure

1.1 many aviation companies faced several negative impacts which not only impacted financially

but also affected to overall credibility and performance (International Civil Aviation Organisation,

2023). This organisation has also identified that such attacks have increased around 24% across

the globe by June 2023. Thus, on the basis of these incidents, it is identified that there is a critical

need to incorporate significant measures for ensuring “cyber security” in the industry.
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1.3 Aim

The overall aim of this present dissertation is to “understand the overall impact of cybersecurity
attacks on the performance of airline businesses, while significantly focusing on the European

airlines”.

1.4 Objectives

With reference to the aim stated above, the researcher has prepared the objectives as follows:

e To analyse the overall impacts caused by the “cybersecurity breaches” on airline
companies in Europe

e To assess the “cybersecurity measures” taken into consideration by “European Airline
Companies” to address these “cybersecurity breaches”

e To evaluate the overall effectiveness of these “cybersecurity measures” implemented by
the “European Airline Companies” for addressing “cybersecurity breaches”

e To identify the challenges faced by the “European Airline Companies” while implementing

“cybersecurity measures”.

1.5 Research Questions

In this dissertation, the “primary question” and “sub-question” that have been addressed are

mentioned as follows:
Primary question:

What is the overall impact of “cyber security attacks” on the business performance of “European

Airline Companies”?
Sub questions:

e What “security measures” are being adopted by “European Airline Companies” to address
these “cybersecurity breaches”?

e Are those measures efficient in addressing “cybersecurity breaches”?

12




e What are the challenges faced by the “European Airline Companies” while implementing

“cybersecurity measures”?

1.6 Problem Statement

It is observed that the “aviation industry” is an interconnected industry and it is a highly
sophisticated industry, which utilises the technologies significantly (Kabashkin et al., 2023).
Therefore, | must state that these technologies simplify the operational activities in the “aviation
industry”, at the same time, they pose a significant challenge to the industry in the form of
“cybersecurity challenges”, similar to a coin posing two different phases. According to Stastny
and Stoica (2022), a significant association in the “aviation industry” has increased the threat of
“cybersecurity challenges”. With the advancement in the field of digital technologies, the threat of
“cybersecurity challenges” has also increased along with their dependency on digital
infrastructure, which has the potential to damage the overall operability of the organisation,
including the “security of data and passengers”. Lykou et al. (2018) added that these challenges
can lead an organisation to face significant financial loss and pose severe harm to the reputation
of the industry. However, in order to address these challenges, the organisations and industry are
found to be investing significantly such that robust measures are in place and the airline
organisations and industry do not have to face adverse situations (Tong and Kwan, 2022). In spite
of putting in such efforts, the organisations and industry sometimes fail to eliminate such

challenges.

Therefore, this present study focuses on analysing the present situation of “cybersecurity threats”
within the “aviation industry” along with the impact of such threats on the all-inclusive
performance of “airline companies”. With the help of this dissertation, the most significant threats
are determined and the efficacy of the current “cybersecurity measures” are evaluated. The
findings provide a comprehensive understanding of the overall impact of “cybersecurity
challenges” on the “aviation industry”, which further helps in providing critical information on the
methods that can be implemented for maintaining the efficacy of “cybersecurity measures” and

eliminating the threats associated with “cyber attacks” in the airline organisations.
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1.7 Research Rationale

The “background of the study” informs the critical importance of the “airline industry”. In addition
to this, the previous section of this chapter also informs that the “airline companies” significantly
utilise digital networks and technologies to simplify their operational activities. Concerning the
importance of digital technologies, airline organisations as well as the industry are found to be
closely associated with the threat imposed by these technologies. This dissertation is significant
because it provides an inclusive apprehension of the impact of these threats on the “aviation
industry”. The main rationale for carrying out this dissertation is to find out the impact of “cyber
security threats” on the aviation industry. Other than this, it is also found that the operability of
airline companies is severely hurt due to “cybersecurity challenges” (Kizilcan and Mizrak, 2022).
Therefore, this dissertation explores such threats and significantly accords in developing stringent

measures for ensuring the safety of the operational activities of airline companies.

In addition to this, these threats are also found to be posing adverse impacts on the finances of the
company along with a major threat to its notoriety (Ebert et al., 2021). Thus, this dissertation
focuses on assessing this aftermath and provides considerable recommendations for minimising
the risks and securing the financial position of the organisation. These threats also pose a negative
impact on the trust of the consumers (Shaikh and Siponen, 2023). Therefore, it is another rationale
for carrying out this dissertation, which helps in analysing the impact of such impacts on the
relationship of an airline organisation, and further recommending certain suggestions for
enhancing the trust among the customers. The current gap that has been addressed in this
dissertation is regarding the “cyber security breaches” and the novel technologies used in aviation
for addressing such breaches. This dissertation tries to focus on the efficacy of these technologies
for eliminating “cyber security breaches”. Apart from these, this dissertation can prove to be
crucial for directing the aviation industry to implement novel techniques securely. Thus, having a
sheer apprehension of “cyber security challenges” the concerned authorities are capable of making

sound strategies in terms of providing effective solutions and reducing the correlated threats.
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1.8 Limitations

Concerning this dissertation, the researcher has faced certain challenges. Some of these challenges

are:

e Determining the reliability of the collected data. There is a lot of data concerning the threats
of “cyber security” with respect to the aviation business. However, selecting the most
appropriate data for the data among a huge database is the most significant challenge.

e Secondly, the dissertation focuses on the recent challenges faced by the “airline industry”.
However, considering the development of technologies, there could be an instance that the
findings of this dissertation may become obsolete in the future.

e Further, this dissertation emphasises the airlines of Europe, which limits the findings of the

overall study.

1.9 Dissertation Overview

Chapter 4: Data Findings and Analysis

Chapter 5: Discussion

Figure 1.2: Dissertation structure

(Source: Self-created)
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Based on the image (figure 1.2), this dissertation comprises five chapters. The first chapter is -
“Introduction”, which provides a brief about the research topic. The second chapter is “literature
review”. A “theoretical framework™ as well as conceptual framework™ for this study has been
provided that helps in comprehending the overall literature of this “research topic”. The third
chapter comprises “Research Methodology”, which informs the overall methodologies considered
for accumulating and assessing the data. The fourth chapter is “Data Findings and Analysis”, here
the collected data are analysed to provide sound and meaningful outcomes. Followed by this
chapter, a discussion chapter is added, which provides a profound discussion of the findings. This
dissertation ends with “Conclusion and recommendations” chapter, where the total findings are
concluded and final recommendations with respect to the study findings are provided.

Additionally, recommendations for future research are also provided in this study.

1.10 Chapter Summary

On the basis of this chapter, it is summarised that this chapter offers crucial information on “cyber
security challenges” and their impact on the “airline industry”. The “aim and objectives” have been
prepared by emphasising the “cyber security challenges”. Additionally, “research questions™ are
prepared with respect to the identified “problem statement” of the dissertation. These are further

29 <

followed by the “limitations”, “rationale” and “overview” of the study.
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Chapter 2: Literature Review

2.1 Introduction

Literature review is second and another important chapters of this study. It is a process that deals
with the accumulation of academic as well as scholarly information concerning the research topic.
This chapter mainly focuses on offering a comprehensive overview of the current literature on
“cyber security risks” and how it impacts the “aviation industry”. The primary purpose of this
chapter is to offer inclusive information on varied literature with respect to the research topic. The
findings from the literature are further applied to the research paper to carry out a qualitative and
effective study (Oztemel and Gursev, 2020). Firstly, | will provide an overview of cyber security
in the aviation industry. | will then reflect on an analysis of the evolution of cyber security within
aviation. The cyber security risks involved in the aviation business will also be reviewed providing
critical information on the risks involved in the aviation business. My focus will then move to the
impact of these risks and the strategies implemented by the aviation business to address such risks.
In order to enhance the quality of this review, the researcher has further reviewed the challenges
associated with the risk management strategies for managing cyber security risks. Above all, some
case studies regarding cyber security risks have also been reviewed, along with some theoretical

frameworks that are used in the further chapters of this study.

2.2 Cybersecurity in Aviation

IATA (International Air Transport Association) represents the overall airline industry. Since then,
this industry is found to be associated with several challenges and vulnerabilities, which has a
significant adverse impact on the industry. These challenges are related to security, commercial as
well as safety. In the current era of significant digitalisation as well as connectivity, the aviation
industry is found to be dealing with complicated as well as critical challenges, which is also known
as cyber security in aviation (ICAQO, 2024). Cyber security in the aviation industry is regarded as
the consolidation of people, technologies as well as processes that work together to safeguard the
organisations associated with civil aviation, along with the operations as well as passengers from
any type of digital attack (IATA, 2024). Therefore, in this context, Lehto (2020) stated that the

main focus of IATA is to ensure that this body interacts with the overall environment of cyber
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security interconnecting and interacting with the complete life cycle of the aircraft. This focus
mainly aligns with the overall operational activities carried out by different stakeholders. However,

it is not limited to airport operators, airlines, regulators and others.

Filinovych and Hu (2021) found cyber security in the aviation industry is the top priority in this
industry. Ukwandu et al. (2022) added that the increased utilisation of digital technologies, and
connectivity has allowed the industry to transform various approaches and methods for interacting
with customers to enhance their experience, aviation operational activities, and delivery services
along the regulatory framework. This transformation has not only exposed aviation to the benefits
but has also attracted several challenges to the industry. The challenges that have been exposed to
the aviation industry are numerous, some of these are managing vulnerabilities in the cyber
security context, challenges associated with international operations, supply chain, service
providers and others (IATA, 2023). Additionally, Korba et al. (2023) found technological issues
as another major challenge in the aviation industry, which has the potential to attract cybersecurity
risks. Due to these challenges and complexities, the aviation industry becomes significantly
vulnerable to various risks as well as challenges as noted by Ukwandu et al (2022). ElImarady and
Rahouma (2021) noted that despite various challenges and threats to the aviation industry, cyber-
attacks pose limited threats to the aviation industry. Thus, in this regard, Dave (2022) stated that
in order to address these challenges, it is important to implement continuous improvement as well

as develop measures.

2.3 Evolution Of Cyber Security In Aviation

The aviation industry is found to be implementing various digital technologies, due to which the
importance of cyber security has increased profoundly (Ukwandu et al., 2022). It is found that the
aviation industry has implemented significant technologies, such as implementing systems in the
flights to manage the data of the passengers (Stastny and Stoica, 2022). With the implementation
of these technologies, the airline industry has gained substantial efficiency as well as financial
benefits when air travel is taken into consideration. Despite such efficiency in terms of
interconnectedness, various vulnerabilities have increased with respect to cyber security (Li and

Liu, 2021). It is also found that there is an increased potential of threat with respect to accessing
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the IT systems of the flights in an unauthorised way, which creates a high possibility for significant

losses to the airlines.

In the context of the evolution of cyber security, Fadziso et al. (2023) found evolution was carried
out in different phases. The first phase deals with the time when there were no digital technologies
and the systems were not integrated with the technologies. Karpiuk and Kelemen (2022) opined
that the systems were less integrated with the technologies and there was no discussion about any
cyber security. During the 1990s, some digital technologies were introduced (Hilbert, 2020). When
these technologies were introduced, the industry was aware of cyber security issues for the first
time in the 1990s. Various digital systems were introduced during this time, which eventually
exposed the industry to various cyber-attacks. For example, the cyber attack of 1988 known as
“The Morris Worm Attack” led thousands of computer systems to crash down. However, this
attack was unintentional which occurred due to an error in writing the program (Hagen, 2023).
Along with this technology during the 1990s, the aviation industry was also introduced to early
networking. Networking is mainly associated with aviation technologies used for carrying out
aviation activities. Filinovych and Hu (2021) found this networking was mainly carried out for
carrying out maintenance activities. Torens (2020) further argued that these networks are enclosed

with various security reasons which dissociate the network from the external networks.

During the early years of the 2000s, the aviation industry gained increasing connectivity. In this
regard, digital systems were used significantly for carrying out navigation as well as
communication purposes (Pyzynski and Balcerzak, 2021). During this time, networks containing
IP were also introduced which helped different systems to get connected in an effective way.
Chowdhury and Gkioulos (2021) added that it also helped in enhancing efficiency along with great
threats and challenges. With increased connectivity, various regulatory bodies, such as the FAA
(Federal Aviation Administration) were set up in order to ensure that awareness regarding the
regulations can be spread and these bodies can focus on implementing effective measures for
addressing cybersecurity threats. In this regard, it is crucial for the companies to assure that sound
legislations as well as standards are followed within the operations (Elmarady and Rahouma,
2021). It is also mandatory to ensure that such regulations are followed and complied and security
aspects of the companies are not conceded. Such actions will help the industry to address any kind
of cyber security issues (Efe et al., 2021). It is also important for the industry to ensure that all the
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guidelines are being followed. It helps the industry as well as organisations to ensure that any gap

present with respect to cyber security is addressed in an effective way.

In the modern era, various novel digital technologies have been introduced, such as broadband,
APTSs, in-flight connectivity and various other developments. The introduction of broadband as
well as in-flight connectivity, has increased the threat of cyber attacks (Tong and Kwan, 2022).
Due to this, it is important for these systems to ensure that the threats are detected early and
reported, allowing for immediate actions to be implemented (Mishra et al., 2022). Apart from
these, various regulatory frameworks were also implemented that help the aviation industry to
address cyber security issues related to the aviation industry. When the recent developments are
taken into consideration, it is found that 1oT as well as advanced technologies have integrated
eventually helps to ensure a regular flow of data as well as constant connectivity (Ebert et al.,
2021). In addition to this, it has also been identified by Anaedevha and Ajibola (2020) that better
measures for addressing cybersecurity issues have been introduced. In this regard, various
technologies are used for monitoring the data on a real-time basis, along with the implementation
of Al, ML as well as blockchain (Anaedevha and Ajibola, 2020). These technologies have
substantially disrupted the current cyber security of the aviation industry.

2.4 Cyber Security Risks in Aviation

With reference to “cyber security risks”, Genremeskel et al. (2023) found that cyber security risks
are the major group of threats that are required to be addressed properly. The authors have further
added that it helps the organisation in limiting the impacts of such risks. In this context, it is
identified that cyber security risks have developed as a major concern when organisations
associated with digital transformation are concerned (Gebremeskel et al., 2023). Development in
technologies does only helps organisations or industries to gain various benefits or a competitive
edge but also poses significant challenges (Koroniotis et al., 2020). With respect to the cyber
security risks, it is found by Florackis et al. (2023) that there are various risks associated with cyber

security within the aviation industry, eventually hampering the aviation industry.

First and foremost, it is identified that the airlines are significantly exposed to the risks. Florackis

et al. (2023) stated that the major risk is related to the financial loss. In the context of the financial
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loss, it can be said that due to weak cyber security, an airline organisation can incur various direct
as well as indirect costs. When direct costs are considered, Mizrak (2023) noted that cyber-attacks
in the organisation can attract various costs to the company, as the organisation may be required
to hire external experts to address such attacks and secure the overall security of the organisation.
Apart from this, direct costs may include the payments of a ransom, to enable the company to
regain access to its crucial data. In addition to this, any cyberattacks may attract some indirect cost
to the company, leading the company to face significant financial losses. Cains et al. (2022) argued
that these financial losses occur due to the cancellation of flights in case of any cyber security

challenges.

Apart from this, it is also found by Cremer et al. (2022) that loss of data is another major risk. In
this context, it can be said that when there is any cyber-attack on an aviation company, the data is
mainly affected. In this regard, the consumers’ data, crew members’ data and other important
information of the airline company are attacked and eventually, the company loses trust in the
market (Shaikh and Siponen, 2023). Any such incident can lead an organisation to severely hamper
the trust in the market. As a result, the passengers would avoid taking flights from the affected
airline company. Eventually, the company would have a smaller number of customers and may
attract a negative reputation in the industry (Kalinin et al., 2021). In addition to this, Ganin et al.
(2020) added that when there is any cyber security risk related to the loss of data or any issue, the
customers start losing trust in the company. As a result, the organisation faces several other losses
such as revenue, credibility, trust, reputation and customers. Any kind of cyber security risk or
cyber security attack creates a negative impact on the reputation as well as the trust of the industry.
A significant cyber-attack has the potential to damage the overall image of the airline as well as
the industry. Therefore, it becomes difficult for organisations to gain the trust of their customers.
In addition to this, it is also found that any cyber-attack compromises the data of the passengers as
well as the crew members. Such attacks cannot only hamper the organisation but can also impose
a negative impact on an individual customer or crew member (Alsulami and Zein-Sabatto, 2020).
It is also found by Chung and Tan (2022) that the aviation industry is mainly dependent upon
various external suppliers and vendors such that the passengers and customers may get services
easily. If any vulnerabilities regarding “cyber security” are present in the systems of vendors as

well as suppliers, it may create a major bottleneck in the activities of the aviation industry.
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These are some major threats that poses substantial vulnerability to the aviation industry.

2.5 Impact Of Cyber Security Risks In Aviation

With respect to the cyber security risks, these risks impose the aviation industry to several threats
and lead the aviation industry to face several challenges. Some of the major impacts of the cyber

security risks in the field of aviation industry are described as follows:

Firstly, it is identified that cyber security exposes the aviation industry to various regulatory
liabilities. In this context, it is identified that this industry deals with huge amounts of personal
data of the crew members as well as the customers. It is also found that these deal with sensitive
personal information such that any threat to this information can compromise the overall
operational activities as well as the reputation of the industry (Turtiainen et al., 2022). Aydin and
Kahraman (2021) added that it may introduce the industry to face several regulatory liabilities.
Misuse of any such private and confidential information may lead organisations to face charges

for not following GDPR, eventually posing a significant threat to the industry and organisations.

Secondly, it is also found by Kamiya et al. (2021) that cyber risks can expose the industry to
significant legal actions from the stakeholders of the company. The legal environment is
developing at a significant rate. There are various challenges that the aviation industry faces, which
leaves the organisation to face challenges imposed by the clients as well as customers due to the
threat of personal information (Strohmeier et al., 2022). Apart from this, it is also found by
Alhayani et al. (2021) that cyber risks significantly impact the data of customers. Any attack on
the airline company leads the company to expose its crucial data to attackers, eventually corroding
the trust of the customers from the airline company (Alhayani et al., 2021). Further, it is also found
by Najaf et al. (2021) that cyber security risk also adversely impacts the supply chain of the
organisation. Further, Najaf et al. (2021) opined that the supply chain of an airline company is very
complex, and includes several stakeholders and suppliers. Thus, as a result, any risk or challenge

in terms of cyber security has the potential to adversely disrupt the supply chain of the organisation.

Cyber security risk is also found to impose various disruptions in the operational activities of the
industry. In this context, it is identified that it may lead the flights to cancellations as well as delays.

It also imposes a negative impact on the ground operations (Gnatyuk et al., 2020). In this regard,
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it can be said that cyber-attack has an adverse impact on the IT systems, ground operations as well
and scheduling systems of the industry which leads to measurement challenges even for the
passengers as well as to the airline. On the other hand, when ground operations are taken into
consideration it is found that any cyber security risk may create various logistical challenges as
well as develop several inefficiencies in terms of carrying out operational activities (Xie et al.,
2022). All these contribute to the challenges faced by the airline companies operating in the
aviation industry. These inefficiencies not only hamper the operations of an organisation but also
create challenges for customers, by causing them discomfort. For example, due to cyber security

challenges in ground operations, customers have to wait for long hours for their security check-in.

Cyber security risk is also found to impose a significant impact on the financial aspect of the
industry. In this context, a direct financial loss can be observed due to any kind of ransomware
attack (Shafik et al., 2023). Apart from that the company may also face legal costs due to its non-
compliance with the safety measures regarding cyber security legislation (Tran et al., 2022). Tran
et al. (2022) further found that implementing various safety measures in order to ensure that cyber-
attacks do not harm the organisation requires significant cost. Eventually, it costs significantly to
the organisation and eventually increases the operational cost.

Thus, these are certain major impacts of the cyber security risk on the aviation industry.
2.6 Cybersecurity strategies implemented in aviation

The above section of this literature review informs about various risks as well as their impact on
the aviation industry. Therefore, it is noted by Habler et al. (2023) that it is important for the
industry as well as the organisations to implement strategic measures as these help them in
addressing the cybersecurity threats in an effective way. The implementation of these strategies
would not only help to eliminate such risks and address the cyber security attacks but can also help

the organisation gain several nonfinancial benefits.

Secondly, it is required to conduct various assessments for managing the risks in an effective way.
In this context, a regular risk evaluation is required to be implemented such that any potential
threats within the system or the industry can be identified and appropriate measures can be

implemented (Habler et al., 2023). It helps the industry to address the risks in an effective way,
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which eventually allows the organisation to ensure that it does not hamper the effectiveness of the
industry. In addition to these various techniques can be used for forecasting the threats and
implementing certain measures such that any type of security attack can be eliminated in an

effective way.

Further, it is identified that isolating the important systems can help in avoiding such threats from
the industry (Lykou et al., 2020). In addition to this, if the network is segmented in an effective
way it will help to minimise the overall impact of the threat and minimise the possibility of the
threat on the industry as well as organisations. In addition to this, it is also important to implement
highly developed security technology that can help encrypt the data and safeguard the important
information of the industry as well as the organisation (Khandker et al., 2022). In this regard, it
can be said that it can help organisations as well as the industry to protect crucial information from
any kind of unauthorised access. Apart from that it is also important for industry as well as
organisations to implement various systems that can help in monitoring the activities, especially
any kind of suspicious activities and eventually prevent such activities from negatively affecting

the industry or organisation.

Further, it is identified that it is important to implement an incident report along with an effective
response plan (James, 2023). It will help to ensure that effective actions are implemented when
there is any kind of cyber-attack in the industry or the organisation. In addition to this various
cyber security actions as well as measures are required to be implemented such that any cyber-
attack as well as their potential action can be evaluated and then implemented such that the overall

impact of such risks can be minimised (Onwubiko, 2022).

Apart from this, it is also important for organisations to ensure that all their employees are properly
trained and have effective awareness regarding cyber security measures and their risks. In this
context, they are required to provide significant training on addressing any kind of cyber security
risks within the organisation (Habler et al., 2022). In addition to this, they are also required to
provide efficient training on identifying the risks and implementing effective measures to address

them in an effective way.
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2.7 Challenges faced by the aviation industry in implementing cybersecurity

measures

With respect to the challenges faced by the aviation industry when the implementation of effective
cyber security measures is taken into consideration, it is found that there are complicated systems
in the industry that face huge difficulty in terms of updating them or securing them with the highly
advanced technologies being used in the present day (Stansbury et al., 2022). When
interconnectivity is taken into consideration it is found to be one of the greatest challenges as there
is a significant level of interconnectivity among different stakeholders. It is also found that the
operational activities of this industry are interconnected, which eventually enhances the overall
potential of cyber security attacks (Vu and Rajaratnam, 2022). Apart from that it is also identified
that there are several regulatory challenges that need to be addressed by the industry. It is also
found that different countries have different legislative requirements that are required for the
airline industry for all the countries to follow. However, some of the countries have different
regulations and are quite complicated. Following them in an effective way becomes a significant

challenge for the industry as well as organisations operating in this particular industry.

Cost as well as resources are another major challenge that is being faced by the aviation industry
when it comes to implementing effective cyber security measures (Alghamdi et al., 2024). In order
to implement cyber security measures, requires a significant amount of resources as well as the
cost for implementing these measures. It is also found that the organisation or the industry may
face several difficulties in allocating resources or getting funds (Babu et al., 2023). Therefore,
eventually creates a major challenge for the organisation as well as the industry to implement such
measures. In addition to this, the speed of technological advancement in the country is another
major challenge. It is identified by Galkovskaya and VVolos (2022) that some countries do not have
efficiency in implementing and developing the technology at a rapid speed. However, they
implement such technology at a lower speed which creates a significant gap in terms of security
(Scholl et al., 2023). Therefore, it is a major challenge for the aviation industry across the world
in terms of addressing cybersecurity risks when it comes to implementing effective cyber security

measures.
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The supply chain challenge is another major challenge that is being faced by the aviation industry
in terms of implementing effective cyber security measures. It is identified that this particular
industry is majorly dependent on external vendors (Taylor and Steven Cotter, 2020). These
vendors provide products as well as services to the end consumers. Therefore, while implementing
any cyber security measures there could be an instance that these suppliers may pose certain risks
to the industry as they may not be ready for such changes and may resist them (Méurer et al.,

2022). Eventually, it creates a significant gap in the implementation of cyber security measures.

2.8 Importance of regulatory frameworks concerning cybersecurity in aviation

According to Faruk et al. (2021), the aviation industry is bound to follow certain regulations
included in regulatory frameworks which include several guidelines as well as regulations that
help them to carry out their overall activities in such a way that the industry can ensure that its
operational activities are being carried out in an effective as well as ethical and a legal way. Some
of the major reasons that determine the importance of the regulatory framework standards that are

required to be followed by the industry are as follows:

First and foremost, it is identified that implementing and following effective regulations in the
aviation industry helps enhance the overall safety of the consumers and also ensures that effective
security practices are implemented within the industry (Kayan et al., 2022). In this context, it can
be said that this framework ensures that strict measures are taken into consideration such that any
incidence of cyber-attacks can be eliminated. On the other hand, it is also important to ensure that
passengers’ data are safeguarded. The implementation of these measures in the aviation industry
allows the private as well as confidential data of the customers along with the company to be
safeguarded and used wisely, to eliminate any cyber-attacks. Furthermore, Freeman and Garcia,
2021) found that an effective regulatory framework allows organisations to protect the data and
maintain the privacy of their stakeholders. The implementation of a regulatory framework is very
important in safeguarding the private information and confidential data of the organisation. It helps
the organisation to ensure that the integrity of the data is maintained and safeguarded in an effective
way. Apart from that it also helps the organisation to maintain a trustworthy relationship with their
customers (Beckner, 2022). If the organisation is found to be safeguarding the private information

of the customers in an effective way it eventually allows the customers to trust that particular
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organisation and maintain a long-term relationship with that organisation eventually building

loyalty.

Kaushik and Thakur (2022) noted that the regulatory frameworks in the industry allow the
organisation to carry out their actions as well as activities in a proper way. Additionally, Lu and
Wu (2022) found that carrying out these activities uniformly ensures that all organisations in the
industry implement a consistent approach such that any issues related to cyber security can be
eliminated in an effective way Apart from that, the implementation of effective regulatory
frameworks also allows the organisations to carry out best practices such that any challenges in
the industry can be eliminated and effective measures can be implemented for eliminating such
challenges and issues. Furthermore (Canito et al., 2020) articulate that effective implementation
of the regulatory framework also allows the organisation to ensure that the risks are identified in
an effective way and mitigated at the earliest before they become harmful to the overall
organisation. It also helps the organisation to forecast potential challenges and implement instant

mitigating actions such that no further harm is caused to the organisation.

2.9 Theoretical Framework

Risk management framework: This particular framework has several guidelines and policies
that are required to be followed by the organisation in order to determine the risk and then
implement effective strategies to eliminate those risks (Esteki et al., 2020). In the data analysis
section, this framework is used for analysing the strategies implemented by the organisations in
the aviation industry for identifying the risks and mitigating them, which further helps in

presenting the analysis of the strategies in an effective way.

Technology acceptance model: According to this model, it is a system that deals with different
information and helps in providing information on how the technology would be accepted by the
users and provide benefits to the users (Sagnier et al., 2020). This model is implemented in this
study to inform the effectiveness of technologies being implemented by the organisations and

provide information on how they benefit the customers.
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2.10 Summary

On an overall basis, it is summarised that this chapter plays a very important role in the study. It
helps in informing various information on different literature on the research topic. This chapter
has helped in enhancing the overall knowledge of the research topic. Additionally, the case studies

as well as the theoretical model demonstrate the practical efficiency of the research topic.
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Chapter 3: Research Methodology

3.1 Introduction

The aim of this study focuses on gaining an inclusive understanding of the impact of “cyber
security attacks” on the performance of “airline companies”, specifically focusing on “European
Airlines”. Based on the aim of this study, the previous chapter has been prepared. In the previous
chapter, various literature on the current research topic has been reviewed. Based on critical
knowledge gained from the literature review, the researcher is now able to structure the
implemented research methodologies. According to Sileyew (2019), a research methodology is
referred to as a set of processes as well as procedures carried out to collect data and conduct a
systematic study. With the help of a sound and appropriate research methodology, researchers can
manage and compare different methods and implement the most effective method for the current
research study. In this chapter, the researcher has emphasised different procedures taken into
consideration, while addressing the stated “research questions”, “aim” as well as “objectives”. To

make this study more informative and highly qualitative, selected research procedures are justified,

which makes this chapter more effective.
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3.2 Research Onion
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Figure 3.1: Research onion
(Source: Mbedzi et al., 2020)

“Research onion” is one of the most critical aspects when any research methodology is taken into
consideration. A research onion is used to explain several types of research methods that can be
implemented by the researcher to guide him/her throughout his/her research journey (Mbedzi et
al., 2020). The given figure (figure 3.1) demonstrates the “research onion” proposed by
“Saunders”. It is helpful in describing several methods considered while developing an appropriate
methodology for a particular study. However, Alturki (2021) stated that the research onion
proposed by Saunders is not always perfect, but it acts as a helpful tool for thinking
comprehensively when the methodology is considered. On an overall basis, research onion is

crucial as it helps the researcher to understand the decisions taken with respect to research
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methodology as well as design. With the help of this research onion, the researcher is able to
proceed with the research study in a systematic way. It also allowed the researcher in guiding the
further steps required to be implemented while carrying out the planned research methodology.
This research onion has helped the researcher in designing the current methodology for this study.

3.3 Research Philosophy

The previous section of this chapter informs about the research onion. Based on this research
onion, the research philosophy section is prepared, which further helps in preparing and providing
information on “research philosophy”. “Research philosophy” is also known as a collection of
beliefs that assists in supervising the overall execution of the study (Lim, 2023). The research
onion (figure 3.1) determines the “research philosophy” in the topmost layer. It also informs that
research philosophy is of five types, which are “positivism”, “critical realism”, “interpretivism”,
“post-modernism”, and “pragmatism”. According to Mauthner (2020), research philosophies focus
on theory development regarding the nature of the research topic that is being studied and provide
information on how knowledge and information regarding the research topic are produced as well
as justified. Research philosophy is associated with the development of knowledge. It is a crucial
aspect of research philosophy because while stating the philosophies, different researchers have
varied assumptions and considerations regarding the attributes of truth as well as knowledge, and
implementing the appropriate philosophy plays a critical role in understanding those assumptions.
Based on the types of research philosophies presented in the given figure (figure 3.1), the

researcher has selected the “interpretivism research philosophy”.
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Interpretivism research philosophy includes a process where the researcher interprets various
elements of the study. Thus, Bonache and Festing (2020) stated that researchers implementing
interpretivism philosophy consider that reality can only be accessed through social aspects such as
instruments, shared meanings, languages as well as consciousness. Additionally, the interpretivism

philosophy mainly focuses on qualitative analysis.

Justification: The researcher has selected “interpretivism philosophy” in this study as it has helped
the researcher to have a comprehensive understanding of subjective aspects as well as experiences
concerning the people from the aviation industry. It has further allowed the researcher to gain
significant information on the way threats from cybersecurity in the aviation industry are
recognised and further managed to ensure these threats do not impact the industry adversely. Matta
(2022) opined that “interpretivism philosophy” emphasises the meanings of several aspects at an
individual level, resulting in the high validity of the findings. Therefore, concerning this present

study, “interpretivism philosophy” has permitted the researcher to ensure the validity of the study
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is not compromised. | consider myself as an interpretivist because | have taken a comprehensive
approach for analysing the collected data on the impact of “cyber security attacks™ on the “aviation

industry”.

3.4 Research Approach

The above section of research methodology informs about the research philosophy. In this section,
the research approach is emphasised. With respect to the stated research onion, the research
approach is in the second layer of the onion (refer to Figure 3.1). According to Taherdoost (2022),
the research approach is defined as a “set of plans and procedures” for conducting out a “research
study” that covers significant steps from conventions regarding the research topic to stating
comprehensive information on data collection, interpretation as well as analysis methods.
Therefore, the research approach is found to be segregated into three different types, which are (a)
“inductive” (b) “deductive” and (c) “abductive” (Taherdoost, 2022).

DEDUCTIVE REASONING

Existina th Formulation of Il An Accept/Reject
xisting theory —p hypothesis —$ Collectdata —p alyze data —p hymothesis

INDUCTIVE REASONING

Specific observation —j Pattern recognition = General conclusion

Figure 3.3 Deductive vs inductive approach
(Source: Taherdoost, 2022)

With respect to the given types of research approaches, the difference present among these
approaches is based on the relevance of the hypotheses stated in the study. However, differences
in hypotheses can only be considered for the “deductive approach” and “inductive approach”. In

this context, Kankam (2020) opined that the “deductive research approach” is useful in testing the
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validity of assumptions and considerations taken within a study. On the other hand, the “inductive
research approach” is useful in providing significant contributions to the development of the latest
theories as well as generalisations. Apart from this, the “abductive research approach” initiates
with puzzles as well as surprising information and the entire study is further carried out while
focusing on the justification and explanation of these facts as well as puzzles identified in the
research study (Vaughn and Jacquez, 2020). Based on the definitions as well as the selected
philosophy, the researcher has taken a qualitative approach in this study. Thence, the researcher

has considered the “inductive research approach” for this present study.

Justification: "Inductive approach™ is selected for this present study. In the context of the research
approach, Lahiri, 2023 found that it mainly emphasizes generating theories while implementing a
procedural collection as well as analysis of data. When the present research topic is taken into
consideration, the inductive approach has helped the researcher to collect substantial data
regarding incidents related to cybersecurity, perceptions as well as responses from the
stakeholders, which has further helped in developing new theories about cybersecurity risks as
well as their impacts. Considering, the current research study, the inductive research approach has
allowed the researcher to develop theories on the basis of the collected empirical data. It further
contributed to providing assistance in gaining crucial information on several aspects related to

cybersecurity risks as well as their impact on the business activities of the aviation industry.

3.5 Research Design

The research approach and philosophy indicate that the researcher has implemented a qualitative
approach to collecting data. Thus, in this regard, the researcher is further required to select the
research design in an effective way. With reference to the "research design", Ranganathan (2019)
defined it as one of the most important strategic frameworks implemented by the researcher to
ensure that the overall research objectives are accomplished in an effective way. Banerjee et al.
(2022) also opined that research design focuses on a planned structure allowing the researcher to
carry out the study effectively and eliminating its potential impact on different activities of the
research study. Therefore, it can be said that an effective research design, the researcher is able to
carry out a structured approach to analyse as well as interpret the data collected for the study. In

the context of the research design, there are generally three major types of research design, which
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are (a) “experimental”, (b) “exploratory”, and (c) “descriptive”. Here, the researcher has carefully
chosen a "descriptive research design”. According to Aggarwal and Ranganathan (2019),
"descriptive design" specifically concentrates on collecting information concerning the research
topic, which allows the researcher to describe the entire research topic effectively.

Research Design

Experimental Exploratory Descriptive

Figure 3.4: Types of research design
(Source: Edmonds and Kennedy, 2017)

Justification: The researcher has selected a descriptive design for this research study because this
design allows the researcher to portray the collected data regarding cybersecurity risks in an
accurate way while taking several aspects and characteristics of risks. Edmonds and Kennedy
(2017) stated that "descriptive design™ is helpful in understanding the overall scope of the risks
imposed regarding cybersecurity and the way it impacts the aviation industry. Further, when this
research study is considered, "descriptive design" helps in providing information on the types of
risks associated with cybersecurity and eventually provides detailed information on the research

topic.

3.6 Research Method

Research method is the most important aspect of a research methodology. Scholtz et al. (2020)
defined research method as the crucial strategies, techniques as well as processes taken into

consideration for collecting data such that the topic can be understood in a better way. When the
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research method is taken into consideration, there are generally two major types of research
methods. These are (i) "primary research™ and the other one is (ii) "secondary method". In a
primary study, the researcher himself collected data for the study directly from the participants.
On the other hand, secondary research is referred to as the method used for summarising and
analysing the overall data as well as literature, which has been already collected by others
(Osuagwu et al., 2020). Both of these research types are crucial with respect to the concerning
research topic. In the context of the selected research topic, the researcher has implemented a
mixed methods approach.

RN
Research Methods
Primary Secondary Mixed

Figure 3.5: Types of research methods
(Source: Osuagwu et al., 2020)

Justification: With regard to the present study, the researcher has selected “mixed methods” for
this present study. In the context of the mixed methods, it can be said that it involves both,
“primary” as well as “secondary methods” for carrying out the study. With reference to the current
research study, the implementation of a mixed method approach allows the researcher to collect
first-hand information from the stakeholders, along with secondary data information about the
cybersecurity risks impacting the aviation industry. Therefore, it can be said that with the help of
the primary method, the researcher has been able to collect crucial information on cybersecurity
risks directly from the stakeholders. Apart from this, the researcher also needs to collect some
industry data, therefore, in this context, a secondary method is implemented. Therefore, in order
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to carry out this present study in an effective way and address the stated research objectives, mixed
methods allowed the researcher to accomplish this study thereby addressing all the major

objectives as well as the overall aim of the study.

3.7 Data Collection Strategy

The researcher performed a mixed method approach for carrying out the research study in an
effective way. When the primary data is taken into consideration, the researcher has taken
interviews with various stakeholders of the aviation industry into consideration. With the help of
interviews, the researcher is able to collect qualitative data for the study. Additionally, interviews
can help the researcher in gathering comprehensive and detailed information that is further utilised
for accomplishing the overall aim and objectives of the study. The researcher has selected “semi-
structured interview” for collecting data because it allows “two-way communication” with “open-
ended questionnaire” and the interviewer can ask several questions with respect to the response
provided by the interviewee that further allows to structure the final outcome of the study. To carry
out an interview five employees from aviation industry are considered. They were 3 males and 2
female. These employees are in managerial & consultant roles specifically handling IT related
activities within the organisation. According to Rouder et al. (2021), an “open-ended
questionnaire” can have several answers, on the basis of the experiences of the responder. It further
helps the researcher to collect detailed information with respect to the asked question and the
research topic. Apart from this, the researcher has also focused on some secondary sources for
collecting information on the aviation business and industry. In this regard, various secondary
sources such as industry reports, and several case studies available on the internet have been

considered.
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Figure 3.6: Open-ended questionnaire vs. close-ended questionnaire
(Source: Rouder et al., 2021)

Justification: With respect to the selected strategies for data collection, an open-ended
questionnaire as well as secondary sources such as industry reports and case studies has been taken
into consideration. “Open-ended questionnaire” allows the respondent to provide the response in
detail, eventually promoting a “two-way discussion”. Unlike “close-ended questionnaire”, where
the respondents have limited choices for a particular question. Therefore, assisting the researcher
in accomplishing the interpretivist philosophy in the study. As, this philosophy requires
comprehensive understanding about the research topic. Thus, implementing “open-ended
questionnaire” helps in promoting such comprehensive analysis for the study. In regard to these
sources, it can be said that these sources allow the researcher to collect comprehensive information
regarding the research topic. These sources are further effective in terms of collecting data as these
sources allow the researcher to collect quality data for the study, which eventually helps in

enhancing the overall study. The interview is also carried out with the airline professionals such
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as “IT Consultants” “Information Security Consultants”, “Crew and Logistics Manager”, “IT
manager” and other professionals from airline industry. The main exclusion criteria for selecting
the respondent are their “experience” within the industry. The personnel having an experience of

more than five years are “included” in this study.

3.8 Sampling Strategy

Whenever any study is taken into consideration, it is important for the researcher to collect data
from an effective sample. According to Turner (2020), the sample is extracted from a particular
population because it helps in representing the entire population. Also, these populations are
generally high in number, due to which it extremely difficult for the researcher to collect data from
each participant present in the population. Therefore, a sample is drawn from the population such
that the data collection process can be carried out smoothly. There are generally two major types
of “sampling strategies” (A) “Probability sampling” and (B) “Non-probability sampling” (Berndt,
2020). With respect to “probability sampling”, the “probability” of a “sample” getting selected
from the entire “population” is equal. It also allows for better findings in terms of quality, as there
are fewer chances of bias while selecting the sample. On the other hand, in “non-probability
sampling”, the “probability” of selecting a “sample” is not justified, and the researcher selects the
sample on the basis of convenience. Additionally, it is helpful in saving time and can be
implemented quickly. However, the samples obtained from this sampling technique have a higher
probability of bias. Therefore, in this regard, the researcher has selected probability sampling.
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Figure 3.7: Types of probability sampling
(Source: Berndt, 2020)

Justification: In the context of “random sampling”, it has allowed the researcher to remain
unbiased while selecting the sample for the study. In “random sampling”, each item in the
population has an “equal opportunity” to be selected as a sample (Cash et al., 2022). Thus, it
eliminates the instances of bias. Therefore, it can be said that it allows the researcher to carry out
the study independently and ensure that the data is not affected by his/her decisions and

perspectives.

3.9 Data Analysis Method

Data analysis is one of the most crucial aspects of a research study. With respect to the above
sections of this chapter, it has been identified that the researcher focuses on collecting qualitative
data for the study. Therefore, in this context, it can be said that the researcher is required to conduct
a thematic analysis on the basis of the collected data. The researcher has implemented a primary
and secondary method for collecting data. However, the nature of collected data is “qualitative”,

therefore appropriate methods such as “interview” and “secondary sources” are considered for
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collecting the data. Both of these methods has helped the researcher to gain “qualitative data” for
the study. The data collected from the interviews will be transcribed and further analysed. In order
to analyse the data, the researcher has implemented a “thematic analysis”. In the context of this
method for analysing the data, it can be further said that while analysis, the researcher needs to
prepare several themes. Thus, in this regard, various themes are prepared while focusing on the

“research objectives” as well as “research questions”.

The data collected from “primary and secondary” sources are firstly grouped in terms of the
questions asked from the respondents. Then, the findings of the data is further prepared into
themes. Once, the themes are prepared, the researcher further analyses those, while taking the
“objectives” as well as “questions” of the research study into consideration. Thus, allowing the
researcher to analyse the collected data in an effective way and provide conclusive results for the

study.
3.10 Ethical Considerations

In order to ensure that the researcher carries out the study ethically, a few ethical considerations

have been followed. Some of these considerations are:

e Firstly, the researcher needs has consent from the university before starting with the study.

e While collecting data, the researcher has ensured that informed consent is gained from the
participants. An informed consent is a process of taking consent from the respondent by
providing all the related information regarding the interview.

e The researcher has ensured that the participants are not forced to give responses. In this
context, the participants were allowed to leave the interview, at any moment they felt
discomfort or when they did not want to continue with the interview. When, the
respondents decide to leave the interview, they are not asked any questions about why do
they want to leave, they can just opt out from the interview, whenever they want.

e The researcher ensured that all the secondary sources were duly acknowledged and cited.

e The researcher also focused on ensuring that no data manipulation activities are endorsed.
In order to ensure no data manipulation is done, the researcher ensued that the data is
presented as it is collected from the original source. The results are presented in the exact

way they have been provided by the respondents.
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e Above all, the researcher also ensured to inform the participants that they may leave the

process, whenever they wanted.

These are some of the major “ethical considerations” ensured by the researcher that has been
followed in this study, which is to determine the impact of cybersecurity risks on the aviation

business.

3.11 Summary

It is concluded that the researcher has significantly taken assistance from the "research onion".
This "research onion" has helped the researcher in framing this chapter. With respect to the current
study, the researcher has focused on implementing an "interpretivism philosophy", which informs
that the researcher needs to carry out a qualitative study further. In this regard, the researcher also
selected an "inductive approach”, which helped the researcher to generate new theories on the basis
of the empirical data collected concerning the risks associated with cybersecurity in the aviation
industry. Further, when the research design is taken into consideration, the researcher has opted
for a “descriptive design” for the present study. With the help of “descriptive design”, the
researcher is able to present the findings in an effective way. Further, this chapter also informs that
the researcher has implemented a "mixed method" for meeting the “research objectives” of the
study. In this regard, the researcher further collected data by carrying out interviews with the
stakeholders such as (IT staff, crew members, and customers) to collect efficient primary
information with respect to the impact of cybersecurity risks. After collecting data, it is realised
that the researcher has collected qualitative data. Therefore, the researcher has focused on
analysing data through thematic analysis. Above all, it is also concluded that the data collection
process is effectively managed because of the probability sampling strategy. However, while
collecting data and conducting this study, the researcher focused on following all the major

“ethical considerations™.
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Chapter 4: Data Findings and Analysis

4.1 Chapter Introduction

The previous chapter informs about the “research methodology” taken into consideration for

accomplishing the stated “aim and objectives” along with the identified “research questions”. In

the previous chapter, it is stated that a “primary method” along with a “secondary method” is

implemented to accumulate data for this study. For gathering data for this study, a “semi-structured

interview” is considered for gathering “primary data” and various “secondary sources” such as

“industry reports”, and several “case studies”. In this chapter, the data collected from these sources

are analysed to gain an informative and structured meaning from them. This chapter consists of

the findings and their analysis. This chapter provides crucial information regarding different

companies and their encounter with “cyber security breach” incidents.

4.2 Data Findings

4.2.1 Interview Transcripts

Interview Transcript for Question 1: Can you describe any instance associated with the issue

of “cyber security attack”?

Respondent 1

“Yes! There was a breach in the security system of outline, where the “cyber

attackers” have muddled through our system and gained access to our

’

confidential information such as passengers’ data.’

Respondent 2

“In recent years, we were exposed to a ransomware attack, where our vital
information was acquired by the attackers, and they commanded a

significant amount as a ransom for releasing back the data to us”.

Respondent 3

“Two years back, our company faced a breach, where some of the employees

received a fake email from our official site, which demanded some critical
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information regarding our organisation”.

Respondent 4 “In the year 2022, our organisation encountered a DDoS issue, which led
our website to malfunction for several hours”.
Respondent 5 “We faced a breach, where crucial information regarding our loyal

customers and others were accessed by the attackers”.

Analysis: In the context of this interview question, the main intention behind this question is to

determine the different incidents of “cyber-attacks” faced by the “airline companies”. With respect

to the data and information collected from the respondents, it was found that the airline companies

faced severe incidents regarding the “cyber security attacks”. The respondents stated that the

attackers have severely disrupted their overall “operational activities”. The companies have faced

severe incidents of “ransomware attack”, “phishing attack”, “malware attack™, and “DDoS attack”.

These severe negative attacks have significantly disrupted the overall operability of airline

companies. In addition to this, the companies also encountered a breach in their security system,

which caused severe issues and challenges to the companies.

Interview Transcript for Question 2: How did this incident impact the overall airline?

Respondent 1 “This incident has imposed a negative impact on our operability. Customers
seem losing trust in us eventually reducing our annual revenue.”

Respondent 2 “It impacted negatively on our operations, finances and even customers. We
found that our relationship with the customers weakened after this incident”.

Respondent 3 “It negatively affected our organisation, where we had lost severe data about

our company and customers. Additionally, it disturbed the entire operability

of our organisation and imposed severe financial costs”.
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Respondent 4 “It impacted our overall strategy and imposed a significant impact on our

relationship with our customers and employees”.

Respondent 5 “This incident led our company to face severe financial losses and disturbed
our entire operational capabilities. Our relationship with our customers was

also negatively affected”.

Analysis: On the basis of this question, the main intention behind this question is to determine the
impact of the incident on the organisation. With respect to the collected information from the
interview, it was found that these “cyber security attacks” imposed a significant negative impact
on the overall performance as well as operations of the airline companies. Through this question,
the researcher was able to determine the overall aftermath of the “cyber security breach” incident
in the organisation. In the context of the collected responses, it is found that the incidents of
breaches in “cyber security” led the organisations to face a negative impact on an overall basis,
considering the “performance”, “financial resources”, as well as “reputation in the industry”.
Therefore, it can be said that these incidents of “cyber security” created a significant negative

impact on the overall organisation.

Interview Transcript for Question 3: What measures are implemented by your airline to address

such negative incidents?

Respondent 1 “We implemented stringent metrics for ascertaining malicious activities
earlier. Additionally, we increased the security of our authentication along
with regular assessments of the overall scenario for determining risks and

threats”

Respondent 2 “We have increased the security of our database, along with ensured that we
have a secured security system and implemented a quick response system for

addressing such incidents in the future”.
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Respondent 3 “We have provided training to all the employees to determine such incidents
and the methods to encounter those. We always try to inform our customers
to ensure that they are aware of such incidents. Apart from these, we have
incorporated a robust system and team (SOC — Security Operations Centre)

for identifying these incidents at the earliest”.

Respondent 4 “We have implemented a robust security framework for safeguarding our
database and systems. It helps us in securing data and eliminating incidents
of data breach ™.

Respondent 5 “We have implemented an inclusive framework for overseeing and managing
critical information. Additionally, we also ensured that a continuous

development framework is in place”.

Analysis: On the basis of the interview, the interviewer asked this question to determine different
measures implemented by the organisations such that they can address the incident of “cyber
security” that impacted their organisation adversely. Therefore, with respect to the responses, it is
found that the companies have implemented varied measures for addressing such incidents. It has
allowed the organisation to ensure that they get protection from such incidents in the future. The
measures that were implemented by the organisations were “incorporating a strict and significant
framework” for managing as well as supervising the overall operational tasks within the
organisation, which helps the organisation in limiting the occurrence of such incidents.
Additionally, it was also reported that the organisations implemented a significant development
framework within the organisation for determining the risks and planning strategies for addressing
such risks within an organisation. In addition to this, various training programs are incorporated
for the employees which helps in enhancing their skills in determining the risks within the
organisation. Thus, assisting the companies in achieving an effective framework for addressing

such incidents in the future.
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Interview Transcript for Question 4. Were those measures effective in addressing such

incidents?

Respondent 1

“Yes, the methods that we have implemented have proven to be effective.
These methods have allowed us to address such negative incidents
effectively. Additionally, the implemented measures have allowed in

mitigating such incidents”.

Respondent 2

“Yes, the measures that the company has implemented, are found to be
effective. However, according to my perception, | assume that these

measures can be further improved.”

Respondent 3

“With respect to the measures that have been implemented by the company
are found to be effective and sound. These measures have helped the
organisation in mitigating the negative incidents associated with cyber

security attacks”.

Respondent 4

“In the context of the measures implemented within our organisation, |
would like to inform you that yes, these measures are effective in addressing
the incidents associated with data breach and helped us in eliminating

further incidents in the organisation ”.

Respondent 5

“Yes, the implemented measures have proven to be effective in terms of
addressing such negative incidents within the company. However, | found
that we need to emphasise providing training to our employees to enhance

the effectiveness of these measures implemented within the organisation”.

Analysis: In the context of this interview question, it can be said that this question helps to provide

information regarding the effectiveness of the measures implemented for addressing the incidents

of “cyber security attacks” in the airline companies. On the basis of the collected responses, it has

been found that the strategies implemented by the companies allow the organisations to gain
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positive and desirable results. The respondents have further informed that implementation of

security measures have helped the companies in limiting the incidents of cyber attacks in the

company. However, one of the respondent have stated that in spite of implementing effective

strategies the company had faced certain challenges in terms of their implementation.

Interview Transcript for Question 5: Have you encountered any issues while incorporating these

measures?

Respondent 1

“Yes, we have faced certain challenges while implementing these measures.
First, we found that the employees were reluctant to implement the new
methods of maintaining security for the database. Secondly, the
incorporation of security measures was a complex method and also a tedious

method.

Respondent 2

“Yes, we have faced significant challenges while incorporating the
aforementioned strategies. Firstly, a limited budget is a significant challenge
that we faced. Second, the company also faced challenges in terms of meeting

legal obligations”.

Respondent 3

“We faced a major issue while meeting the legal obligations while
incorporating security measures and training sessions for the employees.
Incorporation of such measures required significant financial resources,

which created a major challenge for us”.

Respondent 4

“Yes, we have encountered certain challenges while incorporating the
mitigating measures for addressing the cyber security attacks in the
company. In this regard, we have faced a major financial limitation. Further,
we also faced a significant backlash from our existing employees as they had

to shift to a new software for carrying out their organisational activities .

Respondent 5

“Yes, we have faced certain challenges. Firstly, we found that the employees
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did not have sufficient skills to implement the mitigating measures. The
organisation also struggled while minimising the gap between the safety of

consumer data and user interface while utilising the framework”.

Analysis: In the context of this interview question, it is analysed that this question mainly
emphasises the issues being faced by companies, while they implement sound strategies for
addressing and encountering the cybersecurity vulnerabilities. Therefore, in this regard, it is
analysed from the responses that organisations face substantial challenge while incorporating such
strategies in limiting the impacts of such risks. In this regard, the organisations faced an issue of
limited “financial resources”. Apart from this, “compliance as well as resistance” were the main
challenges that impacted the incorporation of the strategies. Therefore, on an overall basis, it can
be said that the strategies that were implemented to address the risks, also imposed significant

challenges to the organisation.

4.2.2 Case studies
Case studies regarding the “cyber security challenge”

A few case studies have been considered in this dissertation. These are considered in this
dissertation because it helps in informing real-life “cyber security challenges” faced by the airline
companies. These case studies also help in determining the impact of such attacks on the
organisations. Adding these case studies here, helped in analysing the findings from “primary and
secondary data” for this dissertation. With respect to the cyber security challenges, it is identified
that various organisations have faced several instances of cyber security challenges. In this context,

some of the real-time case scenarios have been assessed as follows:

British Airways: With respect to this organisation, a significant issue of data breach was detected

in the year 2018. Due to this incident, the organisation suffered significantly in terms of financial
costs and a huge number of customers also suffered due to this incident (BBC, 2020). The main
reason for this cyber-attack was due to the security concerns in the website as well as the
application of the company. There was a significant attack on the supply chain of the company due

to which the services of the organisation were compromised (BBC, 2020). As a result of this attack,
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it was found that various personal information of the customers was stolen by the attackers, which
also included the financial data of the consumers. The company faced severe financial loss of £20m
for the loss of data and around 400,000 customers were affected due to this breach (BBC, 2020).
Thus, on the basis of this challenge, a few lessons were learned, which state that the company
should focus on its supply chain which would help in carrying out the audit of its suppliers and
eventually determine the challenges involved in the supply chain, such that effective measures

could have been taken.

Polish Airlines: The airline suffered a major attack in the year 2015. Due to this attack, it was

found that the ground operations of the company were compromised. As a result, various flights
were cancelled and around 1400 passengers faced critical challenges (Industrial Cybersecurity
Pulse, 2022). In the context of this attack, it was identified that the hackers mainly attacked the
systems due to which the flight schedules were disturbed, and the flights were rescheduled and
cancelled, causing trouble to the passengers (Industrial Cybersecurity Pulse, 2022). It is found that
this attack took place due to Denial of Service with respect to the flight plan system of the company
(C1AB,2024). With respect to this attack, it was found that various lessons were learned in terms
of implementing a resilient system such that backup operations can be implemented to avoid any
type of cyber-attacks. Apart from this, a rapid response is required to be implemented such that

any such issues can be handled in a shorter period without much loss.

4.3 Data Analysis

Thematic Analysis:

Theme 1: Aftermath of cyber security issues on the airline companies

With respect to the “interviews” as well as “secondary data” collected for this study, it has been
found that the cyber security issues impose a significant negative impact on the organisations.
Based on the collected responses, one of the respondents stated that due to this incident, customers
lost trust with the company, eventually weakening the relationship of the company with their
customers. In this regard, it is also reported by Cremer et al. (2022) that “cyber security incidents”
lead to severe commercial losses, along with significant damage to the reputation of an

organisation and sometimes loss of trust among their customer base. With reference to the
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determination of several aftermaths regarding the ‘“cyber security issues”, various secondary
sources are considered. Considering these sources, Ohrimenco and Cernei (2024) opined that due
to the “cyber attacks”, organisations are significantly exposed to “financial losses”. With reference
to these losses, the authors have further identified that there are certain “direct expenses” as well
as “indirect expenses” associated with the losses of the company. In the context of this challenge,
Lee (2020) added that organisations facing financial issues due to the “cyber security attacks”
faced certain expenditures as they may be required to recruit professionals to address such
incidents. In addition to this, the organisations also incur legal costs to prove the conviction of the
identified breach within the organisation. In this regard, one of the respondents stated that “cyber
security breaches” also disturbed the entire operability of the organisation, eventually posing
significant expenses of the organisation. Williams et al. (2020) stated that airline companies are
required to ensure that they comply with all the legislations and regulations concerning data safety
and privacy of customers. If any of the regulations concerning these aspects are hampered, the
organisation also have to face a significant amount as a fine for not complying with the stated
regulations. Cains et al. (2020) also added that an organisation also need to compensate their
customers if they are affected by any malfunctioning within the organisation. All these attract

significant losses (financial) within the organisation.

Apart from the monetary expenses, the data collected from the interview also suggests that the
companies are also found to be losing their image in the industry due to the breach and “cyber
security issues” within the company. Mizrak (2023) reported that these challenges are enduring
and have a substantial potential to adversely impact the organisation. In this regard, Durst et al.
(2024) further opined that such incidents have attracted significant negative public interest,
hampering their corporate identity. In this regard, it can be further said that such a negative image
among the public delineates the organisation as erratic or inept when it comes to securing critical
information, which also attracts oblivion. In addition to this, Palko et al. (2023) stated that such
incidents also negatively impact the customers’ perspectives when it comes to securing critical
information, which eventually impacts the relationship shared by the organisation with its
customers. Hence, after such incidents it becomes very difficult to establish that position in the
market or in the minds of the customers, eventually hampering the overall performance of the

organisations.
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Such incidents are reportedly found to be affecting the operability of an organisation. Meshkat and
Miller (2022) found that such attacks severely influence the overall operating systems of the
company. Firstly, the organisations have cancelled and impeded their flights due to glitches in their
technical systems or any breach in the security system of the organisation. Additionally,
organisations can also face a major challenge in managing their logistical aspects. Any negative
incident due to a “cyber security issue” leads organisations to create significant disarray within the
organisation, which further creates challenges in managing the overall aspects of an airline
company, causing severe disarrangements. Due to such aspects, organisations face severe
disturbances in their activities. Above all, such incidents mainly affect the organisation in terms of
their “loss of critical information”, which further leaves the organisation unprotected against such

“cyber security issues”.
Theme 2: Strategies for addressing cyber security issues

The above part of this analysis informs varied aftermath faced by the organisation. Therefore, in
order to ensure that such incidents are not repeated, organisations tend to implement certain
strategies. With respect to these strategies, primary data and various secondary sources are
analysed to collect appropriate information. In the context of the strategies, participant one
informed that their organisation has implemented stringent measures that helps them determine
malicious activities. This participant also informed that regular evaluations are carried out that
help them determine any threats. The second participant stated that the company enhances the
security system of the database that help them determining any risks in the least possible time.
Another respondent informed that several training sessions were conducted for up-skilling the
skillsets of the employees. Other two respondents informed a similar response that their
organisation ensure a strict framework for assessing and determining risks. Thus, the findings
determine that the “airline companies” have implemented various different strategies such that the
companies are ready to combat such “cyber security issues” in the future. Therefore, in this regard,
it is found by Liu et al. (2022) that organisations have incorporated various technical methods for
addressing the issues. In this regard, the organisations have incorporated technologies such as
“firewalls”, “encryption”, and “multi-factor authentication” among others to address the
challenges imposed due to “cyber security issues”. These technical systems are helpful for

organisations in ensuring that the systems of the organisation are not muddled through any
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unidentified person or source. Such systems are helpful in determining any form of distrustful
actions and eventually warning the organisation of any such actions. Organisations secure their
systems as well as data through encodes. In this method of protecting the systems and data, the
organisations are assured that their data cannot be accessed by anyone outside the organisation.
Even if the data is accessed outside the organisation, it cannot be decoded without the availability
of an accurate deciphering code (Woods and Seymour, 2023). Hence, it can be said that it helps
organisations in addressing the negative impacts faced by them due to “cyber security issues”.
Further, it is also found that organisations utilise significant methods for authorising the

authentication, which helps in providing higher security to the database of the organisation.

Apart from this, organisations are also found to be utilising several policies that help organisations
ensure that they have safe systems. These further provide critical information on the way of storing
as well as transferring critical information, which deals with segregating different information,
providing control and retaining information and data (Shevchenko et al., 2023). It has also been
found that these organisations prepare response plans for determining the overall process that
needs to be incorporated when an organisation faces or encounters any “cyber attack”. Further, the
organisations are also found to be ensuring that they have strict regulations in terms of accessing
the system as well as information stored in the systems (Stine et al., 2021). These allow the

organisations to ensure that they are able to protect their systems as well as information.

In addition to this, Backman (2023) found that humans play a critical role in an organisation and
they also have considerable constituents when “cyber security risks” are associated. Therefore, in
this regard, it is important to ensure that they have the critical expertise and skills to eliminate such
instances. In this context, Maalem et al. (2020) opined that the concerned workforce is provided
with the required training on gaining information regarding these attacks and the expertise they
can demonstrate to address these challenges. These allow the workforce to determine any such
attacks within the organisations and offer critical opinions for enhancing the overall action on
limiting the “cyber security attacks”. Kandasamy et al. (2020) stated that training sessions also
involved various mechanisms that help in safeguarding the overall security systems. These are
some of the major strategies implemented by organisations that help address “cyber security

issues” within the organisation.
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Theme 3: Efficacy of measures implemented to address cyber security issues

With respect to the analysis done in the previous theme, it is identified that the organisations have
implemented various strategies that help them in addressing “cyber security risks”. These
strategies are also found to be effective in terms of eliminating these issues. In the context of these
strategies that have been implemented within the organisation, it is identified that these allow an
organisation to determine any kind of security issue present in an organisation. It is opined by
Eling et al. (2021) that if an organisation is able to determine such issues quickly it eventually
allows the organisation to ensure that they do not have to face significant negative impacts or they
can reduce the impact of such actions in an effective way. A similar response was given by the
respondents in the interview that with the implementation of “cyber security measures” helped

them achieve desired outcomes.

In addition to this it is also found that the measures implemented by the organisations are also
effective in implementing certain preventions within the systems of an organisation to maintain
security. These help in minimising the unsecured access to data or system of an organisation
(Pandey et al., 2020). It eventually allows an organisation to ensure that the organisation is able to
reduce the number of “cyber attacks” on its premises. Apart from that, it is also found that training
are also provided to the workforce of an organisation for enhancing the skills of the current
workforce (Saeed et al., 2023). Kadena and Gupi (2022) also added that providing required training
on enhancing the skills as well as expertise of the workers allows an organisation to ensure that
they are capable of detecting these unwanted incidents at the early stage and help the organisation
in reducing the number of attacks within an organisation. The respondent three stated that with the
help of training the company was able to enhance the skillsets of the workforce, eventually
allowing the company to gain efficacious results. Thus, it can be correctly said that the strategies
implemented by the organisations are effective in addressing the “cyber security attacks” and

“risks”.
Theme 4: Challenges faced while incorporating strategies to address cyber security issues

With respect to the above part of this analysis, it is found that the strategies implemented by the
companies in addressing the “cyber security issues” can help in minimising the impact. Despite

their efficacy, the strategies are found to be posing severe challenges to the organisations, in terms
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of their incorporation. In this regard, Thakur (2024) stated that limited “financial resources” pose
a severe threat while incorporating the “mitigating strategies” within the organisation. With
reference to this challenge, it can be said that incorporating the latest technologies might require

significant investment, which creates a major hurdle for the organisation.

In addition to this, “limited expertise” in terms of handling these advanced technical systems is
also a major challenge for the organisation. In this context, Clarke and Martin (2024) stated that
with the advancement in technologies, the workforce is also required to demonstrate significant
expertise in handling these technologies, which becomes obsolete with the evolution in technical
aspects. Similar findings were found while collecting information through surveys. Therefore, as
a result, there could be an instance in which the organisation does not have the appropriate skills
to ensure that they are able to work with the developed technologies. Cele and Kwenda (2024)
added that accomplishing the required regulations is another challenge for the organisations while
incorporating strategies in addressing the “cyber security challenges” within the organisation. It is
found that organisations are required to ensure that they meet all the required regulations and
legislations, which is a complex process, and eventually adds to the challenge of an organisation

when it comes to the incorporation of strategies to deal with the “cyber security challenges”.

Apart from these, organisations can also face challenges in the form of resistance from the current
workforce in terms of implementing strategies. Such resistance occurs due to limited information
on the incorporated or planned strategies. Eling et al. (2021) added limited information concerning
“cyber security challenges”, within an organisation, can cause an organisation to face significant
challenges when it comes to the incorporation or implementation of the strategies. Therefore, as a
result, the organisation must provide substantial information to the concerned stakeholders within
the organisation such that they do not pose any resistance while incorporating the strategies for

eliminating such challenges from the organisation.

These analyses mainly inform the information collected from secondary sources. However, a few

instances inform the perception of the respondents considered for this study.
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4.4 Chapter Summary

On the basis of this chapter, it is summarised that this chapter crucial information regarding the
findings of this study. With respect to the findings, “interview transcripts” are used along with the
“secondary sources” for collecting relevant and reliable information. This chapter informs the
major challenges that an organisation suffers from “cyber security attacks”. Additionally, some
strategies incorporated to address these attacks have also been analysed along with the challenges
imposed by those strategies. At the end, this chapter ends with a final note on the overall findings
that “cyber security attacks” impose an adverse impact on the entire “operability” of the

organisation.
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Chapter 5: Discussion

5.1 Chapter Introduction

The previous chapter focuses on the findings from the collected primary and secondary sources.
With the help of primary and secondary data, this chapter is prepared. In this chapter, the overall
findings from the “primary and secondary data” are discussed. This chapter enhances the overall

quality of the findings and in turn this dissertation.

5.2 Discussion

On the basis of the entire analysis, it is analysed that “airline companies” are prone to significant
“cyber-attacks”. These attacks impose a significant negative impact on their “performance”,
“financial status”, “their relationship with the stakeholders” and most importantly their “status and
image” in the market. Therefore, it becomes crucially important to eliminate all the instances of
“cyber attacks” from these airline companies. In this context, it has been found from the primary
analyses that the “cyber security attacks” are very severe, which imposes a significant adverse
impact on the operations of the organisation. Various secondary sources have also found a similar
impact on the overall operability of the organisations. Therefore, with reference to the collected

information, this study informs that the “cyber security attacks” impose a negative impact on the

organisation.

The “case studies” stated above informs about the adverse impact of these attacks. Along with
these “case studies”, some “primary data” were also collected to determine the challenges poses
by these “cyber-attacks”. With respect to the primary data, it has been found that the organisations
have found several negative incidents related to the “cyber security breaches”. One of the
respondent stated that their organisation encountered a DDoS issue, along with some security
breaches in the systems. These incidents affected the organisations negatively and imposed several
challenges against the companies. When the impacts are considered, the organisations faced severe
negative impacts against their reputation, image, financial position and relationship with customers

and stakeholders. Such incidents have also been explained in the case studies mentioned above.
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Apart from negative impacts, the analyses stated above inform that the companies implement
various ‘“‘strategic measures” that allow them to mitigate negative impacts due to the “cyber
security challenges”. These measures include “training sessions” for the employees, robust
measures for addressing the “cyber security challenges”, enhancing the “security systems” of the
company to ensure that critical information are safeguarded and secured. In the context of these
measures, the analyses from secondary sources inform that the incorporation of such measures
allow the organisation to minimise the incidents of “cyber security breaches”. A similar response
was also reported by the respondents in the interview that the incorporation of such measures have
allowed the company to eliminate the challenges faces by them and also reduce the number of such
incidents within the organisation. Therefore, in this context, it can be analysed that with an
effective implementation of the strategies measures for mitigating the negative incidents and
impacts of “cyber security challenges” can assist organisation in limiting the overall impact of
such incidents and also minimise the number of incidents that occur due to “cyber security
breaches”. Hence, on the basis of the findings of this study, the measures that are implemented by
the companies for managing the “cyber security breaches” within the company were found to be

effective.

The data analysis section also informs that despite helping organisations in limiting the number of
“cyber security incidents” in the company, the implemented measures poses certain challenges. In
this context, this study informs that despite offering effectual results, the strategies implemented
by the companies, pose major challenges to the companies. In this regard, on the basis of the
analysis of the collected data from “primary and secondary sources” it is identified that the
strategies implemented in the organisations poses significant challenges such as “limited skills”,
“financial limitations” and sometimes, organisation also face “regulatory and compliance
challenges”. These are the crucial challenges that needs to be focused by the companies to ensure

that the mitigating strategies are being implemented in an effective way.

On the basis of the analyses from the interview questionnaire, as well as from the collected
“secondary data”, it has been found that the airline organisations need to incorporate effective
measures that can help the organisation to combat against the “cyber security breaches”. These
breaches impose significant negative impact on the organisation, which eventually disturbs the
entire operability of the company. Thus, it is analysed that these attacks are very vigilant and
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organisations must incorporate immediate and strategic methods for addressing such attacks in the

future.

5.3 Chapter Summary

On the basis of this chapter, it can be summarised that the collected “primary and secondary” data
plays a critical role in this dissertation. Both of the data sources have helped in gathering critical
“data and information” for this study. Thus, this chapter further discusses the analysed data, which
helps in preparing a profound conclusion of this study.
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Chapter 6: Conclusion and Recommendation

6.1 Chapter Introduction

In this chapter, the overall study is concluded. Based on this chapter, critical information on the
overall aim of this dissertation is cited along with the overall findings of this study. In addition to
this, the research questions of this study are answered here along with recommendations as well

as suggestions on carrying out further research.

6.2 Answering the research question

With respect to the “research questions” as well as the sub questions, the collected data and their

analyses helped in accomplishing them.

The findings of the study informs that the “cyber security attacks” posed a considerable negative
impact on the overall performance of an organisation. Therefore, it can be said that there is a
significant requirement for implementing appropriate “cyber security strategies” to eliminate such
negative scenarios from the organisations. It is also required to have a sheer understanding of these
impacts such that appropriate actions can be incorporated. Apart from this it is also found that
various measures have been implemented by the airline organisations that help them address the
“cyber security attacks”. In the context of the appropriate implemented tactics, it is found that
making investments in the technical systems, providing training to the workforce for up-skilling
their current skill set as well as ensuring that the regulations as well as legislations are appropriately
followed, are some of the main strategies that are implemented to ensure that the “cyber security

challenges” are being addressed in an effective way.

With respect to the strategies as well as methodologies that have been implemented to address the
“cyber security challenges”, it is found that these tactics are quite helpful for the organisations. It
is also found in the analysis that these actions have helped the organisation to reduce the number
of “cyber security attacks” in their organisation. Apart from that, it has also been found that
organisations are also able to determine the “cyber security attacks” before it becomes worse.
Therefore, in this regard it can be said that strategies that have been implemented by the

organisations in order to address the “cyber security challenges” have proven to be effective.
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Despite, this effectiveness, it is also found that while incorporating the strategies, the organisations
faces a lot of struggles. When it comes to the struggle, it is found that the organisations may have
limited financial budget. The incorporation of advanced technical systems requires significant
financial investment. However, with the limitation in financial budgets the organisations face a
major challenge. Apart from that, there can be several resistance from the current workforce due
to their knowledge gap in the context of “cyber security challenges” and their impact. Apart from
this, the limited skill set also impose a significant challenge to the organisation when it comes to
the incorporation of the abovementioned strategies to eliminate “cyber security risks” from the

organisation.

These are the main findings of the study which has helped to provide a concluded result that “cyber
security challenges™ are significant and pose an adverse impact on an overall organisation.
Therefore, it is important to implement efficient methods to ensure that these challenges are

addressed in an effective way and does not pose much harm to the organisation.

6.3 Recommendations

On the basis of the above part of this chapter, it is found that the organisations face severe
challenges when it comes to addressing “cyber security challenges”. Therefore, in this regard,
some of crucial strategies are recommended to ensure that organisations carry out their operational

activities in an effective and ensuring that they do not get affected from any such challenges.

Thus, in this context, it is firstly recommended that the organisation must focus on making
substantial investment in order to enhance their technical abilities. Such investment will allow an
organisation to ensure that they have latest technologies for addressing any unforeseen
circumstance hampering the organisation (Sleem, 2022). It will also help an organisation to detect
the risks at the early phase and allows the workforce to put significant efforts to address them

effectively.

Secondly, it is recommended that the organisations ensure that they effectively comply with the
significant frameworks that allow them to ensure that they follow all the required regulations and
legislations. In this regard, Kandasamy et al. (2020) opined that organisations can carry out regular

checks on the systems and legislations to ensure that they are following them strictly.
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It is also recommended to ensure that the organisations have a vigorous training sessions for up
skilling the workforce. Trainings allow the workforce to enhance their current set of skills, but at
the same time, they also allow the organisations to gain a competitive edge (Backman, 2023).
Providing training on determining the “cyber security risks” and implementing appropriate
strategies for eliminating the identified risks helps organisation to protect against significant

vulnerabilities associated with “cyber security”.

6.4 Further Research

On the basis of the findings of this study, it has been found that there is a scope to carry out further
research on this domain. However, in this regard, it is recommended to carry out further studies
by taking the “training and development” with respect to “cyber security”. In this regard, Alahmari
and Duncan (2021) stated that incorporating training sessions allows the organisation to ensure
that the knowledge set of the employees are enhanced regarding the “cyber security risks” and also
help in minimising the threats concerning “cyber risks” and enhance the overall structure of the
“cyber security” in the airline-based organisations. Apart from this, it is also suggested that a future
study can be carried out by focusing on the implementation of developed technologies in the field
of aviation industry with respect to “cyber security issues and challenges”. Ambreen et al. (2023)
informs those various technologies such as “artificial intelligence”, “data analytics” and other
developed technologies can be incorporated within airline companies that can allow them in

treating and determining threats associated with “cyber security”.

6.5 Conclusion

This study focused on determining the impact of “cyber security challenges” on aviation.
Therefore, in order to meet this aim, appropriate strategies were implemented. Various literature
was reviewed and “primary and secondary” method was incorporated for collecting data. On the
basis of the previous chapters, it is concluded that “cyber security challenges” imposes an adverse

impact on the aviation.
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Appendices

Appendix 1: Interview Questionnaire

Question 1: Can you describe any instance associated with the issue of “cyber security attack™?

Question 2: How did this incident impact the overall airline?

Question 3: What measures are implemented by your airline to address such negative incidents?

Question 4: Were those measures effective in addressing such incidents?

Question 5: Have you encountered any issues while incorporating these measures?

Appendix 2: Interview transcripts

Interview transcript 1

Can you describe any instance
associated with the issue of

“cyber security attack™?

“Yes! There was a breach in the security system of outline,
where the “cyber attackers’ have muddled through our system
and gained access to our confidential information such as

passengers’ data.”

How did this incident impact

the overall airline?

“This incident has imposed a negative impact on our
operability. Customers seem losing trust in us eventually

’

reducing our annual revenue.’

What
implemented by your airline to

measures are

address such negative

incidents?

“We implemented stringent metrics for ascertaining malicious
activities earlier. Additionally, we increased the security of our
authentication along with regular assessments of the overall

scenario for determining risks and threats”.

Were those measures effective

“Yes, the methods that we have implemented have proven to
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in addressing such incidents?

be effective. These methods have allowed us to address such
negative incidents effectively. Additionally, the implemented

measures have allowed in mitigating such incidents”.

Have you encountered any

issues  while incorporating

these measures?

“Yes, we have faced certain challenges while implementing
these measures. First, we found that the employees were
reluctant to implement the new methods of maintaining
security for the database. Secondly, the incorporation of
security measures was a complex method and also a tedious

method.

Interview Transcript 2

Can you describe any instance
associated with the issue of

“cyber security attack™?

“In recent years, we were exposed to a ransomware attack,
where our vital information was acquired by the attackers, and
they commanded a significant amount as a ransom for

releasing back the data to us”.

How did this incident impact

the overall airline?

“It impacted negatively on our operations, finances and even
customers. We found that our relationship with the customers

weakened after this incident”.

What

implemented by your airline to

measures are

address such negative

incidents?

“We have increased the security of our database, along with
ensured that we have a secured security system and
implemented a quick response system for addressing such

incidents in the future”.

Were those measures effective

in addressing such incidents?

“Yes, the measures that the company has implemented, are
found to be effective. However, according to my perception, |

assume that these measures can be further improved.”
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Have you encountered any

issues  while incorporating

these measures?

“Yes, have  faced challenges  while

incorporating the aforementioned strategies. Firstly, a limited

we significant
budget is a significant challenge that we faced. Second, the
company also faced challenges in terms of meeting legal

obligations”.

Interview Transcript 3

Can you describe any instance
associated with the issue of

“cyber security attack™?

“Two years back, our company faced a breach, where some of
the employees received a fake email from our official site,
which demanded some critical information regarding our

organisation”.

How did this incident impact

the overall airline?

“It negatively affected our organisation, where we had lost
severe data about our company and customers. Additionally,
it disturbed the entire operability of our organisation and

imposed severe financial costs.

What

implemented by your airline to

measures are

address such negative

incidents?

“We have provided training to all the employees to determine
such incidents and the methods to encounter those. We always
try to inform our customers to ensure that they are aware of
such incidents. Apart from these, we have incorporated a

robust system for identifying these incidents at the earliest”.

Were those measures effective

in addressing such incidents?

“With respect to the measures that have been implemented by
the company are found to be effective and sound. These
measures have helped the organisation in mitigating the

negative incidents associated with cyber security attacks”.

Have you encountered any

“We faced a major issue while meeting the legal obligations
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issues while incorporating

these measures?

while incorporating security measures and training sessions
for the employees. Incorporation of such measures required
significant financial resources, which created a major

challenge for us”.

Interview Transcript 4

Can you describe any instance
associated with the issue of

“cyber security attack™?

“In the year 2022, our organisation encountered a DDoS

’

issue, which led our website to malfunction for several hours”.

How did this incident impact

the overall airline?

“It impacted our overall strategy and imposed a significant
impact on our relationship with our customers and

employees”.

What

implemented by your airline to

measures are

address such negative

incidents?

“We have implemented a robust security framework for
safeguarding our database and systems. It helps us in securing

data and eliminating incidents of data breach”.

Were those measures effective

in addressing such incidents?

“In the context of the measures implemented within our
organisation, | would like to inform you that yes, these
measures are effective in addressing the incidents associated
with data breach and helped us in eliminating further incidents

in the organisation ”.

Have you encountered any

issues while incorporating

these measures?

“Yes,

incorporating the mitigating measures for addressing the

we have encountered certain challenges while

cyber security attacks in the company. In this regard, we have

faced a major financial limitation. Further, we also faced a
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significant backlash from our existing employees as they had
to shift to a new software for carrying out their organisational

activities”.

Interview Transcript 5

Can you describe any instance
associated with the issue of

“cyber security attack™?

“We faced a breach, where crucial information regarding our

loyal customers and others were accessed by the attackers .

How did this incident impact

the overall airline?

“This incident led our company to face severe financial losses
and disturbed our entire operational capabilities. Our

relationship with our customers was also negatively affected”.

What measures are

implemented by your airline to
such

address negative

incidents?

“We have implemented an inclusive framework for overseeing
and managing critical information. Additionally, we also
ensured that a continuous development framework is in

place”.

Were those measures effective

in addressing such incidents?

“Yes, the implemented measures have proven to be effective in
terms of addressing such negative incidents within the
company. However, | found that we need to emphasise
providing training to our employees to enhance the
effectiveness of these measures implemented within the

organisation”.

Have you encountered any

issues while incorporating

these measures?

“Yes, we have faced certain challenges. Firstly, we found that
the employees did not have sufficient skills to implement the
mitigating measures. The organisation also struggled while

minimising the gap between the safety of consumer data and
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user interface while utilising the framework”.
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