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1. Introduction 

The CICIoV2024 (Conference on IoT and Cybersecurity in Intelligent Vehicles) is aimed at 

the development of novel research to enhance the security defence for the CAN bus (Controller 

Area Network) used in the Internet of Vehicles (IoV). With new existing car technology 

coming with connectivity features, cars are exposed to a new set of advanced hacks like Denial- 

of-Service attacks and spoofing attacks. Among them, the objectives of the conference include 

the identification of feasible IDS solutions to protect the IoV environment. 

2. Overview of the program 

From this conference, CICIoV2024 will be a major contribution towards the realization of 

collaborative effort in establishing sound security that will cover the safety, privacy, and 

reliability of intelligent vehicles, in a growing context of the digital environment. This means 

that scientists, engineers, and professionals performing or engaged in cybersecurity practices, 

tasks, or projects will assemble to share knowledge, ideas, and trends, and put forward proper 

solutions that may address these cybersecurity issues. 

3. Hardware/software requirements 

3.1. Hardware production 

The following hardware settings are recommended for smooth operation. 

• Processor: Intel Core i5 

• RAM: 16 GB 

• Storage: 512GB 

• GPU: NVIDIA RTX 3050 

3.2. Software 

The following software is required for the project: 

• Jupyter Notebook: Used to run and write code. 

• Anaconda: To manage the Python environment and dependencies. 

Version Requirements: 

• Jupyter Notebook: Version 7 

• Anaconda: Version 1.10 

Ensure that the necessary Python libraries are installed. These include panda, NumPy, 

matplotlib, seaborn, scikit-learn, and TensorFlow. 



 

4. The data set 

The dataset used for this project came from Canadian Institute for Cybersecurity Intrusion 

Detection System. The data is provided in IDS dataset section and named as Realistic IDS- 

DoS and spoofing attack in IoV (CICIoV2024): 

• Dataset: CICIoV2024.tar.xz.gz 

 

5. Implementation of Project in Jupyter 

Explanation of the Code 

5.1. Import Libraries 
 

• Pandas: It is used for analysis and for manipulation of dataset. 

• NumPy: This library is specifically used numerically based operations. 

• matplotlib.pyplot: A visual library that allows these kinds of charts to be implemented, 

be it in static, interactive, or animated forms. 

• warnings: This is to filter out the warnings. 

• seaborn: Doing statistical data visualization. 

• Label Encoder: It converts the categorical labels into numerical format. 

5.2. Load and Inspect Data 
 

• pd.read_csv: Pandas library is being called over here to read the CSV file specially. 

 

 

• head(): It is to look at the first few rows of the data frames for a quick inspection. 



 

5.3. Data Overview 
 

• info(): This is used to quickly assess the structure of a DataFrame, check for missing 

data, and understand the memory footprint of your data. 

 

• isnull().sum(): It checks the missing value of each column. 
 

 

Pd.concat :- It is use to concatenate (or stack) multiple pandas objects such as DataFrames or 

Series along a particular axis (either rows or columns). 

 

 

 

 

 

 



 

5.4 Data Visualization 

Protocol Type-wise Duration 
 

 

• plt.pie(): It shows the pie chart to visualize the proportional of total IDS duration per 

protocol type. 

• plt.show(): It showing the figure after successfully running code. 

Category-wise Total Count 
 

• .value_counts(): Returning series of containing counts of unique values. 

Specific Class-wise Total Count 
 

• plt.bar(): It generates the bar chart for the total IDS duration per flag. 



 

• plt.plot(): It levels the line plot to indicate the entire source bytes per protocol type. 

• reset_index(): Its method allows the user to reset the index back to the default 0, 1, 2 

etc indexes. 

Protocol Type-wise Destination Bytes 
 

• groupby(): It actually means that the groups of data are made by 'protocol_type' and 

they are summed up by 'dst_bytes'. 

• plt.fill_between(): It shows an area plot of the total destination bytes per protocol type. 

 

 

Correlation Matrix 
 

sns.heatmap(): It is a method used to plot rectangular data in the form of a color-coded 

matrix. 

5.5 Data Processing 
 

describe(): Calculating statistical data like percentile, mean, median and standard deviation of 

the numerical values of the series or data frame. 
 



 

applymap(str): Converts all elements in the DataFrame to strings. 

drop('Interface', axis=1): Removes the 'Interface' column from the DataFrame. 

sklearn.preprocessing import LabelEncoder: Imports the LabelEncoder class from 

sklearn.preprocessing for encoding categorical variables. 

label_encoder.fit_transform(final_df[column]): Encodes categorical columns as integers 

using LabelEncoder. 

5.6. Pre-processing 
 

 

• train_test_split: Splitting of the dataset into test and train sets. 

• accuracy_score: Calculating model accuracy 

• metrics: General utilities for model evaluation 

• recall_score, confusion_matrix, precision_score, f1_score, classification_report: 

Evaluate model with various metrics. 

• drop (): It uses the built-in drop function to remove the columns you indicated from the 

DataFrame. 

Random Forest 

RandomForestClassifier(): The Random Forest classifier is initialized. fit(), predict(), 

accuracy_score() 



 

classification_report(): These are the same functions that are used in KNN. 

 

 

CNN 
 

 

tf: Import TensorFlow library 

Embedding, Conv1D, LSTM, Dense, GlobalMaxPooling1D, SimpleRNN: Import Keras layers 

for neural networks. 

Sequential: Import Keras Sequential model for building neural networks. 
 

Build and train a CNN-LSTM model using Keras Sequential API for binary classification 

Sequential(): Define model architecture. 

epoch_data = 32, 5: Set batch size and number of epochs 

 
 

cnnmodel.evaluate(): Evaluate the model's loss and accuracy on test data 

cnnmodel.predict(): Generate probability predictions on test data 

astype(int): Convert probabilities to binary predictions based on a 0.5 threshold 



 

 

legend(): Add a legend to the plot 
 

metrics.accuracy_score(y_pred_cnn, test_lab): Calculate accuracy 

metrics.roc_auc_score(test_lab, y_pred_cnn) : Calculate AUC (Area Under the ROC Curve) 

metrics.precision_score(test_lab, y_pred_cnn): Calculate precision 

metrics.recall_score(test_lab, y_pred_cnn): Calculate recall 

metrics.f1_score(test_lab, y_pred_cnn): Calculate F1 score 

 

RNN 
 
 

 

vocab_size_data, embedding_dim_data, max_length_data = Set vocabulary size, embedding 

dimensions, and max sequence length 

Sequential(): Add output Dense layer with sigmoid activation for binary classification 



 

LSTM 
 

Sequential(): Add LSTM layer with 64 units 

Dense(): Add Dense layer with 32 units and ReLU activation 
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