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1 Step Google drive Directory

Follow these steps to create a simplified directory structure for your model in Google Drive:
1. Open Google Drive in your web browser.

*  Create the main folder:
o Click "New" > "Folder"
o Name it "Hybrid_DistilBERT_Capsule_Network"
*  Upload base model files to the main folder:
o Upload "capsule_network.pt" o Upload "distilbert.pt"
*  Create a subfolder for the hybrid model:
o Inside "Hybrid_DistilBERT_Capsule_Network", click "New" > "Folder" o
Name it "hybrid"
*  Upload hybrid model files to the "hybrid" subfolder:
o Upload your hybrid model file o Upload the tokenizer files Your
final structure should look like this:
Hybrid_DistilBERT_Capsule_Network/
F— capsule_network.pt
F— distilbert.pt
L— hybrid/
F— [hybrid_model_file]
— tokenizer.json
L— vocab.txt
tokenizer_config.json &%

Hybrid_saketh_model.pth 2%

special_tokens_map.json =%




Figure 1 Sample Directory
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capsule_model.pth &~

Saketh_DistilBERT_best_model.bin &%

Figure 2 Sample Directory

2 Setup Google colab

Follow these steps to upload your notebook to Google Colab, connect to Google Drive, and update the model
paths:

*  Goto Google Colab.
e  Click on "File" > "Upload notebook" and select your notebook file and connect to the session.

Change runtime type

Runtime type

Python 3

Hardware accelerator @

QO cru (O AwoGPU (@ LAGPU
O TPUV2

Cancel Save

Figure 3 Connecting to the session after uploading the notebook

*  Once the notebook is uploaded, you'll need to mount your Google Drive. Add and run the following code at
the beginning of your notebook:

|> google.colab import

drive.mount(’

Figure 4 Google Mount
2


https://colab.research.google.com/
https://colab.research.google.com/

3 Changing the paths

¢ Change path at 43 line for the Distilbert according to the models uploaded.

n predicted_class, confidence

if _ name__

model_path = '

model, tokenizer = load_model_and_tokenizer(model_path)
print("Pt

url = input("E ").strip()

if url.lower() == 'qui

B G

predicted_class, confidence = predict_url(url, model, tokenizer)

o n

if predicted_class ==
print(f’ 1 NG (Co e: {confidence:.2%

VG BT BT RV Y

y 00~

print(f" t: LEGITI (Co 2 {confidence:

print()

Figure 5 Path change for DistilBERT

print("Thank you

e Change path for Capusel_model.pth as per the directory it was stored



return predicted_class, confidence

model, vocab size load_|
print(f"M 1.1 with

model (model_path)

{vocab_size}")

char_dict

").strip()

predicted_class, confidence = predict_url(url, model, char_dict, vocab_size)

if predicted_class == 0:

Change the model path and tokenizer saved path for Hybrid model i.e. DistiIBERT-capsule network

return predicted_class, confidence

model_path =
tokenizer_path

O

o

model, tokenizer = load_model_and_tokenizer(model_path, tokenizer_path)
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4 SAMPLE OUTPUTS

89 print()

Enter a URL to check (or "quit' to exit): .google.

The URL is classified as LEGITIMATE with 99.50% confidence.

Enter a URL to check (or 'quit’ to exit): htt /chamakhman.
The URL is classified as PHISHING with 99.66% confidence.




v Model loaded with vocabulary size: 92034
Phishing URL Detection Model Loaded. Enter URLs to check (type 'quit’ to exit):
Enter URL:
Result: PHISHING (Confidence: 60.57%)

Enter URL: quit
Thank you for using the Phishing URL Detection model.

Some weights of DistilBertForSequenceClassification were not initialized from the model checkpoint at distilbert-base-uncased and are ng
You should probably TRAIN this model on a down-stream task to be able to use it for predictions and inference.

Phishing URL Detection Model Loaded. Enter URLs to check (type "quit’' to exit):

Enter URL:

Result: PHISHING (Confidence: 71.69%)

Enter URL: quit
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