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1 Introduction

This manual documents about all the used tools, technologies as well as some steps for
building the framework. The manual is further divided into few parts such as environment
setup, tools technology used and some screenshots of code, implementation.

2 Project Requirements

This section has the essential requirements needed to successfully implement the proposed
serverless security framework. It covers hardware as well as the software specifications,
along with the necessary cloud services and development tools:

1. Hardware requirements:
Device: MacBook air m2 with 16GB and 512 GB SSD.(with sufficient processing power
andstorage for development and testing.

2. Software requirements:

Operating System: macOS Ventura.
Progaraming Language: Python 3.9.
Framework: Django : 5.0.7

IDE: PyCharm

o O O O

3. Cloud Services:

o AWS Account: Essential as to develop and deploy a serverless function and manage the
API gateways as well along with Lambda.

o AWS Lambda: For deploying the serverless functions.

o AWS CloudWatch: For real time monitoring and logging of events and triggering alerts.
o AWS SNS: To send notifications and alerts in respond for detecting attack.

o AWS cloud9: cloud-based IDE for supporting. Real time collaboration.

o API Gateway: Manage and securing HTTP Request.

4. Development tools



GitHub: For version control purpose,

3 Building the Framework for Event injection attacks

My project was focused on building a robust framework for detecting and preventing event
injection attacks in serverless environments. This framework uses advanced machine learning
model specially the Isolation Forest ML model for analyzing data for anomalies that could
indicate security threats. The Framework is built on AWS environment such as Lambda,
CloudWatch, SNS and API gateway which provides scalable and efficient solution for
safeguard he serverless application.

3.1 Setup AWS Account:
Created AWS account of personal on free tier. Also, Configured IAM roles and permissions
for securing the environment as well.

Console Home . [Fp——

Recently visited . : Applications (0) s
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Welcome to AWS AWS Health Cost and usage ..

Figl. AWS Console



Identity and Access X 1AM > Dashboard ®

Management (IAM) ®
1AM Dashboard c |
Q search 1AM
Security recommendations @) C AWS Account
Dashboard
A Add MFA for root user 'Add MFA Account 1D
¥ Access management A MIA for root uver - Enaiie it factor suthentication (MA) far the reot uses 10 improve security for this sccount O 011528287518
User groups Account Alias
Users @ Root user has no active access keys
Rotes

Sign-In URL for IAM users In this account
(3 https://011528257515 sigrin.aws. amazon com/console

1AM resources C
- s
Quick Links
9roup: Roles pol Identity providers
0 0 3 0 0 My vecurity credentials
Manage your access keys, multi-factor authentication (MFA) and other
credentials
Tools 2

Policy simulator

The simulator evaluates the policies that you choose and determines
the effective permissians for each of the actions that you specity

Additional information &

Fig2. IAM

3.2 Creation of Webapp on deploying serverless environment:

The use of webapp was very critical component of proposed framework which enables real
time detection and prevention of event injection attacks. It involves setting up the web
application using the Django framework, integrating it with AWS services and ensuring that
it is safe and robust.

Fig3. WEBAPP dashboard



Login Page

+ Please enter a correct username and password. Note that both fields may
be case-sensitive.

Username*

‘OR"="

Password*

Figd. WEBAPP LOGIN

3.2.1 Setting up with Django framework
Django Installation and Project initiation:

django.config

® *.config files are supported by Rider

Fig5. Django

3.2.2 Integration with AWS Lambda:

Developed serverless functions using AWS lambda for handling the backend logic of web
application. The lambda function are written in language Python and designed for interact with
the Django app. Also processing incoming data events and executing the Isolation ForestML
model for anomaly detection.
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3.2.3 API gateway:
| used AWS API gateway for creating RESTful Api which has interface between web
application and Lambda functions. Also, It handles HTTP requests, passing through
lambda functions for processing and returning to the results of the web apps.
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3.2.4 Database Configuration With RDS:

3.2.4.1 RDS Setup:
| set up an Amazon RDS (Relational Database Service) instance with MYSQL. RDS provides



a managed database services which is scalable, secured and also integrates smoothly with
Django.
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Figs. RDS

file | have configured the RDS with credentials.

= django.config ¢ settings.py

In setting.p

]

WSGI_APPLICATION =

DATABASES = {
V4 e {

Fig9. SETTINGs



3.2.5 Integration with AWS Lambda as well as APl Gateway

Lambda Function: Developed serverless functions using AWS Lambda for handling backend
processing task, these functions are triggered by HTTP which is managed by gateway.
ZipApp: | used ZipApp package for bundling the Django app along with its dependencies
inthe AWS Lambda.

zappa_settings.json

{
vt

Figl10. ZAPPA

API Gateway

Resources AP actions ¥ Deploy API
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Method responte
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Request paths

Figll. API
API| Gateway:

Configured AWS API gateway for creating RESTful APIs which is the interface between the
frontend Django Application and backend of Lambda functions. It ensures that HTTP request
are routed appropriately to Lambda.



3.2.6 CloudWatch:

Amazon CloudWatch is a service in which it monitors applications and also responds for
performance changes, optimizes resource use, and provides insights into operational health
(AWS, 2018)
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Figl2 . SNS

3.2.7 Creation of ML model




t numpy np

sklearn.ensemble i IsolationForest

joblib

rng np.random.RandomState (42)
X * rng.rand
X_train np.r

X_test * rng.randn(

outliers rng.uniform(

train np.concatenate( [X_train, X_outlier

model IsolationForest(

model.fit(X_train)

joblib.dump(model,

@

13 . Model
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Test Cases Used:
Test Case 1:

Project

static

templates

training

@ .gitigr
data jsor
B db.sqiit

@ manage.py

requirements_old.txt

zappa_settings.json

README.md

Figl4 . Test case 1
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Test Case 2

Project
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@ urls.py
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Figl5 . Test case 2
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Figl6 . Test case 3
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