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Configuration Manual

1. Introduction

This research outlines the description of the dataset, hardware and software requirement, and
deployment in stages using Jupyter Notebook regarding the identification of SQL Injection
and XSS assaults.

2. Overview of the program

This project categorizes network access data in a bid to identify SQL Injection and XSS
threats. There are various phases out there such as data pre-processing, feature extraction,
modelling using CNN-RNN and Evaluation of output generated by the model.

3. Hardware/software requirements
3.1. Hardware production
The following hardware settings are recommended for smooth operation.

* Processor: Intel Core 15 or higher
* RAM: 4 GB or more

3.2. Software
The following software is required for the project:

» Jupyter Notebook: Used to run and write code.
* Anaconda: To manage the Python environment and dependencies.
* Google Colab: Used to run code and dependencies (Open Source Platform)

Version Requirements:

» Jupyter Notebook: Version 6.0 or later
* Anaconda: Version 2020.11 or later

Ensure that the necessary Python libraries are installed. These include pandas, numpy,
matplotlib, seaborn, scikit-learn, tensorflow, torch and tqdm.

4. The data set

The dataset is selected from Kaggle. The content of this dataset mainly constitutes some of
the labelled queries for training and testing sections using machine learning.

* Training data: Train.csv
» Testing data: Test.csv
* Validation data: Validation.csv

If using Jupyter Notebook then the datasets should be loaded in the project directory of
Jupyter..

5. Implementation of Project in Jupyter




Explanation of the Code

5.1. Import Libraries

import torch

import torch.nn as nn

import torch.optim as optim

from torch.utils.data import Dataloader, TensorDataset

import pandas as pd

from sklearn.metrics import accuracy_score, classification_report
from tensorflow.keras.preprocessing.text import Tokenizer

from tensorflow.keras.preprocessing.sequence import pad_sequences
from tqdm import tqdm

import time

import random

WARNING: tensorflow:From C:\Users\User\AppData\Roaming\Python\Python311\site-packages\keras\src\losses.py:2976: The name tf.losses.sparse_softmax_cross_en
tropy is deprecated. Please use tf.compat.vl.losses.sparse_softmax_cross_entropy instead.

» pandas: It is used for data analytics and data manipulation.

* numpy: This library is for numerical computations.

* matplotlib.pyplot: A visual library that supports creation of static, interactive or
animated plots.

» torch: It supports the building and training of the neural networks with the help of the
Py Torch library.

» seaborn: It helps in statistical data visualization.

* Tqdm: It presents various bar for training and evaluation of models.

5.2. Load and Inspect Data

import pandas as pd

# Loading a small portion of the data to inspect it
try:
train_df = pd.read_csv('Train.csv’, encoding="utf-8", nrows=100)
test_df = pd.read_csv('Test.csv’', encoding="'utf-8"', nrows=100)
validation_df = pd.read_csv('Validation.csv', encoding='utf-8"', nrows=100)
except pd.errors.ParserError as e:
print(f"Error loading Csv file: {e}™)

# Inspecting the data
print(train_df.head())
print(test_df.head())
print(validation_df.head())

Query Label
The film ‘Nightbreed®' is one of the best horro...
The story for Hare Rama Hare Krishna actually ...
1" where 6347 = 6347 union all select null,nul...
jk dvizer39amlwjiiumia9xrxdowuo87f 11@dcc d@ej...
2”1 ( select 'fdkl' where 4572 = 4572 uni...
Query Labe
A pretentious but - to varying degrees - watch...
Tamar-Mattis said organization supports Austr...
5337
SELECT * FROM nothing WHERE quick NOT LIKE "[s...
SELECT TOP 5@ PERCENT * FROM according SELECT ...
Query Labe
Genius or utter madness? That depends on your ...
Most who go to this movie will have an idea wh...
SELECT safe ( s ) FROM stranger
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* pd.read_csv: It reads the whole csv document and into data frames of pandas.

* head(): It displays the first few rows of the dataset. It can be modified by adding
numeric parameters, which when added will display only that number of first few
rows of the dataset.




5.3. Data Overview

[5]: train_df.info()

<class 'pandas.core.frame.DataFrame'>
RangeIndex: 100 entries, @ to 99

Data columns (total 2 columns):

# Column MNon-Null Count Dtype

@ Query 100 non-null object
1 Label 100 non-null inte4
dtypes: int64(1), object(l)
memory usage: 1.7+ KB

test_df.info()

<class 'pandas.core.frame.DataFrame'>
Rangelndex: 109 entries, @ to 99

Data columns (total 2 columns):

# Column Non-Null Count Dtype

® Query 100 non-null object
1 Label 10@ non-null int64
dtypes: int64(1), object(l)
memory usage: 1.7+ KB

validation_df.info()

<class 'pandas.core.frame.DataFrame'>
Rangelndex: 108 entries, @ to 99

Data columns (total 2 columns):

# Column Non-Null Count Dtype

@ Query 10@ non-null object
1 Label 100 non-null int64
dtypes: int64(1), object(l)
memory usage: 1.7+ KB

* info(): This method displays the information of all the three datasets including the null
and non null columns.

5.4. Data Visualization

Precision-Recall and ROC Curves




[22]: # Evaluating the model on the validation set

model.eval()

all_preds = []

all_labels = []

all_scores = []

with torch.no_grad():

for X_batch, y_batch in tqdm(validation_loader, desc="Evaluating"):

outputs = model(X_batch)
_, predicted = torch.max(outputs, 1)
all_preds.extend(predicted.cpu().numpy())
all_labels.extend(y_batch.cpu().numpy())
all_scores.extend(torch.nn.functional.softmax(outputs, dim=1)[:, 1].cpu().numpy())

# Calculating accuracy

accuracy = accuracy_score(all_labels, all_preds)
print(f'Validation Accuracy: {accuracy}')
print(classification_report(all_labels, all_preds))

# Plotting precision-recall curve
plot_precision_recall_curve(all_labels, all_scores)

# Plotting ROC curve
plot_roc_curve(all_labels, all_scores)

Precision-Recall Curve
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True Positive Rate

Receiver Operating Characteristic (ROC) Curve
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Precision-Recall Curves: It helps to evaluate the performance of the CNN-RNN

model at particular thresholds of precision and recall.
Roc Curve: It helps to visualize the true positive rates versus false positive rates.

Distributions of Predictions vs Actual




Distribution of Predictions vs Actual
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» sns.histplot(): It helps to plot and visualize the model’s performance comparatively by
visualizing the actual and predicted classes of the CNN-RNN model.
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XS5 Attack Queries
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*  Word Cloud: In Non attack class the word cloud visualizes the most common terms
from the queries whereas the XSS attack classes displays the most common terms.

5.5. Pre-processing

Sub -Setting the data

AR e

def create_subset(file_path, subset_size, chunk_size=10268):
subset_list = []
for chunk in pd.read_csv(file_path, encoding='utf-8", chunksize=chunk_size):
subset_list.append(chunk.sample(frac=subset_size / chunk_size, random_state=42))
if len(subset_1list) * chunk_size >= subset_size:
break
return pd.concat(subset_list).reset_index(drop=True)

# Defining subset sizes
train_subset_size = 10000
test_subset_size = 5000
validation_subset_size = 5000

# Creating subsets
- &

train_subset = create_subset('Train.csv’', train_subset_size)

test_subset = create_subset('Test.csv', test_subset_size)

validation_subset = create_subset('Validation.csv', validation_subset_size)
except pd.errors.ParserError as e:

print(f"Error creating subsets: {e}")

# Verifying the subset sizes

print(f"Train subset size: {len(train_subset);")
print(f"Test subset size: {len(test_subset)}™)
print(f"Validation subset size: {len(validation_subset);")

Train subset size: 10000
Test subset size: 5000

Validation subset size: 5080




» create_subset: This function creates a small part (subset of the data) so that it reduces
the load of the Kernel thereby focussing on the model performance.

Tokenization and Padding

from tensorflow.keras.preprocessing.text import Tokenizer
from tensorflow.keras.preprocessing.sequence import pad_sequences
import torch

# Combining subsets for tokenization
all_gueries = pd.concat([train_subset['Query'], test_subset['Query'], validation_subset['Query']], axis=0)

# Tokenizer and padding setup

tokenizer = Tokenizer()

tokenizer.fit_on_texts(all_gueries)

max_length = max([len(seq) for seq in tokenizer.texts_to_sequences(all_gueries)])

def preprocess_data(df, tokenizer, max_length):
sequences = tokenizer.texts_to_sequences(df[ 'Query'])
padded_sequences = pad_sequences(seguences, maxlen=max_length, padding='post')
labels = df['Label’].fillna(®@).astype(int).values
return padded_sequences, labels

X_train, y_train = preprocess_data(train_subset, tokenizer, max_length)
X_test, y_test = preprocess_data(test_subset, tokenizer, max_length)
X_validation, y_validation = preprocess_data(validation_subset, tokenizer, max_length)

» tokenizer: It helps to convert the data of the columns into its respective tokens or
sequences.
» Padding: Padding the data ensures its length in a uniform manner.

6. Model Architecture

CNN-RNN Model

10




import torch.nn as nn

class CNNRNNModel(nn.Module):
def _ init_ (self, vocab_size, embed_size, num_classes):

super(CNNRNNModel, self)._ init_ ()
self.embedding = nn.Embedding(vocab_size, embed_size)
self.conv = nn.Convld(in_channels=embed_size, out_channels=128, kernel_size=5)
self.pool = nn.MaxPoolld(kernel_size=2)
self.lstm = nn.LSTM(input_size=128, hidden_size=128, num_layers=2, batch_first=True)
self.fc = nn.Linear(128, num_classes)

def forward(self, x):
x = self.embedding(x).permute(@, 2, 1)
x = self.pool(torch.relu(self.conv(x))).permute(@, 2, 1)

X, _ = self.lstm(x)
x = self.fc(x[:, -1, :]1)
return x

# Instantiating model

vocab_size = len(tokenizer.word_index) + 1

embed_size = 10@

num_classes = 2

model = CNNRNMModel(vocab_size, embed_size, num_classes).to(device)

* CNNRNN Model: It is a hybrid model that combines both the CNN and LSTM layers
of the model for the sequential layers.

7. Model Evaluation and Training with accuracy

# Training Loop
num_epochs = 10
for epoch in range(num_epochs):
model.train()
total_loss = @
for X_batch, y_batch in tqdm(train_loader, desc=f"Epoch {epoch + 1}/{num_epochs}"):
optimizer.zero_grad()
outputs = model(X_batch)
loss = criterion(outputs, y_batch)
loss.backward()
optimizer.step()
total_loss += loss.item()

avg_loss = total_loss / len(train_loader)
print(f"Epoch {epoch + 1}, Loss: {avg_loss:.4f}")

Epoch 1/10: 100 | I | 513313 [04:43<00:00,
Epoch 1, Loss: ©.08561

o o A o o
Epoch 2, Loss: ©.0358

Epoch 3/10: 100%| I | 513/313 [03:50<00:09,
Epoch 3, Loss: ©.0261

Eooch 4/12: 100 | N, | GG G135 [e3:52<22:23,
Epoch 4, Loss: ©.8228

Epoch 5/10: 10%| N | 313/313 [04:14<00:00,
Epoch 5, Loss: ©.0195

Epoch 6/10: 100 | I | 513313 [04:05<00:00,
Epoch 6, Loss: ©.0188

-

.10it/s]

-

.34it/s]

=

.36it/s]

-

.36it/s]

=

.23it/s]

=

.26it/s]

R RSN
Epoch 7, Loss: ©.0207

Epoch 8/10: 1o0x | I | 513313 [03:43<00:00, 1.40it/s]

-

.35it/s]
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* Adam: It is an optimizer that adjusts the weights of the model.

Evaluating: 100% | EEEEEG— N | 157/157 [00:21<00:00, 7.44it/s]
Validation Accuracy: .97
precision recall fl-score support

Q 8.96 9.99 0.97 2581

1 0.98 0.95 0.97 2419

accuracy 0.97 5000
macro avg 8.97 8.97 0.97 5000
weighted avg 0.97 8.97 8.97 5000

» Classification report: It displays the 0.97 accuracy with the metrics like precision,
recall and f1 score.
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