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1. Introduction

This research outlines the description of the dataset, hardware and software requirement, and
deployment in stages using Jupyter Notebook regarding the identification of SQL Injection
and XSS assaults.

2. Overview of the program

This project categorizes network access data in a bid to identify SQL Injection and XSS
threats. There are various phases out there such as data pre-processing, feature extraction,
modelling using CNN-RNN and Evaluation of output generated by the model.

3. Hardware/software requirements

3.1. Hardware production

The following hardware settings are recommended for smooth operation.

• Processor: Intel Core i5 or higher
• RAM: 4 GB or more

3.2. Software

The following software is required for the project:

• Jupyter Notebook: Used to run and write code.
• Anaconda: To manage the Python environment and dependencies.
• Google Colab: Used to run code and dependencies (Open Source Platform)

Version Requirements:

• Jupyter Notebook: Version 6.0 or later
• Anaconda: Version 2020.11 or later

Ensure that the necessary Python libraries are installed. These include pandas, numpy,
matplotlib, seaborn, scikit-learn, tensorflow, torch and tqdm.

4. The data set

The dataset is selected from Kaggle. The content of this dataset mainly constitutes some of
the labelled queries for training and testing sections using machine learning.

• Training data: Train.csv
• Testing data: Test.csv
• Validation data: Validation.csv

If using Jupyter Notebook then the datasets should be loaded in the project directory of
Jupyter..

5. Implementation of Project in Jupyter
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Explanation of the Code

5.1. Import Libraries

• pandas: It is used for data analytics and data manipulation.
• numpy: This library is for numerical computations.
• matplotlib.pyplot: A visual library that supports creation of static, interactive or

animated plots.
• torch: It supports the building and training of the neural networks with the help of the

Py Torch library.
• seaborn: It helps in statistical data visualization.
• Tqdm: It presents various bar for training and evaluation of models.

5.2. Load and Inspect Data

• pd.read_csv: It reads the whole csv document and into data frames of pandas.
• head(): It displays the first few rows of the dataset. It can be modified by adding

numeric parameters, which when added will display only that number of first few
rows of the dataset.
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5.3. Data Overview

• info(): This method displays the information of all the three datasets including the null
and non null columns.

5.4. Data Visualization

Precision-Recall and ROC Curves
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• Precision-Recall Curves: It helps to evaluate the performance of the CNN-RNN
model at particular thresholds of precision and recall.

• Roc Curve: It helps to visualize the true positive rates versus false positive rates.

Distributions of Predictions vs Actual
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• sns.histplot(): It helps to plot and visualize the model’s performance comparatively by
visualizing the actual and predicted classes of the CNN-RNN model.

Word Cloud
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• Word Cloud: In Non attack class the word cloud visualizes the most common terms
from the queries whereas the XSS attack classes displays the most common terms.

5.5. Pre-processing

Sub -Setting the data
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• create_subset: This function creates a small part (subset of the data) so that it reduces
the load of the Kernel thereby focussing on the model performance.

Tokenization and Padding

• tokenizer: It helps to convert the data of the columns into its respective tokens or
sequences.

• Padding: Padding the data ensures its length in a uniform manner.

6. Model Architecture

CNN-RNN Model
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• CNNRNN Model: It is a hybrid model that combines both the CNN and LSTM layers
of the model for the sequential layers.

7. Model Evaluation and Training with accuracy
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• Adam: It is an optimizer that adjusts the weights of the model.

• Classification report: It displays the 0.97 accuracy with the metrics like precision,
recall and f1 score.



13

References:

[1] Zhang, W., Li, Y., Li, X., Shao, M., Mi, Y., Zhang, H., & Zhi, G. (2022). Deep Neural

Network‐Based SQL Injection Detection Method. Security and Communication Networks,

2022(1), 4836289.

https://onlinelibrary.wiley.com/doi/abs/10.1155/2022/4836289

[2] Krishnan, S. A., Sabu, A. N., Sajan, P. P., & Sreedeep, A. L. (2021). SQL injection

detection using machine learning. Revista Geintec-Gestao Inovacao E Tecnologias, 11(3),

300-310.

http://revistageintec.net/old/wp-content/uploads/2022/02/1939.pdf

[3]Kaur, J., Garg, U., & Bathla, G. (2023). Detection of cross-site scripting (XSS) attacks

using machine learning techniques: a review. Artificial Intelligence Review, 56(11), 12725-

12769.

https://www.researchgate.net/profile/Jasleen-Kaur-

15/publication/369476572_Detection_of_cross-

site_scripting_XSS_attacks_using_machine_learning_techniques_a_review/links/64a17c328

de7ed28ba6c232d/Detection-of-cross-site-scripting-XSS-attacks-using-machine-learning-

techniques-a-

review.pdf?origin=journalDetail&_tp=eyJwYWdlIjoiam91cm5hbERldGFpbCJ9

[4]Habibi, G., & Surantha, N. (2020, August). XSS attack detection with machine learning

and n-gram methods. In 2020 International conference on information management and

technology (ICIMTech) (pp. 516-520). IEEE.

https://ieeexplore.ieee.org/abstract/document/9210946/

[5]Nair, S. S. (2024). Securing Against Advanced Cyber Threats: A Comprehensive Guide to

Phishing, XSS, and SQL Injection Defense. Journal of Computer Science and Technology

Studies, 6(1), 76-93.

https://www.al-kindipublisher.com/index.php/jcsts/article/view/6537

[6]Bhardwaj, A., Chandok, S. S., Bagnawar, A., Mishra, S., & Uplaonkar, D. (2022,

September). Detection of cyber attacks: XSS, sqli, phishing attacks and detecting intrusion

using machine learning algorithms. In 2022 IEEE Global Conference on Computing, Power

and Communication Technologies (GlobConPT) (pp. 1-6). IEEE.

https://onlinelibrary.wiley.com/doi/abs/10.1155/2022/4836289
http://revistageintec.net/old/wp-content/uploads/2022/02/1939.pdf
https://www.researchgate.net/profile/Jasleen-Kaur-15/publication/369476572_Detection_of_cross-site_scripting_XSS_attacks_using_machine_learning_techniques_a_review/links/64a17c328de7ed28ba6c232d/Detection-of-cross-site-scripting-XSS-attacks-using-machine-learning-techniques-a-review.pdf?origin=journalDetail&_tp=eyJwYWdlIjoiam91cm5hbERldGFpbCJ9
https://www.researchgate.net/profile/Jasleen-Kaur-15/publication/369476572_Detection_of_cross-site_scripting_XSS_attacks_using_machine_learning_techniques_a_review/links/64a17c328de7ed28ba6c232d/Detection-of-cross-site-scripting-XSS-attacks-using-machine-learning-techniques-a-review.pdf?origin=journalDetail&_tp=eyJwYWdlIjoiam91cm5hbERldGFpbCJ9
https://www.researchgate.net/profile/Jasleen-Kaur-15/publication/369476572_Detection_of_cross-site_scripting_XSS_attacks_using_machine_learning_techniques_a_review/links/64a17c328de7ed28ba6c232d/Detection-of-cross-site-scripting-XSS-attacks-using-machine-learning-techniques-a-review.pdf?origin=journalDetail&_tp=eyJwYWdlIjoiam91cm5hbERldGFpbCJ9
https://www.researchgate.net/profile/Jasleen-Kaur-15/publication/369476572_Detection_of_cross-site_scripting_XSS_attacks_using_machine_learning_techniques_a_review/links/64a17c328de7ed28ba6c232d/Detection-of-cross-site-scripting-XSS-attacks-using-machine-learning-techniques-a-review.pdf?origin=journalDetail&_tp=eyJwYWdlIjoiam91cm5hbERldGFpbCJ9
https://www.researchgate.net/profile/Jasleen-Kaur-15/publication/369476572_Detection_of_cross-site_scripting_XSS_attacks_using_machine_learning_techniques_a_review/links/64a17c328de7ed28ba6c232d/Detection-of-cross-site-scripting-XSS-attacks-using-machine-learning-techniques-a-review.pdf?origin=journalDetail&_tp=eyJwYWdlIjoiam91cm5hbERldGFpbCJ9
https://www.researchgate.net/profile/Jasleen-Kaur-15/publication/369476572_Detection_of_cross-site_scripting_XSS_attacks_using_machine_learning_techniques_a_review/links/64a17c328de7ed28ba6c232d/Detection-of-cross-site-scripting-XSS-attacks-using-machine-learning-techniques-a-review.pdf?origin=journalDetail&_tp=eyJwYWdlIjoiam91cm5hbERldGFpbCJ9
https://ieeexplore.ieee.org/abstract/document/9210946/
https://www.al-kindipublisher.com/index.php/jcsts/article/view/6537


14

https://ieeexplore.ieee.org/abstract/document/9938367/

[7]Qbea'h, M., Alrabaee, S., & Mouheb, D. (2020). An analytical scanning technique to

detect and prevent the transformed SQL injection and XSS attacks. In 6th International

Conference on Information Systems Security and Privacy, ICISSP 2020 (pp. 603-610).

SciTePress.

https://nchr.elsevierpure.com/en/publications/an-analytical-scanning-technique-to-detect-and-

prevent-the-transf

[8]Alsaffar, M., Aljaloud, S., Mohammed, B. A., Al-Mekhlafi, Z. G., Almurayziq, T. S.,

Alshammari, G., & Alshammari, A. (2022). Detection of Web Cross-Site Scripting (XSS)

Attacks. Electronics, 11(14), 2212.

https://www.mdpi.com/2079-9292/11/14/2212

[9]Choudhary, R. R., Verma, S., & Meena, G. (2021, December). Detection of SQL injection

attack using machine learning. In 2021 IEEE international conference on technology,

research, and innovation for betterment of society (TRIBES) (pp. 1-6). IEEE.

https://ieeexplore.ieee.org/abstract/document/9751616/

[10]Abikoye, O. C., Abubakar, A., Dokoro, A. H., Akande, O. N., & Kayode, A. A. (2020).

A novel technique to prevent SQL injection and cross-site scripting attacks using Knuth-

Morris-Pratt string match algorithm. EURASIP Journal on Information Security, 2020, 1-14.

https://link.springer.com/article/10.1186/s13635-020-00113-y

[11]Stiawan, D., Bardadi, A., Afifah, N., Melinda, L., Heryanto, A., Septian, T. W., ... &

Budiarto, R. (2023). An Improved LSTM-PCA Ensemble Classifier for SQL Injection and

XSS Attack Detection. Computer Systems Science & Engineering, 46(2).

https://cdn.techscience.cn/files/csse/2023/TSP_CSSE-46-

2/TSP_CSSE_34047/TSP_CSSE_34047.pdf

[12]Muslihi, M. T., & Alghazzawi, D. (2020, October). Detecting SQL injection on web

application using deep learning techniques: a systematic literature review. In 2020 Third

International Conference on Vocational Education and Electrical Engineering (ICVEE) (pp.

1-6). IEEE.

https://ieeexplore.ieee.org/abstract/document/9938367/
https://nchr.elsevierpure.com/en/publications/an-analytical-scanning-technique-to-detect-and-prevent-the-transf
https://nchr.elsevierpure.com/en/publications/an-analytical-scanning-technique-to-detect-and-prevent-the-transf
https://www.mdpi.com/2079-9292/11/14/2212
https://ieeexplore.ieee.org/abstract/document/9751616/
https://link.springer.com/article/10.1186/s13635-020-00113-y
https://cdn.techscience.cn/files/csse/2023/TSP_CSSE-46-2/TSP_CSSE_34047/TSP_CSSE_34047.pdf
https://cdn.techscience.cn/files/csse/2023/TSP_CSSE-46-2/TSP_CSSE_34047/TSP_CSSE_34047.pdf


15

https://cdn.techscience.cn/files/csse/2023/TSP_CSSE-46-

2/TSP_CSSE_34047/TSP_CSSE_34047.pdf

[13]Muslihi, M. T., & Alghazzawi, D. (2020, October). Detecting SQL injection on web

application using deep learning techniques: a systematic literature review. In 2020 Third

International Conference on Vocational Education and Electrical Engineering (ICVEE) (pp.

1-6). IEEE.

https://ieeexplore.ieee.org/abstract/document/9243198/

[14]Farea, A. A., Wang, C., Farea, E., & Alawi, A. B. (2021, December). Cross-site scripting

(XSS) and SQL injection attacks multi-classification using bidirectional LSTM recurrent

neural network. In 2021 IEEE International Conference on Progress in Informatics and

Computing (PIC) (pp. 358-363). IEEE.

https://ieeexplore.ieee.org/abstract/document/9687064/

[15]Schoenborn, J. M., & Althoff, K. D. (2021). Detecting SQL-Injection and Cross-Site

Scripting Attacks Using Case-Based Reasoning and SEASALT. In LWDA (pp. 66-77).

https://ceur-ws.org/Vol-2993/paper-07.pdf

[16]Cui, Y., Cui, J., & Hu, J. (2020, February). A survey on xss attack detection and

prevention in web applications. In Proceedings of the 2020 12th International Conference on

Machine Learning and Computing (pp. 443-449).

https://dl.acm.org/doi/abs/10.1145/3383972.3384027

[17]Nasereddin, M., ALKhamaiseh, A., Qasaimeh, M., & Al-Qassas, R. (2023). A systematic

review of detection and prevention techniques of SQL injection attacks. Information Security

Journal: A Global Perspective, 32(4), 252-265.

https://www.tandfonline.com/doi/abs/10.1080/19393555.2021.1995537

[18]Tadhani, J. R., Vekariya, V., Sorathiya, V., Alshathri, S., & El-Shafai, W. (2024).

Securing web applications against XSS and SQLi attacks using a novel deep learning

approach. Scientific Reports, 14(1), 1803.

https://www.nature.com/articles/s41598-023-48845-4

[19]Rahul, S., Vajrala, C., & Thangaraju, B. (2021, November). A novel method of honeypot

inclusive WAF to protect from SQL injection and XSS. In 2021 International Conference on

https://cdn.techscience.cn/files/csse/2023/TSP_CSSE-46-2/TSP_CSSE_34047/TSP_CSSE_34047.pdf
https://cdn.techscience.cn/files/csse/2023/TSP_CSSE-46-2/TSP_CSSE_34047/TSP_CSSE_34047.pdf
https://ieeexplore.ieee.org/abstract/document/9243198/
https://ieeexplore.ieee.org/abstract/document/9687064/
https://ceur-ws.org/Vol-2993/paper-07.pdf
https://dl.acm.org/doi/abs/10.1145/3383972.3384027
https://www.tandfonline.com/doi/abs/10.1080/19393555.2021.1995537
https://www.nature.com/articles/s41598-023-48845-4


16

Disruptive Technologies for Multi-Disciplinary Research and Applications (CENTCON)

(Vol. 1, pp. 135-140). IEEE.

https://ieeexplore.ieee.org/abstract/document/9688059/

[20]Chen, D., Yan, Q., Wu, C., & Zhao, J. (2021). Sql injection attack detection and

prevention techniques using deep learning. In Journal of Physics: Conference Series (Vol.

1757, No. 1, p. 012055). IOP Publishing.

https://iopscience.iop.org/article/10.1088/1742-6596/1757/1/012055/meta

[21]Arock, M. (2021, February). Efficient detection of SQL injection attack (SQLIA) Using

pattern-based neural network model. In 2021 International conference on computing,

communication, and intelligent systems (ICCCIS) (pp. 343-347). IEEE.

https://ieeexplore.ieee.org/abstract/document/9397066/

[22]Sivasangari, A., Jyotsna, J., & Pravalika, K. (2021, June). SQL injection attack detection

using machine learning algorithm. In 2021 5th International Conference on Trends in

Electronics and Informatics (ICOEI) (pp. 1166-1169). IEEE.

https://ieeexplore.ieee.org/abstract/document/9452914/

[23]Tanakas, P., Ilias, A., & Polemi, N. (2021, December). A novel system for detecting and

preventing SQL injection and cross-site-script. In 2021 International Conference on Electrical,

Computer and Energy Technologies (ICECET) (pp. 1-6). IEEE.

https://ieeexplore.ieee.org/abstract/document/9698688/

[24]Yadav, A. K., & Kumar, A. (2022). String matching algorithm based filter for preventing

SQL injection and XSS attacks. In Inventive Computation and Information Technologies:

Proceedings of ICICIT 2021 (pp. 793-807). Singapore: Springer Nature Singapore.

https://link.springer.com/chapter/10.1007/978-981-16-6723-7_59

[25]Marashdeh, Z., Suwais, K., & Alia, M. (2021, July). A survey on sql injection attack:

Detection and challenges. In 2021 International Conference on Information Technology

(ICIT) (pp. 957-962). IEEE.

https://ieeexplore.ieee.org/abstract/document/9491117/

https://ieeexplore.ieee.org/abstract/document/9688059/
https://iopscience.iop.org/article/10.1088/1742-6596/1757/1/012055/meta
https://ieeexplore.ieee.org/abstract/document/9397066/
https://ieeexplore.ieee.org/abstract/document/9452914/
https://ieeexplore.ieee.org/abstract/document/9698688/
https://link.springer.com/chapter/10.1007/978-981-16-6723-7_59
https://ieeexplore.ieee.org/abstract/document/9491117/

	6. Model Architecture

