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1 Introduction

This project deals with the implementation of a secured SDN environment using GNS3,
Open vSwitch, and the Ryu controller. Much attention will be paid to securing OpenFlow
communications between the controller and network switches with TLS encryption. Setting
up these instances of OVS, including a DHCP server for dynamic assignment of IP addresses
and Network Address Translation to join devices to the internet, is explained. It is also highly
reflected that the sensitivity of the network to configuration change is very high; therefore, its
setting should be done precisely and accurately to avoid instability. This work uses GNS3 for
simulation; therefore, it not only shows the practicality of implementing SDN but gives
paramount importance to secure controller-switch communication against any possible
network threats and assures reliable network performance.

2 Tools utilized

Below is the list of all tools used in this project:

i) GNS3: This is a network simulation tool that was used to design and test the SDN
topology.

i) Open vSwitch (OVS): Virtual switch software, which has been used to create and
manage Virtual network switches.

iii) Ryu Controller: SDN controller software, used to control the network and manage it
using the OpenFlow protocol.

iv) tcpdump: A network packet analyzer that captured the network traffic for analysis.

v) Wireshark: This is a network protocol analyzer used for capturing and inspecting
traffic. In particular, it comes in handy in verifying encrypted communication.

vi) OpenSSL: An SSL/TLS toolkit for generating and managing SSL certificates for
securing the communication between the Ryu controller and instances of OVS.

vii) QEMU: This is a virtual machine emulator. It permits running virtual machines within
GNS3 to host OVS instances.

viii)  Python: A programming language employed for scripting and running the Ryu
controller application.

ix) Linux Shell/Terminal: This is the command-line interface for the configuration of
devices, execution of commands, and management of network settings.

X) DHCP Server: Any software or service configured to automatically provide IP
addresses to devices for a particular network.

xi) Router Configuration Tools: Tools helping in setting configurations on virtual routers
in GNS3 relating to routing, NAT, and others.

xil)HTTP Server (Python SimpleHTTPServer): The temporary web server utilized in
transferring files—Iike certificates SSL—between devices in the network.
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3 Screenshots
Screenshot 1: GNS3 installation process.

[l % gns3.com

[Documentation Community Marketplace Academy

The software that empowers
network professionals

Join the world's largest community of network professionals who rely on GNS3 to

build better networks, share ideas and make connections.

& Free Download (® Watch Video

Name - Date modified Type Size
@ GNS3-2.2.48.1-all-in-one-regular 8/5/2024 410 PM Application 110,152 KB

E- VMware-workstation-full-17.5.2-23 8/5/2024 4:47 PM Application 633,101 KB
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Screenshot 2: Creating a new project in GNS3.
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Screenshot 3: Adding network devices to the GNS3 workspace.
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Screenshot 4: Accessing the OVS VM console.
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Open vSwitch is a production quality, multilayer virtual switch licensed under the open source
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Screenshot 5: Installing Open vSwitch on the VM.

8 Preferences ? X
General | Qemu VM templates
Server
GNS3 VM = Jinux ~ General
Template name: linux
Packet capture & ovswitch = Template ID: 4d6a9222-cda6-4e40-a813-b489acddffed
~ Built-in Default name format: {name}-{0}
Ethernet hubs Server. GNS3 VM (GNS3 VM)
Ethernet switches Console type: telnet
Auto start console:  False
Cloud nodes
CPUs: 1
~VPCS Memory: 256 MB
VPCS nodes Linked base VM: True
- Dynamips QEMU binary: gemu-system-x86_64
10S routers ” Hard disks
Disk image (hda): ubuntu-24.04-live-server-amdé4.iso
7105 on UNIX Disk interface (hda): ide
I0U Devices ~ Network
~QEMU Adapters: 1
Name format: Ethernet{0}
(.:lemu - Type: e1000
~ VirtualBox ~ Optimizations
VirtualBox VMs CPU throttling: disabled
~VMware Pro.cEess priori‘Ey: normal
VMware VMs ~ Additional options
On close: power_off
~ Docker
Docker containers
New Copy Edit Delete
oK Apply

Screenshot 6: Creating a bridge and addin
2024 - T21 1
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rents never hit
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port named eth® alre
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port named eth2 alre

l tl

t create a port named eth3 a port eth3 alre

(I already did the configurations hence the warning feedback)



Screenshot 7: Installing Ryu using pip.

Eth[:/ \Ethﬂ‘ \ tho
e
;JEOpen\'Switch-l % OpenvSwitch-2 % OpenvSwitch-3
ethl

eth1 eth2

f eth2 eth2

e
PCY

[+1 osboxes@osboxes: ~/Desktop Q =

Requirement already satisfied: ryu in fusr/local/lib/python3.8/dist-packages (4.

34)

Requirement already satisfied: routes in fusr/local/lib/python3.8/dist-packages
(from ryu) X£2.5.1)

Requirement already satisfied: oslo.config>=2.5.0 in /fusr/local/lib/python3.8/di

st-packages (from ryu) (9.5.0)

Requirement already satisfied: netaddr in fusr/local/lib/python3.8/dist-packages
(from ryu) (1.3.0)

Requirement already satisfied: six>=1.4.0 in Jfusr/lib/python3/dist-packages (fro

mryu) (1.14.0)

Requirement already satisfied: eventlet!=6.18.3,!=0.20.1,!=0.21.0,!=0.23.0,>=0.1

8.2 Ln fhomefosboxesf 1nf=1"1b/python3 8/site- packages (from ryu) (06.30. 2)

Requirement C sfied: webob>=1.2 in Jfusr/local/lib/python3.8/dist-packa
ges (from ryu) (1. B ?)

Screenshot 8: Creating and running the Ryu application.
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osboxes@osboxes: ~/Desktop

st-packages (from oslo.i18n>=3.15.3->o0slo.config>=2.5.0->ryu) (6.0.0)

Requirement already satisfied: wrapt>=1.7.0 in /usr/local/lib/python3.8/dist-pac|

kages (from debtcollector>=1.2.0->oslo.config>=2.5.0->ryu) (1.16.0)
: S

S

S

S

$ ryu-manager --ofp-tcp-listen-port 6653 ryu.app.rest_f]

irewall

loading app ryu.app.rest_firewall

loading app ryu.controller.ofp_handler

e Lnstantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_firewall of RestFirewallAPI

instantiating app ryu.controller.ofp_handler of OFPHandler

2118) wsgi starting up on http://0.0.0.0:8080

dev
built-in>"

dalone

enable:

Screenshot 10: Generating SSL certificates.
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Activities =) Terminal Aug 11 17:49

M root@osboxes: /home/osboxes/Desktop

I

147 1s
148 cd /etc/ryu
149 1s
150 cp ca-cert.pem /usr/local/lib/python3.8/dist-packages/ryu/app
151 cd /Jusr/local/lib/python3.8/dist-packages/ryu/app
152 openssl x509 -req -in ovsl-req.pem -CA ca-cert.pem -CAkey ca-key.pem -CAcreateserial -out
ovsl-cert.pem -days 365
153 1s
154 openssl genpkey -algorithm RSA -out ovs2-key.pem
155 openssl req -new -key ovs2-key.pem -out ovs2-req.pem
156 openssl x509 -req -in ovs2-req.pem -CA ca-cert.pem -CAkey ca-key.pem -CAcreateserial -out
karaf- ovs2-cert.pem -days 365
157 openssl genpkey -algorithm RSA -out ovs3-key.pem
158 openssl req -new -key ovs3-key.pem -out ovs3-req.pem
159 openssl x509 -req -in ovs3-req.pem -CA ca-cert.pem -CAkey ca-key.pem -CAcreateserial ~out|
ovs3-cert.pem -days 365
160 openssl genpkey -algorithm RSA -out ovs4-key.pem
kar 161 openssl req -new -key ovs4-key.pem -out ovs4-req.pem

(I pulled all these commands from the past by running the command #history)

Screenshot 11: Distributing certificates to OVS instances.
rstp_enable : T
rstp_status
sflow
status
stp_enable
OpenvSwitch-2:/
OpenvSwitch-2
OpenvSwitch-2:/ Jfetc/openvswitch/
OpenvSwitch-2: fetc/openvswitch$ 1s
1 conf.db init.sh
OpenvSwitch-2: /etc/openvswitch$ D

Sl —
solarwinds = | Solar-PuTTY

Screenshot 12: Configuring SSL on OVS
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Screenshot 13: Modifying Ryu controller for TLS.



Activities () Terminal Aug 11 17:58

M root@osboxes: /usr/local/lib/python3.8/dist-packages/ryu/app Q
f cNonanoas  tlsswitchpy

ryu.ofproto ofproto_vi1_3
ryu.lib.mac haddr_to_bin
ryu.lib.packet packet
ryu.lib.packet ethernet
ryu.lib.packet ether_types

Simpleswitch(app_manager.RyuApp):
OFP_VERSIONS = [ofproto_vi_3.0FP_VERSION]

(s?ﬂf, *args, **kwargs):
super(SimpleSwitch, self).__init__(*args, **kwargs)
self.mac_to_port = {}

.Cre fault_context(ssl.Purpose.CLIENT_AUTH)
cert _chain(certfile= , keyfile=
1tions( )
ss1.CERT_REQUIRED

(self, datapath, in_port, dst, src, actions):
ofproto = datapath.ofproto

l match = datapath.ofproto_parser.0OFPMatch(

Q¢ Get Help Q¢ Write Out Qi Where Is gy Cut Text a8 Justify g€ Cur Pos
R Exit Wil Read File M| Replace WY Paste Text Ml To Spell Wl Go To Line

Screenshot 14: Wireshark capture showing encrypted traffic.
Wireshark - Packet 1907 - -

Frame 1987: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface -, id @
Ethernet II, Src: fe:d7:f8:09:3b:45 (fe:d7:f8:09:3b:45), Dst: Oc:34:5a:2c:00:00 (0c:34:5a:2c:00:00)
Internet Protocol Version 4, Src: 192.168.1.55, Dst: 192.168.1.7
Transmission Control Protocol, Src Port: 35598, Dst Port: 6653, Seq: 1, Ack: 1, Len: 16
OpenFlow 1.3
Version: 1.3 (@xe4)
Type: OFPT_HELLO (@)
Length: 16
Transaction ID: 27
» Element




Ethernet 3
Intern "ot 192.168.1.52, Dst: 192
Port: 55136, Dst Por

[Severity level: Warning]
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