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User Manual for the Powerhouse Security Tool for a Secure 

Smart Dwelling 
By Richard Sosinski  

x22236520 

1.0)  Prerequisites: 

1. Raspberry Pi 

2. SD card 32-64 GB 

3. SD card Reader 

4. Network Switch 

5. Home Router connecting to the internet 

6. Mouse and Keyboard 

7. USB (optional) 

8. Monitor/TV for display 

9. Ethernet Cable x1 

2.0) Diagram of Network 

 
Image 2.1 Network Diagram 

1. Connect Raspberry Pi to Switch 

2. Connect Wired devices to the switch 

3. Connect wireless devices to the main network 

4. For all wireless devices set the default route and DNS settings as the Raspberry Pi’s static IP 

5. Set Raspberry Pi as the DHCP server on home router (unique to every router) 

6. Connect Home router to the switch 
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DHCP should be working for everything on the network however, there was no testing done to try and see if the 

router’s DHCP settings are changed they would comply with the Raspberry Pi’s settings. There is no reason 

why it should not however, there are precautions there in case it does not work. 

3.0) Setting up the Raspberry Pi 
The setup of the Raspberry Pi should not take too long as most of the steps are not too complicated and require 

little to no technical knowledge. If the user is more advanced then they can modify these steps accordingly.  

3.1)  Step 1 Install the OS on the Raspberry Pi 

This step requires the use of a computer to install the raspberry pi imager tool which helps in installation of the 

Raspbian image(Raspberry Pi Team, 2024a). This is a graphic tool meaning everything necessary is just buttons.  

 
Image 3.1.1 Raspberry Pi imager first opening 
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Image 3.1.2 Raspberry pi Imager chosen options 

The operating system is suggested to be Raspberry Pi OS 64 bit, this is what this user manual will cover 

however, the raspberry pi device is the one the user has bought for themselves. After that the installer will 

prompt you to setup more settings, fill out the settings accordingly, these include settings like hostname, 

password, ssh, etc. These settings are user dependant however, they can be changed later if problems arise.  

Once this is completed eject the SD card and slide it into the Raspberry pi connect the Raspberry Pi correctly 

and turn it on. Make sure that before turning it on the keyboard and mouse are connected as well as the HDMI to 

the display otherwise the user will not be able to make any changes or continue with this manual. It is also 

recommended that the ethernet cable is connected to the Raspberry pi and the other end to the switch (Raspberry 

Pi Team, 2024b). 

3.2) Step 2 Setting up the network settings 

This step will cover how to setup a static IP address and turn on packet forwarding. 

The first step is to setup the static IP address, this is done using the Network Manager tool built into Raspberry 

Pi OS (Raspbian as it will be called throughout this manual). To access the tool open the command prompt and 

type in “nmtui”.  

1. Open “nmtui” 

 

2. Navigate to “Edit a connection” using the keyboard 

3. Press enter to enter “Wired connection 1” 

4. Change the setting of “IPv4 CONFIGURATION” from DHCP to Manual 

5. Change the IP address to 192.168.1.x/24 assuming the network is running on that address 

range 

6. Change the Gateway and DNS servers to the Router 

7. Scroll down and press Exit 

8. Navigate to “Activate a connection” 

9. Press “Enter” once to turn off “Wired connection 1” 

10. Press “Enter” once more to turn it back on 
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The static IP address has now been setup and it can be confirmed using the “ip address” command built into 

Linux.  

The following images are the steps visualised: 

 
Image 3.2.1 entering network manager 

 
Image 3.2.2 Network manager user interface 
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Image 3.2.3 Edit a connection options  

 
Image 3.2.4 Sample of settings for Wired Connection 1 
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Image 3.2.5 Turning the network device off and on 

 
Image 3.2.6 Confirmation of the IP setup 

The next series of steps will show how to setup packet forwarding (User Icarus_Radio, 2021). 

1. Open command prompt 

2. Type in “sudo nano /etc/sysctl.conf” 

3. Add the following argument “net.ipv4.ip_forward=1” 

4. Press “CTRL S” to save 

5. Press “CTRL X” to exit 

6. Type “sudo sysctl -p” 

7. Reboot the Raspberry Pi by typing in “reboot” 
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The packet forwarding has now been setup. This allows the Raspberry Pi to act as an intermediary between the 

host devices and the router, this is necessary otherwise the firewall, IPS and Zeek (if chosen to install) will not 

work correctly. As well as that if this setting is not setup the Raspberry Pi will not be able to work as a default 

route for the devices and the packets will be dropped and the hosts will not have a network connection. 

Below are the steps visualised: 

 
Image 3.2.7 Entering the sysctl.conf file 

 
Image 3.2.8 Adding the argument into the file 
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Image 3.2.9 Confirmation of argument in file 

 
Image 3.2.10 system reboot 

4.0) Setting up the Applications 
It is highly recommended to use the easy installation script created and can be accessed by following this link: 

https://github.com/Diickie/MSc-Degree-Project. The files are compressed, and the user should download the file 

preferably on the desktop as that is where this user manual will show examples.  

https://github.com/Diickie/MSc-Degree-Project
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4.1) Using the easy install script to install Suricata and UFW with a basic 

configuration 

1. Download the .zip file 

2. Unzip the file on the Desktop 

3. Open command terminal 

4. Navigate into the folder on the desktop using the “cd” function 

5. Run the script using the following command “sudo python3 installerSystem.py” 

6. Wait for the script to finish and the Raspberry Pi to reboot 

7. Ensure the applications are enabled by using “sudo systemctl status x” x being either Suricata 

or UFW 

This step installs the firewall UFW and IPS Suricata. The installation provides a basic configuration, and it 

should work straight out of the box. To test attempt to ping outside of the network for example 8.8.8.8 or 

attempting to do a speed test. If there are any issues or if a more advanced user wants to create their own rules 

use these guides for more information: 

1. https://www.digitalocean.com/community/tutorials/how-to-set-up-a-firewall-with-ufw-on-

debian - UFW guide 

2. https://www.digitalocean.com/community/tutorials/how-to-install-suricata-on-debian-11 - 

Suricata guide 

3. https://www.digitalocean.com/community/tutorials/how-to-configure-suricata-as-an-

intrusion-prevention-system-ips-on-debian-11 - Suricata as IPS guide 

As well as that if there are any issues regarding connection check the NFQUEUE settings for both Suricata and 

UFW. For UFW this can be found in the file called “before” and for Suricata 

“/etc/systemd/system/suricata.service.d/override.conf”.  

 
Image 4.1.1 Extraction of files to Desktop 

 
Image 4.1.2 Moving to “AutoInstaller” folder 

https://www.digitalocean.com/community/tutorials/how-to-set-up-a-firewall-with-ufw-on-debian
https://www.digitalocean.com/community/tutorials/how-to-set-up-a-firewall-with-ufw-on-debian
https://www.digitalocean.com/community/tutorials/how-to-install-suricata-on-debian-11
https://www.digitalocean.com/community/tutorials/how-to-configure-suricata-as-an-intrusion-prevention-system-ips-on-debian-11
https://www.digitalocean.com/community/tutorials/how-to-configure-suricata-as-an-intrusion-prevention-system-ips-on-debian-11
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Image 4.1.3 Running the simple installer script 

 
Image 4.1.4 Script running successfully 

 
Image 4.1.5 Checking if processes are running successfully 
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4.2)  Installing Pi-Hole 
The Pi-Hole installation is very nice to install. It is however not gotten through the “apt install” method rather 

the user has to install it using “curl -sSL https://install.pi-hole.net | bash” which is an automated installer other 

options are available on the official website (Pi-Hole Team, 2024) 

The installation is done through a graphic interface and the screenshots below will show what the settings 

should look like for the sample network used in this user manual (Pi-Hole Team, 2024). 

 
Image 4.2.1 Command used for installation 

 
Image 4.2.2 Information first page of installer 

 
Image 4.2.3 Donation page can be ignored  
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Image 4.2.4 Static IP has already been set continue 

 
Image 4.2.5 Choosing interface 

 
Image 4.2.6 Skip this step 
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Image 4.2.7 Choose DNS this manual uses Google 

 
Image 4.2.8 Installing third party ad lists 

 
Image 4.2.9 Installing Graphic Interface through a browser 



14 
 

 

 
Image 4.2.10 Installing a web server to be able to run the graphic interface 

 
Image 4.2.11 Enable logging  

 
Image 4.2.12 Choosing the option to be able to see traffic (choosing which log to view) 



15 
 

 

 
Image 4.2.13 Final page from setup showing how to login and what password to use 

 
Image 4.2.14 Changing password for logging in 

 

4.3)  Installing Zeek 
Zeek can be very temperamental and, when attempting to re-trace the steps taken to install the application but 

this time it failed. This step is not necessary for the final device, this is just an additional way of adding another 

layer of security. Zeek is an IDS so it would only inform the user that an attack is happening however, there is 

an IPS (Suricata) which will stop the attack from happening. What can be done instead could be running 

Wireshark as they both work as network analysers, but Zeek would be doing it without consuming too many 

resources rather than Wireshark looking at every packet coming in.  

The guide which should be used for this installation if wanted to and it is recommended for more advanced users 

can be found here (Github user devnull-hub, 2023) . 
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4.4)  Using the Backup System Script 
The backup system script works as a way to backup the whole raspberry pi into one file (Ubuntu Team, 2024). 

This is recommended to be done once after all test to make sure everything is working is done and after that it 

should be done monthly.  

1. Make the directory/folder where the backups are going to be stored for example 

“/home/x/backups” 

2. Change the value of “DEST_FOLDER” in the “backup.sh” file so that it reflects the directory 

of the backups 

3. Check permissions of the backup file using “ls -la” it should come with “rwxrwxrwx”  

4. If permissions are incorrect run “sudo chmod 777 backup.sh” 

5. Once that is completed run the script by using the following “sudo ./backup.sh” 

6. The file will be created in the format of “hostname-day.tar” 

7. It is highly suggested that the file is then exported to a USB as well as a cloud storage service 

like OneDrive or Google Drive 

 
Image 4.4.1 Checking permissions of backup.sh 

 
Image 4.4.2 Adding permissions to backup.sh 
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Image 4.4.3 How to access text editor 

 
Image 4.4.4 Adding correct value to DEST_FOLDER 

 
Image 4.4.5 Backup script finished running the error can be ignored 
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