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A Single Board Computer Based Solution for Smart
Home Network Security
Richard Sosinski
22236%0

Abstract
Smart Home Network Security is meimportant dued the valuable datthatis collected by the
devices. Network securitiocks the dors so hackers cannot get it and steal the daiféerent
security applicationdased on a Raspberry Pi are coredato deide which is the most optimal
choice.An IPS, firewall, DNS @che and DHCP serverslp in improving the security. Making sure
that the devicean run and perform the security functions is of utmost importemeasure the user
keeps usinghe device as well as have the protection runniitgg applications shouldebrunning
together on one device due to the bendiitghlighted and theower costs.Costs are also hig
motivation for this project as a Raspberry Pi device is much chebhperaspecialised security
device.lt is also immrtant toprove the Raspberry Pi can run thecurity applications due to the
inherited limitations like a single ethernet port and ARM based processor.

1 Introduction

The question this paper aims to answer [
accomplished using a single board computer and best practices to avoid ekiezaiz!
without sacrificing network speeds and having poor performance on the single board
c 0 mp u(RighardSosinski, 2024b)

This research proje@tsbjectives are to research possible options for a security device based
on a single board computer like a Raspberry Pi which focuses on smart homes and the
external threats associated with such a solu(Richard Sosinski, 2024a)The main
objective is to create an everything in one solution for the network to be able to defend the
network while not sacrificing too much network speedisecondary objective is to find out

if it is more effective to have each solution be spread out over multiple devices or have one
central deviceln recent years the popularity of smart homes e increasing steadily,
especially due to the acceptance of working from home and this increase can be accredited to
the COVID-19 pandemig¢Barry Elad, 2023)With this increase in smart homes there is also

an increase in attacks on smart horassvell as the inherent lack of security in most loT
devices(Lee, Zappaterra, Kwanghee Choi, and HyeéhgChoi, 2014) This research
attempts to solve some these security issues with smart homes in an affordable way as
network appliances tend to be focused for businesses and those which are focused for
domestic use are either limited in their security or are too expensive for most pduple.

price ranges for firewalls alone can cost betweenil@00 euros with the top of the range
easily reaching 1000 eufdmazon UK, 2024h)

The Raspberry Pi is an inexpensive single board computer with the capabilities of a
computey the power of the device depends on the model bought however, this project aims at
a user which would not mind spending approximately £50 for a security d&@R¢& Farnell,
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2024) This device is a fraction of the cost of a domestic firewall and aims to include
services like a DNS (Domain Name Seryicecheand DHCP (Dynamic Host Configuration
Protocol) server, IPS (Intrusion Prevention System) and Fireasllvell as that it shouloe

easy tosetup as if the user needs to spend a week setting up a firewall they will likely give
up. Maintenance needs to be easy to understand should somethirgrgp and the user
needs to complete some sort of troubleshooting.

User friendliness, network speed tests, CPU and RAM usages and ping speeds are some of
the metrics used to determine the application uskdse metrics were chosen because there

is a trend of these in thEapersand journals used in the literary revieS8ince the Raspberry

Pi will be used a server and computer the CPU and RAM usage is important to not overload
it and cause it to shutdown and potentially shutdown the netWdekwork speeds and
performance is also important for end users as, having poor network performance can lead to
end user dissatisfaction and throwing the device in the bin. Finally, user friendliness is
important as this device is aimed at an average user with limited technical knowledge. This is
due to the rise in smart home use autbsequently attracting new and potentially -non
technical people.

To reiterate, the end goal for this research project is to methodically decide which popular
security applications are secure and best to use based on metrics like network speed and user
friendliness.With some additional features included such as-astallation and a simple

backup scriptThe security applications include a firewall, DN&he DHCP, and IPS

2 Related Work

This section will look at the state of the art in the industry regarding IDS/IPS, Firewall and
DNS & DHCP services and applicatiofi$ie sections aims to give context for this paper and
the background research dore well as that it is meant to highlight some challenges that
this paper aims to address.

2.1 Smart Home Analysis

Firstly, it is very important to highlight the security implications of a smart hdre.data
collected by smart homes can be very valuable to companies and attackers so it is very
important that the data stays protected and cannot be used against the owner of the smart
home (Lee, Zappaterra, Kwanghee Choi, and HyeéhgChoi, 2014) Attacks on smart
homes include network, application and even physical layers, these are just examples as it
depends how valuable of a target the smart home is as most attacks would not attempt to
attack the physical layer of a smart home if there is no benefit to the attattkeks onthe

network layer include DoS (Denial of Service) attacks flooding and capturing data, these
types of attacks focus primarily on taking down the service or stpwidown so much it is

barely usable, stealing of data can be accomplished on this level as well however this would
not be the main focu@.ee et al. 2014) Finally Application layer attackicus on the loT



devices of a smart home and their ability to communicate and perform thei(ltasks al.
2014)

The final paper in this subsection {Zhitnis, Deshpande and Shaligram, 20H®es
highlight a very important fact from their research, smart homes have some very important
and valuable data making them popufargets. Aswell as owners having poor security
standards and rarely updating their systerhss project aims to finéffectiveprotections for

these types of users to stop the attack from getting to the network.

2.2 Gateway security

This section focuses on basics of network security and general idea of having a security
device acting as a gateway for the netwdrkis section also highlights the importance of
network security and the benefits of it as well as potential downdiMeie there is a need

for more defence than just network security this project will focus on the network security
side of smart homes.

Firstly, network security helps in securing IoT devices by protecting them from being
attacked or targeted by attackers, it is much easier to update network security devices in both
the cloud and on prem than each 10T device in a home, network security usually have more
updates as if its open source more people are working on it and finally the extra layer of
security is very importar(SivaramanGharakheili, Vishwanath, Boreli, Mehani. 2015)

This shows that network security can significantly improve the security of the smart home
network.Not only is adding more security layers is better for security in the long ruib but
can help secure 10T devices without causing trouble tbdh@ownein updating all of their

loT devices.

2.3 DNS cache and DHCP server

An extreme way of approaching this would be to create a DNS security service and run it on
a Raspberry Rivhich would be used to block DNS flooding attacks meaning it would still be
important to keep a DNS cache service runnibgtta, Kotha, Manohar and Venkanna,
2022) This could be used to improve the security even further however, this would be low on
the list for this research project due to its complexity and the time frame being verylsmall.
possible as well would be to create a type of security for DNS in a more efficient language
like C and compare the results

Alternatives to the DNS and multiple IPS and IDS solutions were also tbesd including
Adguard homeand Pihole is very important and there needs to be a comparison done to
determine which should be used for the final artefact only that IPS and IDS solutions
were found whickare Suricata and Snd@anchez, 2022)Vhy this paper is important is that

it provides some insight in how to u#igese tools in conjunction and offers some results
however these tools were being run on an older version of the RaspbarycRialso did

not have the newest version of Raspberry Pmd&h changed a lot of things like available
packagesThe paper bySanchez, 2023 one of the most important papéos this project

as it combines a DNS cache and IPS togethieese results will be starting pointas the
objectives were to create a custom firewall but only using and IPS and DNSwdaeteas



the research project aims to build on that and add a firewall and update it to the newest
version of the Raspberry BRichard Sosinski, 2024b)

2.4 IDS and IPS

Firstly, a comparisorbetween Snort and Suricata is important to look at as these are the two
most popular options for IDS solutiorSuricata comes out on top with both dropping and
capturing packets between Snort and Suricata however this test was done on a Raspberry Pi 3
which is a few years old already and much weaker than the Raspber(é&3d& and Kiran,

2018) This paper serves as a good introduction into IDS capabilities and how well the IDSs
can work against different combinations of attackke attacks tested were SYN flood,
Smurf and UDP flood attacks, both Snort and Suricata are very amutations but they

must be testedn newer hardware as over the years there would be updates and more
possibilities available with the two applicatiomot only that this paper does not cover how

the two would work as and IPS solution and that comes with its own limitationseédaing

better hardware to run and the effects on the network.

The next papers will cover Snort integrations for network security as well as it working as
different types of security modes and its potential integrations which were considered for this
project. Applying Snort as a network security lab is also important for this project as it
highlights limitations of snorand any other IDS, it also provides important metrics like CPU
and RAM utilization, packet loss rate and number of detected atigetter, Chowdhury and

Latif, 2021) These metrics are very important as they will help this project decide which IPS
to use as these are similar ways to use the s@plecationswhile IDS will not be used as a
standalone it is also important to understand what effects on the device there will be as well
as how the application can work

The network can handle IDS solutions as seen from all papers mentioned in this section but
the tests that would need to be done is if IPS modes will work without compromising the
device alongside other applicatiodsiother mode that Snort can be used in is as a gateway
for the network(Simadiputra and Surantha, 202This approach is very important to this
project as it shows that the Raspberry Pi can not only rurgateway but it can also run an
application alongside it showing that this project is possible.

2.5 Firewall

Iptables are versatile howeves they can be used as a portable penetration testing lab on a
Raspberry P{Hamid, Kamil and Abdullah, 2015)They can work on a Raspberry Pi as a
firewall appliance for a smart hom@laar and Buchmann, 201®ut the limitations of
iptables is that they are complicated and hard to read at times. When showing examples of
rule creation they can be confusing and the syntax is long and not alelbgsplanatory

This means that iptables are very versatile and anything built up from iptables like UFW can
also be expected to succeed and this is what this paper aims to prove alongside other
applications Firewalld and Shorewall might have their own issues as they are not native to
Raspberry P(Kylméanen, 2013)this is also another reason why they are included in the
research for this project.

A firewall is a base security device and there needs to be a way to create on a Raspberry Pi as
Iptables work on a Raspberry Pi with no problems and the only issue being configuring them.
Not only that there need to be alternatives to them especially in 2024 and this project aims to
find the alternatives and test them to see if they are efficient enough to be used as a firewall
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and how user friendly can they be to upd&i#iciency is important as there is no reason to
have a firewall that has the potential to take down the device as then the network will be left
vulnerable.

3 ResearchMethodology

The potential metrics were explained throughout the literature review however, there needed
to be choice made and these are the metrics chosen for each applicatidfirsflye the
applications are split into thragpesDNS & DHCP services, firewalls and IP®/hile they

do share most of the metrics RAM usage would not be as big of an impact on firewalls than it
would be on IPSor example.

Name of Category Firewall DNS & DHCP IPS
Network Speed test | Y Y Y
Ping test Y Y N
CPU Usage N Y Y
RAM Usage N Y Y
User Friendliness Y Y Y

Table 3.1 Metrics used for each category

Table 3.1 shows whichetrics were used by each categd@peed tests are run on both the

security deviceanda host device to get dair readingfrom the edge and inside the network

The ping test involves pging 8.8.8.8to test connectivity and support the speed t&5R4J

and RAM usage is used where applicatilie to some applications using very little resources

making it very hard tdest It is very important for IPS and DNS & DHCP serviasthey

perform their own processes which can be read eabilide the file the test results were

saved and then put into an excel spreadsheet which was used for the aRabesiding IPS

a rule was created to block I CMP packets (pi
command was used.

User friendliness can be subjective therefore notes were done in what features were good and
bad and this was used as a last reswmtric due to its subjective natutdow there are
limitation to the subjectiveness as not being able to use the application at all or it causing too
many difficulties would take priority. The biggest impact of this wagshe DNS & DHCP
services

Numerical data is the primary source for analysis however, user friendliness was still
considereddue to the objectives of this projett is important to keep the perspective of a
smart home owner in mind when critiquing the applicationsand understand their
requirements

The collection of data was done one by one, meaning that first all of the firewalls were tested
and had their data collected alone after that they were disabled and the DNS & DHCP
applications were tested and had their data collected. Finally the IPSs were tested and had
their data collectedThe data was collected into an excel spreadsheet with each page
dedicated to one category of applicati@®ome notes were added onto the applications with
regards to how simple or difficult the syntax of commands \aek how simple the setup
was, these comments were put at the bottom of each appli¢atierud, 2017)After that

the top of each application was decided using the priority ordSpeédtest > CPU and

RAM usage > ping test mser friendlinesslt can be observed that effectiveness of the
security application is not a part of this test, this is due to two factors the first and least
important being the time constraints but most importantly is timatughout testing the
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applications some tests were run to see if the application is running coamdttyid in fact

work. The scope of this project is to find and test security applications on the Raspberry Pi
and see if it is possible to makenailtiple security layer solution for smart home owners.
While the effectiveness of the application is in scope for a project of this type, the time frame
would not enable for such testing.

The testing was done when no other services or applications were running to make it a fair
test.For firewalls only one firewall was running at any given tifaestly for the speed tests,

a tool cal |l ed f S(Pekle ttane 2024he serves waw kept the sameal for
every applicatiomBT Irelandd s e The @ata produced by this included ping, download
speed and upload speéithe priority order for the data is download speed > ping > upload
speed.The applications had very little impact on upload and [@pgedsThere were five

speed tests done for each applicatiomave a fair resultand compensate for any outliers

The testing started at approximately 10 p.m. and completed at approximatety. 20a
compensate for other usens the network

The ping tests were simple tests, there were fifteen pings sent to outside of the network
address, inside the network and to the routke outside server chosen was the google DNS
server 8.8.8.8 as it is expecting to have high traffic and only fifteen pings were sent as to not
flood the servicd Cokar and KaThs daarwasseadta suppdrotiie dgwnload
speed from the speed teddue care and caution wéollowed to make sure that no spam was
created when testing the applications

The CPU and RAM speedswdreo und out +sixng fipi(Kerssig@ird) t xt O
the x being the service name and filename being the name of the file to have the output
redirected toWhile the service is running and performingjib this would also be run in

order to try and find out how resource intensives#rvice is.

For firewalls the test scenario looked as follows, Bpeed testwere run and documented,

fifteen ping packets were sent to 8.8.8.8, fifteen ping packets were sent to the router and
fifteen ping packets were sent to a device inside the network. This was done on both the
security device and the host device in order to get an even read and be able to compare the
two data setsAfter that the best application was chosen based on the metrics highlighted.

The DNS/DHCP were similar and the test scenario looked as followsspgeed testavere

run, the ping tests were completed, the CPU and RAM usage was gatherefpidsiap

andin order to do that the command was run and then an nslookup was run four times with
different websites. All the information was gathered and compared as well as notes being
taken on user friendliness and usabilifhese tests were also done on both host and security
device but the CPU and RAM usage was done on the security device twice once with the
nslookup on the security device and then on the d@ate.Four websites were tested with
finslookum while fipidstab was running and the output was saved to a file.

Finally, for IPS the tests were as follows, five speed tests were run ancheoimd, CPU and
RAM usage was documented wusing the ndpidstat
Again as with the other two the tests were also done on both the host and security devices.

The analysis done was as mentioned previously, the priority order was followed for each of
the application categories. For firewalls the priority order was speed test > ping test > user
friendliness. Then for DNS and DHCP services the priority order was CPU and RAM usage
> speed test > ping test > user friendliness and finally for IPS the priority was speed test >
CPU and RAM usage > user friendlineshe averages of eaapplications data were found

and compared with the other applications, the applicatwere then rated from best to worst
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and the finalresult was created. If the best application could not work with the other
applications the next best was chosen and that was also documented and given a reason why
the application could not worklhe analysis was done using excel and each application
category had its own page in order to provide clarity. The excel spreadsheet looked as
follows, page one had all of the applications grouped in their categories, page two had the
firewall data, page three had the DNS and DHCP data and page four had the IF®alata.

Table 3.2 as an example

Name DNS Masqg  AdGuardHome PiHole
860.59 / 872.11/ 874.13
Network Test 1 101.86 101.58 /101.79
907.64 / 866.30 / 895.23 /
Network Test 2 101.84 101.77 101.77
862.44 / 864.73 / 909.55/
Network Test 3 101.83 101.57 101.80
859.56 / 897.82/ 904.25
Network Test 4 101.84 101.80 /101.63
885.87/ 879.30/ 889.46 /
Network Test 5 101.77 101.51 101.79
Ping Test To Intern 5.223 4.87 4.691
Ping Test to Router 0.485 0.467 0.492
Ping Test to Host 0.186 0.182 0.183
CPU Usage 0% 0.03% 0%
RAM Usage 0.04% 0.34% 0.07%
Host
Ping test to Interne!
Ping Test to Router
Ping Test to Firewa
917.62/ 905.37 923.83/
Network Test 1 101.78 /101.79 101.68
865.39 / 919.68 / 889.87 /
Network Test 2 101.56 101.77 101.79
918.10/ 901.27/ 912.67 /
Network Test 3 101.65 101.79 101.72
914.05/ 919.63/ 919.06 /
Network Test 4 101.72 101.65 101.79
927.25/ 911.81/ 921.13/
Network Test 5 101.81 101.59 101.83
CPU Usage 0% 0.02% 0.02%
RAM Usage 0.05% 0.34% 0.07%

Table 32 Example of a page in the excel spreadsheet




4 Design Specification

Tool Used Specifications
2 x Raspberry Pi 5 Running Raspberry Pi OS (Debain 11 based
One was used the security device and that g
had 8 GB 6ram 1 2.4GHz quaetore 64bit Arm Cortex
A76 CPU, 512KB pecore L2 caches
The other was used as the host device for and a 2MB shared L3 cache
testing and gathering data and it contained 4 1 LPDDR4X-4267 SDRAM
1 Dualband 802.11ac WFi®
1 Gigabit Ethernet, with POE+ support
1 8 GB of RAM
(CPC Farnell, 2024)
TP-Link Network Switch T..SG108E I 10/100/1000Mbps RJ45 ports

1 Plug and play no config required
(TP-Link Team, 2024)

Logitech USB mouse and keyboard A generic mouse and keyboard combo runni
through a single USB.

2x Cat 5 cables Ethernet cables used to connect the devices

1x Cat 6 Cable together

Table 4.1 Table containing the components used

Table4.1shows what tools were used and as seen in that table two Raspberry Pi devices were
used and that is an intentional choice as at the end of the project once the user manual was
being done the weaker device was used to see if the same steps can be done on a weaker
device and work. For most of the project the weaker device did behave as a host to test the
different applications and gather datéde switch has basic functions like VLANs and QoS
options (TP-Link Team, 2024) This was an intentional choice as this would be the switch
most people wouldbe willing to buy as it is simpléAdding a difficult to use switch would

push users away and affect the objectives of this prdpatiaverage These type of switches

range from 20 30 euro depending on the amount of pdasired Amazon UK, 2024a)

The security system works on a single Raspberry Pi which comes with its own limitations,

not only that a network switch is also important for this implementation however, there is a
possibility of ignoring the switctSince the Raspberry Pi is a single board computer there is a
limited amount of storage and power that it can produce and use as well as that it can be very
hard to improve the scalability of the device due to it not having specific ports, for example it
would be very hard to add an additional ethernet port oniis. section will cover how the
Raspberry Pi was setup, what are the necessary steps to take to make it work as a network
security device as well as possible limitations for users and applications.

Firstly, it is important to understand the limitations of the devite. Raspberry Pi is a single
board device and there is no ports to add on components that a desktop computer would have.
It is similar to a laptop where it is possible to add some minor additions but the Raspberry Pi
is even more closed than a laptaep adding dedicated RAM sticks onto the Raspberry Pi
would not work but using a hard drive as RAM could overcome the issue. Another big issue
with the Raspberry Pi is that it is limited toeethernet potty default.lt also uses an ARM
based processor limiting some applications from being used on it, while it does run a Linux
distribution some applications do not support ARM processors limiting the application that
can be run and testefinother limitation for the Raspberry Pi is that is usedcais to run

the system therefore needing a minimum of 32GB of storage on-@ar8Dor this project.

SD cards themselves have their own limitatisash as being slower in comparison to hard
diskdrives and being more fragile, most importantly they are slower than hard disk drives
(Zhang, 2024)The storage limitations affect how many on system backups can be kept
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meaning if the storage gets too full the backups will need to be deleted and held in cloud
storage. The biggest issues is that they are slower options for storage which would limit some
applications in how fast they can openatach is very important for network security due to

the expected speed of networks.

The setup for the Raspberry Pi can be difficult but for this project the setup was kept simple
to not make it harder to repeat for any homeowner that might be interesgly, the

Raspberry Pi imager tool is used to install the operating softwméoeloe SD cardlhe

operating system does not take up too much space of the SOReamberry Pi Team, 2024)
After that the static IP ané forwarding on the systerthis is so the device can work as a
security device between the hosts and 10T devices andtémaet.This was done so there is

a fallback in case the security device is down for whatever reason the devices will
automatically switch to the normal connections. This is also why it is important to set the
DHCP functionalities on the router to a lower metric or turning itSfiould the security

device be taken down the user just needs to turn DHCP back on and all device will work
normally while the repairs are beingrao

Figure 42 Flowchart of the script

The installation script just needs to be run using python3 on the Raspberry Pi and it will
install the firewall and IPS as the DNS & DHCP come with its own dedicated installer.
uses the python packag@subprocessto run commandsBacking up is also an important

thing to do and a bash script was created in order for the user to have a cost effective backup
system without having to pay or use a cloud backup application. The reason Python was used
for the installation script as it was doing a lot of copying configurations and installing
software whereas the backup script is much simpler as it is copying the whole into one folder
and zipping it up.



Internet

Home: Router

Raspberry Pl Security Device

Table 4.3 Network Diagram of a sample implementation of the security device
5 Implementation

This section will cover the implementation of the fiiraplementationfor the project.The
applications use ar®&FW (uncomplicated firew3dl| Pi-Hole andSuricata was used.

For this section the process of gathering the metrics will be referred to as benchnTdr&ing.
benchmarking process for the firewalls and IPS was much different to the DNS & DHCP
services due to the limitations of the Raspberry Pi. Snort it is no longer available by default

on the Raspberry Pi and the setup process is much more complicated than it was in the past
Similarly,Zeekés setup as an I PS is much more dif
being a GitHub project. More will be explained in taealuation however, that is why

Suricata was chosen and implementehchmarking was done where possible to get results

for analysis Regarding the firewall there were physical limitations of the RaspbeagdPit

having only one ethernet poBhorewall and firewalld are both zone based firewall meaning

there is a minimum of two ports necessary andirtual ethernetport could not be
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successfully setupJuha Kylméanen, 2013Bimilarly to Suricata, UFW became the default
winner. The DNS & DHCP services benchmarking was done as expected -#ulePivas
chosen as a part of the final implementation.

Python was used as the language used to install the applidadisin.would have been too
complex for this The syntax and layowtre much easier to understanl limitation of this

would be if the packages used were phased out of Python in the future or anychgniges.

Bash was usedf the backing up script this was done as there was a neeg@ydhe entire
system, zip it up and then save it into a specific fo{tdaruntu Team, 2024)The script built

up from the one available on the Ubuntu website, since there is a lot to copy and save Python
would take much longeand have a more complicated algorithithe scripts could be
upgraded for future work.

The base network and device setup was done, the network runs on the 192.168.1.x/24
network and the statitPs were setupTests were done on Raspberry Pi K8. This was
changed recently as it is formerly know as RaspbiEmns came with changes to the
application repository and other chang@Raspberry Pi Team, 2024After that all
application were installed and setups if possible were compléteck all the applications

were setup andorking, they were turned off and theenchmarking begur©ne by one the
benchmarks wereollected,and screenshots were takeiiter that the information was put

into an excel spreadsheand graphs were createlduring the setup of applications notes
were being taken in a text file of opinions on the setup and how the application worked, these
notes reflected how user friendly the application was which had little bearing on the, results
unless the application did not work correctly

Regarding the implementation of the firewall applicatiBhprewall was a good contender

but limitations of the device stopped it from workirenchmarking was possible on the
Raspberry Pi security device but not on the host as there was no way to connect it to the
internet, due to the lack of a second zddEW is still a great choice however, it is a basic
solution in comparison to Shorewall.

Some important decisions that had to be taken throughout this project include. Having to
limit the amount of time available for each application category and its benchmdkim¢o

the time frame if some application could not work or refused to work correctly and the time
was ending there had to be a decision that had to be made tdls®o[s also an important

thing to keep in mind to keep the perspective of a smart homgeifuse¢ook far too long for

a user to setup the application themselves even with guides then they would stop and move
on. It added difficulty to this project howevaet,did help in keeping the perspective in place.
Another difficult decisiorwas limiting how much time was allocated to IPS resedfchore

time was spent, more alternatives would have been found.
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6 Evaluation

This section will cover the results of the research and exghlainationale behind the choices
madeas well as analyse the results from a neutral perspettivéll also explain how this
research contributes to academic research as well as how it may affect smart home owners
and the suggestions that should be take into account for Tessection will explain how

the results support the research question stated for this project

6.1 Evaluation of Firewall Technology

Firewall Speedtest from Security Device

940
920
500

880
860
840
8
8
780
1 2 3 4 5

mUFW m® Shorewall

Figure 6.1.1 Bar Chart showing the speed test download speeds from the security device

o N B
S o

Figure 6.1.1 is the comparison of Shorewall and UFW. From the start there were three
firewalls chosen Firewalld, Shorewall and URéwalld could not be setup in a timely

manner due to the limitations of the Raspberry $orewall had the same problems

however, there was a way to set it éiqgr testing on the security device only. No test would
work from the hostdevie.. 2 G K | LILJX A Ol isAirilgdrChatit iddiathSasierdo/ i | E
keep track of UFW and Shorewall rules rather than IP tables rules as the two present a list of
rules in an easy way to understandhereas IP tables are much more complicated to read
(Juha Kylméanen, 2013)FW had more better results than Shorewall as seen in particular

with test four and fiveShorewall had a much bigger difference in its highs and lows

whereas UFW stayed consistent between its tests without such a big difference which would
have been noticeabléor the end user especially on application downloads and streaming
websites.

Comparison of Host and Security Device
Speeds for UFW
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mUFWhost  mUFW Security Device
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Figure 6.12 Bar chart showing the difference between Host and Security device download
speed
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Figure 6.1.2 shows the difference between testing done orditst device and the security
device this shows two thingdt is important to see how devices inside the network react to
changelt is important to retest Shorewall and Firewalld and bypassing the single ethernet
port limitation for more options for the end useAs seen in the results the host download
speed is around the 65800 Mbps and the security device being above Bips. It is also

safe to assume that the other firewalls will have their own effertghe network which will
need to be studied however, so far it can also be assumed that from the pattern seen with
UFW Shorewall wilhave a worse effect on the network than UFW did due to the
inconsistency seen in figure 6.1.1

The implications of these findingse that including a firewall device slows down the
network as there will be more stops for packets to go througmother implication is that
using UFW is much easier to use, setup and manage than iptables due to the commands
that make it easier from UFWVhen looking at the rules setup in iptables it shows the
command put in which requires the knowledge of the syntax but with UFW creating rules
has a much simpler syntax and when checking the rules it tells it directly what port or IP is
allowed in or out(Haar and Buchmann, 2019)

6.2 Evaluation of DNS & DHCP Technology

Comparison of DNS & DHCP Services on
Security Device
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Figure 6.2.1 Comparison of download speeds of all DNS and DHCP semeicéssting was
done on the security device
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Figure 6.2.2 Comparison of download speeds of the DNS and DHCP services when testing was
done on host device

Figure 6.2.1 and 6.2.2 show the download speeds of all three DNS and DHCP $&mvices.
both graphs it is clear to see thatile is the best choice as it has the most consistent and
best results in comparison to the other tw®his is vital to know as the DNS and DHCP
services should speed up the network as the DNS information is cached on the security
device which would ideally speed up the connection speEdsexample, if one person

opens up YouTube, another person who opens YouTube will load it faster as the connection
info is cached and the devices will know how to reach YouTube f@dsec, 2022)

Implications of this research are that DNS Masq is the worst choice as a DNS cache and the
user is much better to use+Piole. Ad Guard is much more resource intensive but it also
offers a more robust set of tool®+Hole does offer a similar level of tools while not eating

up too many resources.

MEMORY AND CPU USAGE COMPARISON IN %
FOR DNS & DHCP SERVICES WITH TESTS FROM
HOST DEVICE

ECPU ERAM

0.34%

0% 0.07%
0% 0.05% ’
0% 0% 0.02% 0.02%

0% ’ = =_—

DNS Masq AdGuardHome PiHole

Figure 6.2 Comparison of CPU and RAM usage when testing was done on Host device

Since the DNS and DHCP service caches information it can also build up on the amount of
RAM and CPU usage and if too much is used too fast then the device could crash and cause
an unnecessary outagé.is important to choose the option which has the lowest usages in
these metrics, while even Ad Guard Home did not use a full percent of RAM it built up the
most within the tests completed the same way on all three servithe reason why Rilole

was used is because it comes with a user interface whereas DNS Masq relies on console
commands, not only that Fiole offers more blocking options of specific ads for the

network. Not only that the user interface allows the admin of the network to block specific
websites from being able to be connected to which is ideal for parents.

The implications are that CPU and RAM needs to be monitoredbgaed,if possible
should too many resources be used the device runs the risk of shutting ddwsnis why
good user experience is a necessary measurenfebetter user experience can help in
fixing problems easier as well.
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6.3 Evaluation of IPS technology

Comparison of IPS and IPS working with IDS
with tets from Security Device
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Figure 6.3.1Graph showing download speeds of IPS running on its own vs with amdtiDS
tests done on the Security device
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Figure 6.3.2 Graph showing download speeds of IPS running on its own vs with artth IDS
tests done on the Host Device

MEMORY USAGE OF SURICATA
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VS SECURITY DEVICE
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Figure 6.3 Graph showing the memory usageSuricata testing on host vs security device
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This evaluation presents that Suricata is the IPS of choice and this is primarily because Zeek
is an IDS and Snort requries an external installation on the Raspberry Pi as it is no longer in
the download repository. Not only that Snort is by far the most complex option and the
limited amount of time allocated for this made it so that very little time was lefiaioy

significant amount of tiem to be used to try and setup SnBenchmarking was still

completed with Suricata to show the effects of an IPS on the network and the Raspberry P
(RuizLagunas Juan Jesgtsal., 2019)

Figure 6.3.1 shows the significant dip in performance in copmarison to Figure 6.2.1 and
6.1.], this is important to note as all of these tests were completed on the seucirty device
and this shows how much of a burden this is on the security device itself. Bi@fehows

the network speeds from the host device which is connected to the security dekise

shows and interesting result wheom the security device the download speeds can barely
reach 60QMbpsbut on the host it shows resultsf 900+ MbpsThis is inetersting to note as

it is expected that the IPS will slow down the network due to it having to check every packet
going throughThe reason for these results could be due to the setup of the network which
could befrom the setup of packet forwardin@.he other case could be that it is working
passively on the other deviceaving network speeds ftine rest of the network.

6.4 Evaluation of Final Resultsvs Base Results

FINAL RESULTS

1000

500 886.57 859.9 83294 897.5
800 731.87
700 12.09 18.05 53.43
600 16.94 40.77
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Figure 6.4.1 Final Results graph showing both Host and Security Device Download Speeds

Final Results Base
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Figure 6.4.2Base results with no applications running.
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The final results are as seen in Figure 6.4.1, essentially the security device does work slower
than the host device however, it is important that the security is working, which it is and that
the host device does not lose too maphedilt is clear from the comparison between the

base and final implementation that the security added does not take away from network
speeds too much however, it is important to keep an eye on these speeds as a home owner.

6.5 Discussion

The results have been explained and their implications were also discussed however, this sub
section will cover a rigorous analysis of the results and the praguetell adiscuss possible
improvements and give educated opinions on this project.

Firstly, the metrics used for this project are great indicators of success however, there is a
need to have more security focused metrics as Wéllile the applications to provide
security it does not measure how much security has been provided to th€hgsaretrics

show the base level of security which primarily include denial of serfieeservice is taken

down thee is a denial of service happening but the user should also know how well the
applications are protecting their netwofkis would require more time to do Here is a

need for long term testing of these applications in how well they can operate different levels
of security.That is not to say that the metrics of this project did not achieve the goal in
answering the research questiand the objectives. There is still room for improvement
however.

Secondlythere needs to be a way to overcome the limitations of the Raspberry Pi to enable
the use of more security applicatiolss seen in the firewalls there is a need for a second
ethernet port either virtual or physicd@his would also expand the horizon of this project as

it would enable more security application to be tested and used giving the end user more
choices and show how well the Raspberry Pi can handle the application from an academic
perspectiveThere also needs to be more applications and tools tested, this research while
achieving its goals the results can and should be improvedaking the tools that failed to

work, work and find other tools in those categories to increase the options for users.

Another thing that can be improved is the network setup and how the Raspberry Pi is acting.
What that means is in this project the user connects to their router first and then the security
device works and improvement would bariake the user connect to the device direchis

would lower the risk of the device not working correciiie network could also be split into
separate VLANS to increase security and make the network easier to unddrssandght

also improve network speeds.

It is also important to note thétis much better to use the final implementation rather than
splitting up theimplementationinto separate device&\s seen throughout the evaluation
section individually all applications do affect thetwork,but the final implementation does
not slow it down too muchSplitting the implementation on individual devices would
increase the chance of something breaking and it would ramp up the costs by a lot.
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Finally a useful addition to this project would have been to have a device which was used in
previous research like the Raspberry Pi 4 or 3 with the operating system it was running back
then to have a direct comparison and see the improvements that done over th&hygars.
would be useful for both the end user and from an academic perspective due to the direct
comparison that would have been made.

7 Conclusion and Future Work

The research question proposed at the start
security be accomplished using a single board computer and best practices to avoid external
threats without sacrificing network speeds and having poor performance on the single board
c o mp u(Riehard Sosinski, 2024bith the objectives being to createcasteffective
network security solution for smart homegthout sacrificing too many resourcebhese
objectives were successful but there is still room for improveniNarely the limitations

need to be overcome to be able to use the applications which were chosen for the firewalls.
There also needs to be a way to get Snort up and running on the RaspbasrynBntioned

the problem is that the repository no longer supp®rsrt,and the setup needs to be done
manually. Some of the dependencies necessayrort are also missing from the repository
making it much harder to setuphe key findings from this project are that there needs to be
mores security focused metriogdnother key finding ighat UFW, Suricata and fole are

the best options for security based on the metrsesl in this projectAnother finding which

is important to note is that adding another layer of security like an IDS alongside Suricata can
havea lot of effects on the network speads negative way.

This research has shown that the Raspberry Pi can manage to be a security device which is
much cheaper than buying dedicated security appliaides.Raspberry Pi solution also

offers more versatility and possibility of using different applicatiddbile it is much easier

to use a prenade security solutiothe Raspberry Pi does offer its own way of security a
network for a fraction of the pric&he research also shows tsaturity applications require

a lot of work to setup and benchmak well as that there needs to be more benchmarks used

to prove the effectiveness thfe applications.

Some future work that is recommended based on this project is long term testing of the final
security implementatioto test how long it would take for the device to crash. As well as that
perform moresecurityorientedtesting and vetting of applications in the categories presented.
More research should also be done which shows other options for applications and build up
from this project and creating a base of knowledge on Raspberry Pi based security
applications.Using IDS instead of IPS is also future work which shoulgpp&gormed,and

deeper testing done on how well IDS and IPS can work together and to see if just using an
IPS as both is more effective.

Given more time ways to overcome the limitations of the Raspberry Pi would be found and
implemented to get more firewalls to work. As well as tmatre time would have been
allocatedfor IPS research and testing. Due to the lack of time allocated Suricata became the
default winner but with more time Snort could have been implemented. Not only that a
creation of a centralised user interface for all the applications and their logs would have been
created to let the user use one screen for all informatiorrraffan a screen for each
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application.More time would have been spent on the installation and backup scriptkéo
it even easier for the user to use them
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9 Appendices
9.1 DNS & DHCP Services

9.1.1 Security Device
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9.2 IPS Testing Screenshots
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9.3 Firewall Screenshots

9.3.1 Security Device

() SPEEDTEST

C INLOAD

57.08

Pi

BT Ireland

BT ireland

downdetector.com

ENTERPRISE

(7 SPEEDTEST

BT Ireland

BT ireland

downdetector.com

\ RESEARCH" SPEEDTEST GLOBAL INDEX LA SG MAP

42



(7 SPEEDTEST

BT Ireland

BT Ireland

downdetector.com

OOKLA RESEA

(?) SPEEDTEST

BT Ireland

downdetector.com

PEEDTEST GLOBAL IND OOKLA 5G MAP

20240718

ENTERPRISE SOLU

22h24m4

ENTERPRISE SOLUTIONS

43




(7 SPEEDTEST

BT Ireland

BT Ireland

downdetector.com

OOKLA RESEARCH"™ s! DEX A > ENTERPRISE SOLU

sosin@Secun Speedtest by Pictures

() SPEEDTEST

downdetector.com

KLA RESEARCH PEEDTEST GLOBAL INDEX KLA 5G MAP'

44




sosin@Securi

Pictures

(7 SPEEDTEST

Speedtest by

() SPEEDTEST

Pictures

40718.22

© DOWNLOA!

849.44

PEEDT!

Pictures

downdetector.com

(sl 20240718.22

PEEDTEST GLOBAL INDEX

45

downdetector.com

KLA 5G MAP

ENTERP!




Pictures

(7 SPEEDTEST

sosin@Secur Speedtest by

() SPEEDTEST

Shorewall Speed tests

Pictures

40718.22.

PEEDT!

downdetector.com

83073

ons

BAL INDEX

46

downdetector.com

KLA 5G MAP

ENTERP!




9.3.2 Host Device
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