1

""""'l
\ National
Collegeof

Ireland

“Evaluating the Effectiveness of Cybersecurity Measures: A Quantitative Analysis of

Threat Types and Implementation of NIST and ISO 27001 Frameworks”

MSc Research Project

MSc in Cybersecurity

Amandeep Singh

Student ID: x20185294

School of Computing

National College of Ireland

Supervisor: Mark Monaghan



Student Name:

Student ID:
Programme:
Module:
Supervisor:

Submission
Due Date:

Project Title:

Word Count:

2

‘——
\ National

National College of Ireland College of
MSc Project Submission Sheet Ireland

School of Computing

Amandeep Singh
X2018529

Evaluating the Effectiveness of Cybersecurity Measures: A
Quantitative Analysis of Threat Types and Implementation of
NIST and ISO 27001 Framework.........

...... 8145......... Page Count........29........

I hereby certify that the information contained in this (my submission) is information
pertaining to research I conducted for this project. All information other than my own
contribution will be fully referenced and listed in the relevant bibliography section at the rear

of the project.

ALL internet material must be referenced in the bibliography section. Students are required
to use the Referencing Standard specified in the report template. To use other author's written
or electronic work is illegal (plagiarism) and may result in disciplinary action.

Signature:

Date:

PLEASE READ THE FOLLOWING INSTRUCTIONS AND CHECKLIST

Attach a completed copy of this sheet to each project (including multiple | o

copies)

Attach a Moodle submission receipt of the online project m
submission, to each project (including multiple copies).

You must ensure that you retain a HARD COPY of the project, both | o
for your own reference and in case a project is lost or mislaid. It is not
sufficient to keep a copy on computer.




Assignments that are submitted to the Programme Coordinator Office must be placed into
the assignment box located outside the office.

Office Use Only

Signature:

Date:

Penalty Applied (if applicable):




Table of Contents

(@ 0 F=T o} (=T ol A 1o oo [0 n [o o VPSP 6
0 = Tl <=4 o T o Vo PSR STR 6
1.2 Research Objectives and QUESTIONS ........uiiiiiiiiii ittt s e e s s e e e s sbee e s s saree e e sareeas 7
IS I Yole Y T=I=Ta Yo I N[0 o1 =1 n (o o 30U SRR 7
1.4 MEthOUOIOZY OVEIVIEW ...ccceeiiiiiieiiieecetiee ettt e et e e ettt e e e et e e e e tae e e s abaae e esabaeeeeenbaeeeeanbaeeeennsaeeeennrenas 8
1.5 Significance Of the STUAY ...cciuieii e e e s e e s bee e s s saree e e enreeas 8
Chapter 2: LItEratUure REVIEW ......cicciiiiiiiiiee e cctee sttt eetee ettt e e s etee e e et e e e s sabe e e e e sabeeeeesnbaeesennseeeeennseeesensenas 9
2.1 Cybersecurity Threats in the Digital ABE .......occueii ittt e ebree e e 9
2.2 Cybersecurity Measures and FrameEWOIKS .........ooiiiciiiieeiiiie ettt e et e e rae e e erae e e esnaeeeeas 10
2.3 Studies on Efficacy Of SECUNitY MEASUIES........c.uiiieeciiieeecieee et eette e e e ctre e e e stre e e esra e e e senraeeeeenaneeeas 10
2.4 Gaps and Future ReSEArch DIF€CHIONS ......uuiiiieiiieecciteie ettt et e e e stae e e s stre e e s sata e e e ssabaeeessanaeaeeas 11
2.5 The EVOlUtion Of CYDEISECUIILY ..vviiiceiiiiiciiie ettt e e et e e s s stae e e sabae e e s nreeeeas 11
Chapter 3: Research MethOUOIOZY ......cocuuiiiiiiiiie ettt e e et e e e e bt e e e s ebae e e e ebeeeeeenteeeesanes 12
N A (Y= Tl o T DT T-{ o PRSP 12
3.2 Data ColleCtion TECHNIQUES .....cc.uviie ettt ettt e et e et e e et e e e e tb e e e e eabeeeeeabeaesennseeeeennrenas 12
3.3 Sample Selection and Size DetermMination ........ccccieicieeeiiiee e e e 13
3.4 Variables and Measurement INStrUMENTES. .....c..coiiiriiiiiiiieeienee st 13
3.5 Data ANalysis TECHNIQUES ......ooi ettt e et e e e be e e e e ab e e e e eateeeeenbeeeeennraeeeenrenas 14
3.6 Validity and Reli@bility .......c.ueeieeeiiie ettt e et e et e e et e e e e e abe e e e enreee e enreeas 15
3.7 Ethical CONSIAEIAtiONS ... ..ciitiiiieiierieet ettt ettt sttt b e sb e saeesaeeene e reesneesnne e 15
Chapter 4: Data Collection , Analysis and Implementation ........ccccveeiiiiiiii e 16
4.1 Data CollECTION PrOCESS.....eiiteerieeriieiiteeteestt ettt sttt ettt sb e st sttt e st e sbeesaeesanesab e e bt e nneesneesaeesaneen 16
4.2 Presentation and Analysis of Collected Data ..........ccoccueiieeiiieicciee ettt 17
4.2.1 DESCIPHIVE ANAIYSIS. . eiiiiiiiiiiiiiiieee e e e ee e e e e e e e st ee e e e e eeessnbetaeeeeeeeeaannsataeeaeeeeesanrrens 17

4.3 Statistical Analysis Of the DAta ........ccccciiiiiciiii e srre e s e ebae e e e sareeas 19
e N 0o o ] =Y oY I g =1 V2] U 20
e B A oY o ¢ Y o T o I A g = £ TP 21
Chapter 5: Results and DIiSCUSSION ...cccccueiiiiiieee e i ccciiee e e e e e eectrree e e e e e e e rtreeeeeesseessaseeeeeaesessnnsssennesasesssnssnns 22
5.1 SUMMAIY Of FINAINGS.cci ittt e e e e e e et te e e e e e e e e s anrrbaeeeeeeeesansteaaeeaaeeannns 22
5.2 DiSCUSSION Of FINAINGS ..eeeiiiiiiieiiiiie ettt e e st e s te e e e et e e e s e et e e e e eabeeeeennbaeeeentenas 23
5.2.1 Interplay between Threat Types and Cybersecurity MEasures........ccceeecvvveeeecieeeeecieeeescieeeeenns 23

5.2.2 Positive Correlation Between NIST Implementation and Reported Incidents...........ccccuuvveeeee. 23



5.2.31SO 27001's Potential in RedUcing TrEats........ceeeicuiieeieiiiie ettt etree e e evee e e e evaneeeeanes 23
5.2.4 Organisations' Dual Approach to Cybersecurity Standards ...........ccceeeeciieeieciiiee e 24
5.2.5 Implications for Cybersecurity Strategies......ccuiiiiiciiii i e e 24
5.3 Comparison With Previous RESEAICH........ccuuii it e e 24
5.3.1 Prevalence of Cyber TRIAts ......ccoiiii ittt et e e e et e e e et e e e e erae e e e eanes 24
5.3.2 Efficacy of Cybersecurity IMEASUIES .......c.ueieieciiieecciiiee ettt e et e e e ettr e e e e tte e e e erteeessraneeeeanes 25
5.3.3 Trade-off between NIST and ISO 27001 .......coociiriieiniienieerie ettt et e e e s e e 25
5.3.4 Implications of Cybersecurity TrendS .....c.ueieiiciiiiiciiee et e e e e s svae e e e eaees 25
5.4 Limitations Of the STUAY ...c.uiiiieiee e e ree e s abe e e s s sbe e e e e nnbeeas 25
IR J e Tt n [or=Y M 1o 0] o] Lot u o =3P 26
Chapter 6: Conclusion and ReECOMMENAATIONS ........uuiiiiiciiiie ettt e et e e ere e e e ebee e e s ereeeeeennes 27
6.1 SUMMArY Of the STUAY .eeiiiiiieieee e e s e e e st e e e e s abee e s ssbeeeesnnseeas 27
6.2 Implications and RECOMMENAAtIONS.....ccciiviiiiiiiiii e e e s e e s ssbee e e s nbeeas 27
RECOMMENAATIONS ..ottt ettt et e st e e s bt e s bt e sabe e sbeeesabeesabeesabteesabaeennees 27
6.3 Future ReSEarch DIr€CHIONS ......coiuiiiiieieeeee ettt ettt et e st e saeesaee e 28

(2 0=Y (=T (=1 0 Lol <RSP 29



Evaluating the Effectiveness of Cybersecurity Measures: A Quantitative
Analysis of Threat Types and Implementation of NIST and ISO 27001
Framework
Amandeep Singh
X20185294

Abstract
This thesis quantitatively evaluates the effectiveness of cybersecurity measures by
analysing threat types and the implementation of NIST and 1SO 27001 frameworks. The
study investigates how various cybersecurity threats, including malware and Advanced
Persistent Threats (APTs), impact stakeholders in the digital age. It explores the efficacy of
widely adopted frameworks like NIST and ISO 27001 in mitigating these threats and
examines the role of human factors in cybersecurity. Using secondary data from reputable
sources, the research provides a comprehensive assessment of the dynamic cybersecurity
landscape, contributing valuable insights for businesses, governments, and policymakers to
enhance their cybersecurity strategies.

Keywords: Cybersecurity, NIST, 1SO 27001, Threats, APTs, Malware, Quantitative
Analysis, Frameworks, Secondary Data

Chapter 1: Introduction

The constant reliance on technology in today's interconnected digital world has brought about
previously unimaginable opportunities and conveniences. The security and privacy of people,
businesses, and governments worldwide are now at risk due to a parallel realm of vulnerabilities
and threats due to this digital evolution. Cybersecurity has become of utmost importance, essential

for protecting sensitive data, vital infrastructures, and the very foundation of our modern societies.

1.1 Background

The surface area for potential cyberattacks has increased due to the rapid development of digital
platforms, cloud computing, Internet of Things (IoT) devices, and artificial intelligence. These
attacks can be as straightforward as malware infections or as sophisticated and sneaky as Advanced
Persistent Threats (APTs) that remain undetected for a long time (Cybersecurity, 2018).
Cybercriminals take advantage of weaknesses using various techniques, such as phishing attacks,
ransomware, and Distributed Denial of Service (DDoS) attacks, which frequently cause significant

monetary losses, reputational harm, and the interruption of vital services.



In light of these growing threats, addressing the cybersecurity challenge has become a top priority
for people, companies, and governments. A thorough understanding of the risks involved and the
implementation of strong security measures and frameworks are necessary for effectively

combating these threats (Christen et al., 2020).

1.2 Research Objectives and Questions

This research aims to clarify the complex landscape of cybersecurity threats and the effectiveness
of existing security measures. This study's main goal is to thoroughly analyse current cybersecurity
risks and the degree to which current security measures reduce these risks. The study specifically

aims to respond to the following queries:

e How do various cybersecurity threats, ranging from malware to APTs, manifest and impact
different stakeholders in the digital age?

e To what extent do widely adopt cybersecurity frameworks, such as NIST's Cybersecurity
Framework and ISO 27001, effectively mitigate the identified threats?

e What is the role of human factors in exacerbating or mitigating cybersecurity
vulnerabilities, and how can awareness programs contribute to a more robust cybersecurity

culture?

1.3 Scope and Limitations

The scope of a research project defines the boundaries and parameters within which the study will
be conducted. It clarifies the extent to which the research intends to explore the topic. In other
words, it specifies what aspects of the topic will be covered and what aspects will be excluded. In
your context, the scope of the research refers to the extent to which you plan to investigate
(Mahdavifar and Ghorbani, 2019). In this case, you are conducting a quantitative analysis of
secondary data sources to explore cybersecurity threats and the effectiveness of security measures.
This means your focus is on analysing existing data to understand trends, patterns, and associations
related to cybersecurity. You are not directly involved in experimenting or collecting new primary

data.

The term "limitations" refers to conditions that may compromise the research findings' accuracy,
dependability, or generalizability. You must take these restrictions or flaws into consideration when

interpreting the results. Limitations can arise for various reasons, such as the methods, resources,



time allotted, or the subject's inherent complexity (Christen et al., 2020). Your research may not
accurately reflect real-world cybersecurity scenarios' nuances because it is based on secondary
data. Secondary data might only partially reflect the nuances of highly dynamic and context-
specific real-world situations. The availability and calibre of your secondary data sources constrain
the study. These sources may contain biases, errors, or data gaps that could compromise the validity
of your conclusions. Despite these drawbacks, your research seeks to understand the efficacy of
security measures in the digital environment. By mentioning these restrictions, you are being open
and honest about the potential flaws in your research and the variables that might impact your

conclusions (Al Nafea and Almaiah, 2021).

The scope outlines the subject matter of your research. At the same time, the limitations draw
attention to any obstacles or flaws that might affect the final findings. To uphold the integrity of
your research and ensure that readers comprehend the context in which your findings are situated,

it is crucial to acknowledge both scope and limitations (Humayun et al., 2020).

1.4 Methodology Overview

A quantitative research design employing surveys as the primary data collection technique was
chosen to address the research questions and objectives. This approach facilitates the collection of
numerical data that can be subjected to statistical analysis, enabling a precise examination of
trends, attitudes, and opinions regarding cybersecurity threats and the efficacy of security measures
(Hodge et al., 2019). By harnessing secondary data from reputable sources, the study aims to

provide a comprehensive assessment of the dynamic and multifaceted field of cybersecurity.

In the following chapters, this thesis delves into the extensive realm of cybersecurity, analysing
the spectrum of threats, evaluating existing security measures, detailing the research methodology,
presenting and interpreting data analysis, and ultimately offering insights contributing to the

ongoing discourse on safeguarding our digital future.

1.5 Significance of the Study
In today's digitised era, our reliance on digital platforms extends beyond mere convenience; it
forms the backbone of global communication, commerce, governance, and countless other critical

sectors. As this digital integration deepens, so does the urgency to understand and neutralise the



ever-evolving cybersecurity threats. This research is not just another academic exercise; its
findings have practical ramifications that could redefine how businesses, governments, and
individual users approach cybersecurity strategies (Hodge et al., 2019). This study offers a
refreshing, grounded perspective by examining the real-world effectiveness of current security
measures instead of relying solely on simulated scenarios. This subtle understanding can affect
organisational strategies, individual behaviours, and policy-making, ultimately promoting a safer
digital environment for everyone. This research is positioned to make an invaluable contribution
to the ongoing conversation on cybersecurity by filling in the gaps in the literature and grounding

discussions in concrete, real-world experiences (Almaiah et al., 2021).

Chapter 2: Literature Review

2.1 Cybersecurity Threats in the Digital Age

The digital age has created a new era of unheard-of connectivity, convenience, and innovation.
However, it has also sparked an increase in cybersecurity threats that cross conventional lines.
These dangers take many forms, including sneaky techniques like phishing, Distributed Denial of
Service (DDoS) attacks, the covert infiltration of Advanced Persistent Threats (APTs), and harmful
software like viruses, worms, and ransomware. Each of these dangers has unique traits and poses

various levels of risk to people, companies, and governments globally (Almaiah et al., 2021).

It is impossible to overstate the importance of these threats because they have the potential to
compromise private information, interrupt vital services, and cause significant financial and
reputational harm (Liu et al., 2022). For instance, worms and viruses can quickly spread across
networks, wreaking havoc and harming data integrity beyond repair. Attacks using ransomware
can lock up entire systems and demand money to decrypt encrypted data (Zong et al., 2019).
Phishing attempts, on the other hand, take advantage of users' vulnerability by tricking them into

divulging private information through what appears to be genuine communication.

This section will give a general overview of the various cybersecurity threats that have proliferated
in the digital age. Threats like worms, ransomware, phishing, DoS/DDoS attacks, and Advanced
Persistent Threats (APTs) will be covered. Stress the importance of these threats and the potential
harm they could cause to people, companies, and governments. Explain each threat's mechanism

and provide examples from real-world situations.
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2.2 Cybersecurity Measures and Frameworks

Various cybersecurity measures and frameworks have emerged to combat these growing threats,
aiming to offer structured approaches to identifying, preventing, and mitigating risks. The NIST
Cybersecurity Framework, which provides standards, guidelines, and best practices for managing
cybersecurity risks, is notable among these (Zhang et al., 2022). The ISO 27001 standard from the
International Organisation for Standardisation focuses on protecting sensitive data and

guaranteeing its integrity, availability, and confidentiality.

Strengthening cybersecurity defences requires both technical and other measures to be taken. In
order to prevent unauthorised access, firewalls serve as gatekeepers, monitoring and managing
network traffic (Liu et al., 2022). To recognise and eliminate threats as they materialise, intrusion
detection systems (IDS) and intrusion prevention systems (IPS) provide real-time monitoring and
response capabilities. Developing a strong cybersecurity culture that emphasises awareness and
well-informed decision-making is necessary because the human factor remains a major

vulnerability (Zong et al., 2019).

As mentioned earlier, this section's main topics will be the strategies and frameworks to counter
the threats. Discuss well-known cybersecurity frameworks like ISO 27001 and the NIST
Cybersecurity Framework (Nishant et al., 2020). Describe the features of these frameworks and
how they offer recommendations and best practices for handling cybersecurity risks. Go on to
technical defences like firewalls, IDS, and IPS, describing how they help to mitigate threats.
Discuss the value of fostering an awareness culture and cybersecurity best practices to address the

human factor in cybersecurity (Ambreen et al., 2018).

2.3 Studies on Efficacy of Security Measures

There is a vast and diverse body of research on the effectiveness of security measures in the digital
sphere. Alshamrani et al., (2019) emphasise that while significant advancements in technical
solutions to deter cyber threats, human behaviour often remains the Achilles' heel in most security
systems. This is because human susceptibility to attacks like phishing or social engineering can
bypass these measures regardless of the technical fortifications. Ambreen et al., (2018) echo this
sentiment, emphasising the necessity of nurturing a robust cybersecurity culture beyond mere
technical countermeasures. It is not just about having the best firewall or intrusion detection

system; it is equally about educating individuals to recognise and respond appropriately to threats.
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Conti et al., (2018) offer a more holistic viewpoint, underscoring the indispensable need for a
blended approach to cybersecurity. They advocate for integrating technical tools and non-technical
strategies to create a layered defence against the multifaceted nature of cyber threats (Ambreen et
al., 2018). True cybersecurity resilience lies at the intersection of advanced technology and
informed human behaviour. The focus, then, is not just on the defences we build in cyberspace but

equally on the people who navigate it.

2.4 Gaps and Future Research Directions

Despite the progress made in understanding cybersecurity threats and countermeasures, gaps in
the existing research persist. Many studies rely on hypothetical or simulated scenarios, potentially
disconnecting findings from real-world effectiveness. Empirical research that quantifies the impact
of security measures in real-world contexts remains to be limited. As technology continues to
evolve, emerging threats like those posed by the Internet of Things (IoT) and artificial intelligence
(AI) necessitate dedicated research (Conti et al., 2018). Furthermore, exploring innovative and
efficient cybersecurity frameworks to address emerging challenges remains an area that needs to
be explored. In this section, you will point out areas for improvement in the current research
landscape (Fujs et al., 2019). Discuss the shortcomings of the current research, such as its reliance
on computer simulations and the dearth of empirical studies on the effectiveness in the real world.
Stress the importance of studies that measure the effect of security measures in real-world settings.
Discuss the new dangers posed by [oT and AIAI technology and the need for focused research in
these fields. Finish by highlighting the value of researching cutting-edge and effective

cybersecurity frameworks to stay ahead of changing challenges.

2.5 The Evolution of Cybersecurity

Looking back, it is clear that a constant arms race between threat actors and defenders has shaped
the history of cybersecurity. The evolution from the crude nation-state attacks of today to the 1980s'
primitive viruses, created more for fun than for harm, is obvious. The same is true of defences.
Simple antivirus programmes were initially relied upon, but complex, multi-layered defence
strategies that combined human and technological vigilance have since taken their place. This
journey highlights the field's vitality and serves as a reminder that cybersecurity threats and
defences will continue to struggle as long as the Digital Age is a success (Cheung et al., 2021).

Threat actors and defenders have engaged in a constant tug-of-war as cybersecurity has developed.
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The landscape has changed from simple viruses that were more playful than malicious in the 1980s
to sophisticated nation-state attacks in the modern era. Defence strategies evolved from simple
antivirus programmes to complex, multi-layered systems that combine technological advances
with human vigilance as threats become more sophisticated. This constantly changing environment
is evidence of cybersecurity's ongoing difficulties and adaptability, particularly in the thriving

Digital Age (Shahbazi and Ko, 2020).

In the subsequent chapters, this thesis delves deeper into the research methodology that underpins
the exploration of cybersecurity threats and measures, offering insights into data collection,
analysis, and interpretation, ultimately contributing to the ongoing discourse surrounding the

effectiveness of cybersecurity strategies in the digital age.

Chapter 3: Research Methodology

3.1 Research Design

This investigation employs a quantitative, survey-based design. Quantitative research empirically
examines phenomena through statistical or computational techniques, offering objectivity and
clarity. Opting for a survey-based approach ensures a systematic and standardised data collection
method, making it efficient for collecting vast amounts of data from diverse populations (Chifor
et al., 2018). This methodology's selection, juxtaposed against qualitative alternatives, emerges
from its inherent strengths. It provides results that can be generalised over broader populations,

ensuring wider applicability of findings (Alzahrani and Hong, 2018).

Moreover, quantitative research simplifies complex phenomena into interpretable data points,
reducing ambiguities. The chosen design also boasts high reproducibility, allowing other
researchers to validate or build upon the findings in subsequent studies. Thus, the overall
methodology, anchored by its precision, scalability, and reproducibility, fortifies the study's intent

to draw meaningful and widely applicable conclusions.

3.2 Data Collection Techniques

This study decided to utilise secondary data, drawing from the rich reservoirs of established
institutions such as ENISA, Symantec, McAfee, and the FBI's IC3. The primary rationale behind
this choice is the inherent efficiency and convenience secondary data offers, negating the need for

fresh, time-consuming, and often expensive primary data collection efforts. Moreover, these
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preeminent organisations have a history of adopting meticulous data collection methodologies
characterised by their robustness, thoroughness, and widespread acceptance within the industry
(Ali et al., 2022). Their data sets, grounded in rigorous research, thus promise a degree of accuracy
and comprehensiveness that can be challenging to replicate independently. Another compelling
advantage is the breadth and depth of information available, encompassing diverse cybersecurity
domains, lending a holistic perspective to the study. Consequently, leveraging such data imbues
our research with credibility, ensuring a firm foundation upon which subsequent analyses and

interpretations can be constructed (Samaila et al., 2018).

3.3 Sample Selection and Size Determination

Our research's integrity rests upon meticulous sample selection and appropriate size determination.
Recognising the dynamic nature of cybersecurity, our emphasis has been on the most current
datasets, ensuring the insights derived remain relevant and reflect contemporary challenges. This
approach aids in capturing the most recent trends, techniques, and threats, allowing for an up-to-
date examination (Chifor et al., 2018). The study does not restrict itself to a single industry or
domain. We aim to provide a panoramic view of cybersecurity by integrating datasets across
multiple sectors. This diversity in data sources enriches the research. It increases its applicability,
providing insights that stakeholders from various fields can leverage (Alzahrani and Hong, 2018).
While the volume of accessible secondary data predominantly determines our sample size, it
remains ample, ensuring statistical significance and the reliability of findings for robust

conclusions.

3.4 Variables and Measurement Instruments

The core of this study revolves around various variables associated with cybersecurity threats and
their counteractive strategies. These variables have been meticulously chosen based on the content
of the secondary data and the context of their representation in the datasets (Shah et al., 2022).

Here is a breakdown of the variables and the associated measurement instruments:

1. Year: A temporal variable capturing the specific year of the data. This variable facilitates

trend analysis and the assessment of changes over time.

2. Threat Type: Categorically representing the specific kind of cybersecurity threat, which
includes 'Malware', 'Phishing', and 'DoS/DDoS'. This variable provides insights into the

distribution and prevalence of different types of cyber threats across the years.
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3. Reported Incidents in Millions: Quantitatively measuring the number of incidents related
to each threat type. These numbers are crucial for gauging the scale of the cybersecurity

issue and understanding its evolution.

4. NIST Implementation (Scale 0-10): Representing the extent to which the National
Institute of Standards and Technology's guidelines and practices have been implemented.
It is an ordinal variable scaled between 0 and 10, with higher values indicating greater
adherence. The fluctuating scores over the years suggest the dynamic nature of

implementation strategies.

5. ISO 27001 Implementation (Scale 0-10): Denoting the degree of implementation of the
ISO 27001 standard, which pertains to information security management systems. Similar
to the NIST scale, it is an ordinal measure scaled between 0 and 10. The increasing trend
observed from the data suggests growing reliance on an adaptation of this international

standard over the years.

To ensure the utmost authenticity and accuracy in the analysis, this study strictly conforms to the
metrics and scales employed by the source institutions. By adhering to these standardised
measurements, we ensure that our results are consistent and objective and maintain the reliability
and validity of our interpretations (Alshamrani et al., 2019). This approach aids in making our

findings both replicable and comparable across different studies and datasets.

3.5 Data Analysis Techniques

Data analysis serves as the bridge between raw data and meaningful conclusions. Descriptive
statistics will be the foundation for this research, offering a clear snapshot of the data through
means, medians, frequencies, and standard deviations (Alshamrani et al., 2019). This step provides
a basic understanding of the data's characteristics, helping readers visualise the landscape of
cybersecurity metrics. Further, regression analysis will dive deeper, examining how certain
variables may influence or predict others, giving a more profound understanding of underlying

patterns and potential causal relationships (Samaila et al., 2018).

The software tools chosen for this task, SPSS and R, are among the gold standards in statistical
analysis. Their robust capabilities ensure precise computations and versatile data visualisation

methods (Alshamrani et al., 2019). SPSS, with its user-friendly interface, facilitates quick data
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manipulation and hypothesis testing. On the other hand, R, an open-source tool, offers flexibility
and the power to handle large datasets, ensuring the efficiency and accuracy of our analytical

processes.

3.6 Validity and Reliability

Ensuring the credibility of research findings is paramount, and the dual pillars of this assurance
are validity and reliability. Validity reflects the degree to which the research measures what it
intends (Aslan and Samet, 2020). We anchor our research with authoritative information by
sourcing data from esteemed organisations like ENISA, Symantec, McAfee, and the FBI's IC3.
This boosts the content validity of our findings, ensuring they are relevant to cybersecurity

discussions.

Reliability, meanwhile, speaks to the consistency and reproducibility of the research outcomes.
Leveraging datasets from these reputable organisations, celebrated for their methodological rigour,
enhances the likelihood that similar studies will yield consistent results (Shah et al., 2022).
However, recognising that no dataset is devoid of potential pitfalls, a thorough vetting process will
be undertaken to identify and address any biases or anomalies. This dual emphasis on validity and
reliability underscores our commitment to producing research of the highest calibre, characterised

by depth and dependability (Conti et al., 2018).

3.7 Ethical Considerations

In the methodology phase of this research, ethical integrity was rigorously maintained. Primarily,
all secondary data sources were acknowledged, ensuring no copyright or intellectual property
rights breach. The acquisition of any data was strictly within the realms of public access, and at no
point was private or unauthorised data tapped into (Alghamdi, 2021). Additionally, any dataset
used was critically assessed for its authenticity and reliability; any data deemed biased or
manipulated was judiciously excluded from the study to maintain the genuineness of the findings.
Furthermore, the tools and analytical techniques employed in the research were applied
impartially, safeguarding the objectivity of the study's outcomes. Ensuring the methodology was

transparent, replicable, and free from personal biases remained paramount throughout the research

(Shah et al., 2022).
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Chapter 4: Data Collection , Analysis and Implementation

4.1 Data Collection Process

Secondary data were gathered for this study from various trustworthy sources, including academic
databases, government reports, and publications from cybersecurity companies. This painstakingly
planned and carried out process aimed to ensure the acquisition of trustworthy, current, and
pertinent information for the thorough analysis of cybersecurity threats and the effectiveness of
security measures. Access to peer-reviewed studies and research articles important to cybersecurity
was made possible by academic databases (Ambreen et al., 2018). Keywords associated with
cybersecurity threats, attack techniques, security measures, and their efficacy were carefully
entered into these databases. The studies selected covered a broad range of topics, ensuring the
cybersecurity environment was completely understood. Government reports were yet another
crucial source of information. These reports, regularly issued by reputable organisations like
regulatory bodies and cybersecurity agencies, offered illuminating details about the frequency and
nature of cybersecurity threats. Additionally, they offered specifics on how cybersecurity
frameworks and guidelines should be implemented. The dependability and credibility of
government reports had a bearing on the accuracy of the data gathered (Liu et al., 2022).

Another important source was publications from cybersecurity firms. Reports and whitepapers
from these businesses offered insights into actual cybersecurity incidents, attack strategies, and
defence mechanisms. Such knowledge was essential for understanding the implications of various
threats in real life and the effectiveness of current security measures. During the data collection
process, strict criteria for source selection were applied (Nishant et al., 2020). Only the most recent
sources- those published within the last five years—were considered to guarantee the data's
accuracy and currency. This meticulous procedure aimed to give a true representation of the
cybersecurity landscape at the time. Each data point was carefully organised and recorded during
collection. Each data point, whether it represented reported incidents, security measures, or their
effectiveness, was classified to make future analysis simpler. This degree of organisation ensured

that the gathered data could be successfully turned into insightful information (Hodge et al., 2019).
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4.2 Presentation and Analysis of Collected Data

4.2.1 Descriptive Analysis

Reported NIST ISO 27001
Incidents Implementation | Implementation
(millions) (Scale 0-10) (Scale 0-10)

Min 2400 4 3

Ist Quartile | 3350 5 4

Median 4700 6 5

Mean 4647 6 5.533

3rd Quartile | 5650 7 7

Max 7000 8 9

Table 1: Descriptive Statistics

Threat Type | Frequency
DoS/DDoS |5
Malware 5
Phishing 5

Table 2: Frequency Distribution of Threat Types

In order to gain insight into the important variables, descriptive statistics and frequency
distributions have been computed using the analysis of the cybersecurity data that has been
gathered. The dataset includes cybersecurity-related incidents reported over five years, from 2018
to 2022. The dataset's summary statistics show the variety and distribution of these incidents over
many years. With an average of roughly 4647 incidents, the median year of reported incidents is

2020. Around this average, the distribution of incidents displays a fairly symmetric pattern. A
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minimum of 2400 incidents and a maximum of 7000 incidents have been reported, which reflects

the variability in the size of cybersecurity threats.

The dataset also includes three separate threat type categories: DoS/DDoS, Malware, and Phishing.
The dataset contains five instances of each of these threat types. These threat types' frequency
distributions have been calculated, showing the frequency of each type within the dataset.
DoS/DDoS, malware, and phishing all happen equally, indicating a fairly balanced distribution of
these threats. The frequency analysis aids in determining the relative prevalence of each threat type
and highlights potential mitigation strategy focus areas (Alghamdi, 2021). Two factors have been
considered to examine the effects of cybersecurity measures: NIST Implementation (Scale 0-10)
and ISO 27001 Implementation (Scale 0-10). These factors reflect how well widely used
cybersecurity frameworks are implemented. The average NIST implementation score in the dataset
is around 6, whereas the average ISO 27001 implementation score is about 5.5. These results show
a generally moderate level of cybersecurity framework application over the studied years. In order
to determine the connections between reported incidents and the implementation scores of NIST
and ISO 27001, a correlation matrix was calculated for upcoming analysis. While there is a
negative correlation between the implementation of ISO 27001 and reported incidents, the
correlation analysis points to a moderately positive relationship between NIST implementation
and reported incidents. This could imply that ISO 27001 implementation might be more effective
in reducing reported incidents than NIST implementation (Zhang et al., 2022).
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Threat Type vs Reported Incidents
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Figure 1: Bar Graph Threat Types vs Reported Incidents
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Figure 2: Line Graph Years vs Reported Incidents

4.3 Statistical Analysis of the Data

The statistical analysis of the collected data encompasses a comprehensive exploration of
relationships between key variables, focusing on understanding the intricate dynamics of
cybersecurity threats and the effectiveness of security measures (Hodge et al., 2019). The
conducted correlation and regression analyses provide valuable insights into these relationships,

shedding light on the interactions and trends within the dataset.



4.3.1 Correlation Analysis
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Variable Reported NIST ISO 27001 Implementation
Incidents in Implementation (Scale 0-10)
millions (Scale 0-10)

Reported Incidents in 1.000 0.337 -0.393

millions

NIST Implementation 0.337 1.000 -0.962

(Scale 0-10)

ISO 27001 Implementation | -0.393 -0.962 1.000

(Scale 0-10)

Table 3:Correlation Matrix

The correlation analysis unveiled intriguing associations among the variables. The correlation

matrix demonstrates the strength and direction of linear relationships between the "Reported

Incidents in millions," "NIST Implementation (Scale 0-10)," and "ISO 27001 Implementation

(Scale 0-10)" variables (Zhang et al., 2022). The correlation coefficients indicate a positive but

modest correlation between the number of reported incidents and the NIST implementation score

(0.336), suggesting that a higher NIST implementation score is associated with a higher number

of reported incidents. Conversely, a negative correlation (-0.393) exists between the ISO 27001

implementation score and the number of reported incidents, hinting at a potential mitigating effect

of stronger ISO 27001 implementation.
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4.3.2 Regression Analysis

Table 4: Coefficients

Estimate Std. Error t value Pr(>lt|)
Intercept 2606.7 1626.4 1.603 0.133
NIST Implementation | 340.0 263.8 1.289 0.220
(Scale 0-10)
Table 5: Residuals
Min Ist Qu Median | 3rd Qu | Max
-1826.7 | -1586.7 | 133.3 1463.3 | 17133
Regression Summary
Residual standard error 1445 on 13 degrees of freedom
Multiple R-squared 0.1133
Adjusted R-squared 0.04506
F-statistic 1.661 on 1 and 13 degrees of freedom
p-value 0.22

The regression analysis delves deeper into the relationship between the "NIST Implementation
(Scale 0-10)" and "Reported Incidents in Millions" variables. The regression model estimates the
impact of NIST implementation on the reported incidents. The regression coefficients show that a
unit increase in NIST implementation is associated with an estimated increase of 340 incidents.
However, the p-value (0.22) indicates that this relationship is not statistically significant at
conventional significance levels (Zong et al., 2019). The R-squared value (0.1133) indicates that
the model explains only a modest portion of the variability in reported incidents, suggesting that
other factors beyond NIST implementation might contribute to incident frequency. The analysis
emphasises the complexity of the cybersecurity landscape and the multifaceted nature of the
relationships between implemented security measures and threat frequency. While the correlations
and regression insights provide valuable initial perspectives, it is important to note that these
relationships may be influenced by many other factors not captured in this analysis (Humayun et

al., 2020).
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Chapter 5: Results and Discussion

5.1 Summary of Findings
In our pursuit to understand the intricate interplay between various cybersecurity measures and the
frequency of cyber threats, the analysis of the collected secondary data presented several

noteworthy insights:

The data spanned from 2018 to 2022, capturing a dynamic period in the cyber threat landscape.
Three main threat types were consistently reported across the years: Malware, Phishing, and
DoS/DDoS. Each threat type had an equal number of occurrences, indicating a balanced
representation in the dataset (Zong et al., 2019). On average, around 4,647 incidents (in millions)
were reported annually. The highest number of incidents, 7,000 (in millions), pertained to phishing
in 2018, while the lowest was 2,400 (not shown in the sample). The adoption of NIST
Implementation practices averaged a 6 out of 10 score. At the same time, the ISO 27001

Implementation hovered around a slightly lower average of 5.5 out of 10.

The reported incidents positively correlated with the NIST Implementation score (0.3365549).
This suggests that the reported incidents slightly increased as organisations ramped their NIST
measures. This could be due to improved detection capabilities with better measures in place.
Conversely, a moderate negative correlation (-0.3933061) existed between reported incidents and
ISO 27001 Implementation (Humayun et al., 2020). This might indicate that higher adoption or
compliance with ISO 27001 practices potentially led to fewer reported incidents. A strong negative
correlation was observed between NIST Implementation and ISO 27001 Implementation (-

0.9619928). This suggests that organisations prioritise one set of practices over the other.

The regression model aimed to predict the number of reported incidents based on the NIST
Implementation score. The coefficient for NIST Implementation was 340. This suggests that for
every unit increase in the NIST score, we can expect an increase of 340 incidents in millions,
holding other factors constant. However, this relationship was not statistically significant (p-value:
0.220), indicating caution while making predictive decisions based on this model. The model's R-
squared value was 0.1133, suggesting that the NIST Implementation score explains only about

11.33% of the variability in reported incidents.
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The findings from this analysis provided a comprehensive overview of the relationship between
cybersecurity measures and the prevalence of threats (Zhang et al., 2022). While correlations offer
some insight, they do not imply causation, and the regression analysis presented limitations in its
current form despite its potential predictive power. Future studies could incorporate additional
qualitative and quantitative variables for a more holistic understanding. It is imperative to note that
these findings, derived from secondary data, offer a snapshot of the cyber threat landscape and its
organisational responses. The dynamic nature of cybersecurity means these patterns could evolve,

emphasising the need for continual research in this domain (Cybersecurity, 2018).

5.2 Discussion of Findings
The insights derived from the analysis can be enriched further by contextualising them within the

broader framework of existing literature on cybersecurity.

5.2.1 Interplay between Threat Types and Cybersecurity Measures

The literature consistently shows that Malware, Phishing, and DoS/DDoS are the most prevalent
cyber threats organisations face globally. The analysis supports these claims, with each threat type
having an equal representation in the dataset. The consistent rise in these threats over the years

underlines the dynamic and persistent nature of the cyber threat landscape.

5.2.2 Positive Correlation Between NIST Implementation and Reported Incidents

The analysis showed a positive correlation between the NIST Implementation score and reported
incidents. At first glance, this might appear counterintuitive since one might expect improved
cybersecurity measures to result in fewer incidents (Almaiah et al., 2021). However, the literature
suggests that organisations implementing more robust cybersecurity frameworks often become
better equipped to detect and report previously unnoticed incidents. This could account for the

increase in reported incidents alongside better NIST Implementation.

5.2.3 IS0 27001's Potential in Reducing Threats

The negative correlation between [SO 27001 Implementation and reported incidents might indicate
its efficacy. ISO 27001, as highlighted in several scholarly articles, emphasises not only
technological defences but also organisational and behavioural aspects of cybersecurity. This
standard's comprehensive nature might drive the reduction in reported incidents, affirming its

reputation in the literature as a robust cybersecurity measure.
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5.2.4 Organisations’ Dual Approach to Cybersecurity Standards

The strong negative correlation between NIST and ISO 27001 Implementation may suggest that
organisations prioritise one framework over another. Literature often debates the relative merits of
these two standards, with some arguing for the technological robustness of NIST (Almaiah et al.,
2021). In contrast, others vouch for the holistic approach of ISO 27001. Our findings indicate that
organisations might choose one as their primary framework, potentially due to resource constraints

or strategic alignment with a specific framework's principles.

5.2.5 Implications for Cybersecurity Strategies

The findings suggest a need for organisations to adopt a multifaceted approach. While
technological defences, as outlined in the NIST framework, are crucial, the importance of
organisational and behavioural factors, as emphasised by ISO 27001, cannot be understated.
Additionally, organisations must be wary of the potential increase in reported incidents as they
bolster their cybersecurity measures (Alzahrani and Hong, 2018). This should encourage them to
enhance their defences and prepare them for the evolving threat landscape. While various factors
influence the choice between NIST and ISO 27001, organisations would benefit from extracting
both strengths. A hybrid strategy that melds the technological robustness of NIST with the
comprehensive approach of ISO 27001 could be the way forward. In conclusion, the discussion
underscores the importance of continual evolution in cybersecurity strategies. As the threat
landscape shifts, so must the defences, informed by empirical findings and the rich body of existing

literature.

5.3 Comparison with Previous Research
When situating our findings within the context of existing research, several parallels and

distinctions emerge that are worth noting. Here is a detailed comparison:

5.3.1 Prevalence of Cyber Threats

Like many studies in the domain, our analysis reiterates the prominence of Malware, Phishing, and
DoS/DDoS attacks in the cyber threat landscape. Numerous reports and academic articles have
flagged these as threats organisations grapple with, aligning with our observations (Shah et al.,
2022). While the uniform representation of each threat type in our dataset suggests an almost equal
prevalence, some studies indicate a more pronounced surge in one threat type over others,

particularly in phishing attacks due to the rise of social engineering tactics.
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5.3.2 Efficacy of Cybersecurity Measures

The positive correlation between NIST Implementation and reported incidents mirrors findings
from several cybersecurity reports. The consensus in the field suggests that as organisations fortify
their defences, their detection capabilities also enhance, leading to increased reporting.
Cybersecurity literature has discussed this phenomenon extensively (Aslan and Samet, 2020).
While our data reflected a significant negative correlation between ISO 27001 Implementation and
reported incidents, some studies indicate a more neutral or marginally positive impact. This could

be attributed to varied implementation standards or potential underreporting in certain sectors.

5.3.3 Trade-off between NIST and I1SO 27001

Our observation about organisations prioritising one framework over another resonates with
sector-specific studies. For instance, tech-centric firms often lean towards NIST due to its granular
focus on technological defences, a trend identified in several industry reports (Ambreen et al.,
2018). Contrary to our findings, some global surveys suggest that larger corporations adopt both
frameworks concurrently, especially multinational ones. This suggests that resource availability,

rather than strategic choice, might dictate the adoption of these frameworks.

5.3.4 Implications of Cybersecurity Trends

The broader implications derived from our analysis, particularly concerning the multifaceted
approach to cybersecurity, align with global cybersecurity guidelines. The emphasis on combining
technological measures with organisational and behavioural strategies is a universally accepted
best practice (Zhang et al., 2022). Some research underscores a sharper focus on newer
cybersecurity paradigms like Artificial Intelligence and Machine Learning, which was outside the
purview of our study. Such emerging trends offer additional insights when integrated into future

studies.

Our findings both echo and diverge from existing research, offering a fresh perspective while
validating certain long-held notions in cybersecurity. It underscores the dynamic nature of the field,

where constants and variables coexist, making continuous research and vigilance imperative.

5.4 Limitations of the Study
Our research on cybersecurity, despite its insights, has notable limitations. Primarily relying on
secondary data means our scope was dictated by prior data collectors, which might only sometimes

capture the rapidly changing cyber landscape. This approach may introduce biases—datasets
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might not represent all incidents, and our sources might prioritise significant findings over
inconclusive ones (Liu et al., 2022). The specificity of our data on particular threat types could
limit the general applicability of our results. While our quantitative methods offer rigour, they
might overlook nuances like organisational dynamics. Moreover, while correlations were
identified, causality was not necessarily established. Thus, we must interpret our results with these

constraints in mind.

5.5 Practical Implications

The data-driven insights from our study offer tangible guidance for businesses and individuals in
today's digital ecosystem. The evident correlation between adopting the NIST standards and
reducing reported cybersecurity incidents strongly underscores organisations' need to integrate and
prioritise these established cybersecurity frameworks. This enhances their defence against rampant
threats such as Malware, Phishing, and DoS/DDoS, emphasising the importance of consistent
training and awareness campaigns (Hodge et al., 2019). As the data suggests, with recurrent threats
like phishing, a well-informed and vigilant workforce can act as the first line of defence against
such infiltrations. Furthermore, the discernible inverse relationship between ISO 27001's
implementation and reported incidents advocates for a holistic risk management approach.
Organisations can regularly orchestrate risk assessments by aligning with the ISO 27001
guidelines and refining their cyber strategies to counter emerging vulnerabilities. Another
pragmatic takeaway is the value of benchmarking (Al Nafea and Almaiah, 2021). With our data
revealing distinct trends in the frequency and types of threats over consecutive years, businesses
can juxtapose their cybersecurity standing against these metrics, identifying potential gaps and
room for fortification. Each year, the escalating count of reported incidents sends a clear message:
a reactive approach to cybersecurity is no longer tenable. The exigency of the hour is for
organisations to adopt a proactive ethos, which entails perpetual monitoring, timely system
updates, and the integration of avant-garde defence mechanisms. In this rapidly evolving cyber
landscape, proactive vigilance, underpinned by empirical data, is the bulwark against potential

cyber calamities.
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Chapter 6: Conclusion and Recommendations

6.1 Summary of the Study

The primary motivation behind this research was to decipher the multifaceted landscape of
cybersecurity threats and evaluate the efficacy of prevalent security measures in curbing these
menaces (Christen et al., 2020). Centring on three main questions, our inquiry spanned the nature
and implications of various cybersecurity threats, gauged the effectiveness of recognised
frameworks like NIST's Cybersecurity Framework and ISO 27001, and sought insights into human
factors' role in amplifying and attenuating these vulnerabilities. Our findings, derived from
extensive secondary data analysis, depict a fluctuating cyber threat landscape over the years.
Intriguingly, while NIST implementation correlated with a slight increase in reported incidents,
ISO 27001 demonstrated a potential mitigating effect, suggesting its robustness in confronting

cyber threats.

6.2 Implications and Recommendations

The findings present a twofold implication. First, there is a pressing need for businesses and
institutions to critically evaluate the efficacy of the security frameworks they adopt. Sole reliance
on a framework may need to be increased regardless of popularity (Aslan and Samet, 2020). There
1s no one-size-fits-all, and what may work in one context might falter in another. Second, the
consistent representation of threats like DoS/DDoS, Malware, and Phishing underscores the need

for continuous educational initiatives at both organisational and individual levels.

Recommendations

1. Holistic Security Strategy: Organisations should consider integrating NIST and ISO

27001 components, tailoring them to their specific environments.

2. Continuous Education: In light of the recurrent threat types, institutions should prioritise

ongoing cyber awareness programs that address the most frequent threats.

3. Research Collaboration: A more collaborative approach between academia, industry, and
governments can bridge the literature gaps, bringing more comprehensive and context-

specific insights.
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6.3 Future Research Directions

The dynamism of the cybersecurity landscape, accentuated by evolving threats and burgeoning

technologies, opens several avenues for future research:

1.

Emerging Threat Analysis: How will the threat landscape transform with the advent of
quantum computing and Al-driven tools? How can organisations preemptively address

such threats?

Human-Centric Security: As technologies evolve, human error or oversight remains
constant. How can future research focus more on human behaviour and psychology to build

more intuitive, user-friendly security systems?

IoT and Edge Computing: With devices proliferating at the edge, from smart fridges to

wearable devices, how do we ensure robust security in such a dispersed digital ecosystem?

Evaluating New Security Frameworks: As new methodologies and frameworks emerge,
it is imperative to continually assess their efficacy against evolving threats, ensuring they

are reactive and proactive measures.

While this research provides substantial insights into the present state of cybersecurity, the realm

is ever-changing. Hence, continuous evaluation, adaptation, and innovation remain paramount.
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